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A B S T R A C T

The current advances in the Internet of Things (IoT) and the solutions being offered by this
technology have accounted IoT among the top ten technologies that will transform the global
economy by 2030. IoT is a state-of-the-art paradigm that has developed traditional living into
a high-tech lifestyle. The current study aims to provide a comprehensive review and analysis of
the existing cybersecurity attacks and vulnerabilities in IoT, offering suitable countermeasures
with a focus on describing the impact of emerging technologies on IoT devices and protocol
layers. The main vulnerabilities across different layers of the IoT reference model are discussed
and categorized, and suitable countermeasures (such as separating IT and IoT network traffic,
enhancing physical security, implementing encryption and secure messaging protocols, etc.)
are suggested. In addition, the hardware, communication, application, web, and cloud vul-
nerabilities are introduced, then the corresponding safeguards and protections are presented.
Furthermore, Information Assurance (IA) has been deliberately defined and the adoption of the
NIST framework and IA model is recommended as a metric to ensure security for IoT solutions
considering the five pillars of availability, integrity, authentication, confidentiality, and non-
repudiation. Finally, Blockchain technology, known for its use in securing cryptocurrencies, is
suggested to facilitate secure data exchange, identification, authentication, and communication
for IoT devices by various avenues including ensuring the integrity of sensor data, eliminating
the need for intermediaries, reducing costs, and enabling direct addressability of IoT devices.

. Introduction

Internet of Things (IoT) is defined as a trend where many embedded devices use communication services that have been
ntroduced by the internet protocols. These devices, often referred to as ‘‘smart objects’’, operate autonomously within the
nvironment without direct human interaction, serving as distinct components with specific functionalities. In 2020, for the first
ime, out of 21.7 billion active connected devices worldwide, the number of IoT devices surpassed non-IoT connections, and it is
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Fig. 1. A schematic of IoT reference model.

expected that by 2025, almost 4 IoT devices will be available per person on average (more than 30 billion connections) [1]. The IoT
industry is reported to grow by $49. 04 billion during 2022–2026, accelerating at a compound annual growth rate (CAG) of $27.48
during the forecasted period [2]. While the recent progress in the Internet of Things (IoT) solutions has enabled the shift from
conventional modes of operation to a new, technologically advanced approach, it is crucial to give deliberate consideration to the
security aspects of these solutions.[3]. For a large amount of generated data (Big data) by IoT devices, big data should be managed,
secured, and analyzed [4]. However, ensuring the security of the big data considering the volume [5], variety [6], and velocity [7]
is an ongoing challenge. In his ’’Future Crimes’’ book, author Marc Goodman recounts the story of a 23-year-old college student
who, in 2000, manipulated the stock market by posting a fake press about the Emulex Corporation, a Nasdaq-traded manufacturer.
In 16 min, 2.3 million shares were traded, resulting in Emulex’s losing $2.2 billion in market capitalization [8]. The evolving nature
of cyber-attacks has rendered them increasingly adaptable and intricate in their pursuit of targeted objectives, thereby heightening
our vulnerability to a greater extent than before. A Microsoft study shows a 1,070 percent increase just in ransomware attacks
between July 2020 and June 2021 [9]. In order to formulate an effective cybersecurity strategy, there exists a pressing requirement
for individuals, corporations, and governments to prioritize the protection of their respective identities, customers, and the overall
well-being of citizens [10]. In essence, manufacturers are particularly vulnerable to cyberattacks due to their substantial intrinsic
value, making them attractive targets for malicious activities.

The main difference in the type of challenges in the IoT domain in comparison to other Information Technology (IT) environments
is their dimensions [11]. Numerous Internet of Things (IoT) devices, which are physically interconnected to the internet, exhibit
inadequate security measures in place. This is a matter of significant concern due to the potential vulnerabilities and risks associated
with such devices [12]. In this regard, physical security should be considered in addition to data security in IoT devices [13]. The
forging of the network statistics and file access records has directed the researchers to develop the first energy auditing and analytics-
based IoT monitoring system using a deep learning model [14]. Additionally, preventing IoT devices from vandalism is considered
a type of physical security [15]. The type of selected components for IoT solutions should be selected based on the infrastructure
facility of a region to provide physical security as well [16]. In addition to ensuring physical security, it is imperative to guarantee
the security of the interconnected network, cloud infrastructure, and applications. Safeguarding the entire ecosystem of connected
devices, networks, and software applications is essential for maintaining the integrity, confidentiality, and availability of data and
services. A survey of over 250 manufacturing security leaders and practitioners worldwide showed that only 25% of companies have
more than 60% of their cloud data encrypted [17].

When developing an Internet of Things (IoT) solution, it is common to utilize the IoT reference model as a framework for
design [18], which is shown in Fig. 1. Security measures should ensure the safety of the utilized hardware/software for each
of the components that are connected to the IoT network [19]. Additionally, the security of the processes in each level of the
IoT reference model, illustrated by Fig. 1, and the communications between each level should be provided [20]. In addition
to the poor physical security, the major vulnerabilities in IoT systems are the insecure web interfaces [21], like, insufficient
authentication/authorization [22], insecure network services [23], lack of transport encryption/integrity verification [24], privacy
concern [25], insecure cloud interface [26], insecure mobile interface [27], insufficient security reconfigurability [28], and insecure
software/firmware [29].

Fig. 2 depicts ten essential parameters that necessitate careful consideration for ensuring the security of IoT devices across various
scales. [30]. Here, IoT devices refer to the sensors, actuators, controllers, and gateways, which demand either operating systems or
2
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Fig. 2. The main critical parameters to ensure the security of IoT devices in different scales.

application programs to operate. Regarding Fig. 1, it should be noted that in the fifth layer, the boot and system integrity should
be secured using hardware components such as Trusted Platform Modules (TPM) [31]. Additionally, the system should not run
unnecessary network services in the sixth layer to further secure the system [32]. In the seventh layer, the firmware and operating
system updates should be secured as well [33].

The current study aims to provide a comprehensive review of the security challenges and vulnerabilities in IoT solutions across
various technologies. The study also provides some countermeasures to avoid or prevent possible security attacks. The information
assurance model (encompassing security services, security countermeasures, and information states, with confidentiality, availability,
integrity, authentication, and non-repudiation) in addition to the common frameworks and protocols is presented as a solution to
cybersecurity concerns in IoT technologies. Finally, it has been suggested that Blockchain technology can hold significant promise
for enhancing security in IoT devices by leveraging its decentralized and immutable nature to secure data exchange and enable
identification and authentication [34]. By bridging the existing gaps in research concerning comprehensive references for potential
cybersecurity attacks and their corresponding mitigation strategies, this study serves as a valuable resource for ensuring the security
of IoT solutions.

The flow of the current paper is to first present the possible security vulnerabilities in different layers of the IoT reference layer
followed by the existing countermeasures to prevent possible security attacks in Section 2. Then, the possible vulnerabilities and
countermeasures for IoT hardware are introduced in Section 3. Section 4 covers the vulnerabilities of communication, application,
and web/cloud infrastructures that are utilized in IoT applications. In Section 5 several methods to ensure IoT applications security
will be explored. Finally, Section 6 concludes the paper.

2. Security challenges and requirements of IoT devices

In this section, the main cybersecurity attacks for IoT devices are identified to ensure the security of IoT devices [35]. The
following sections will give a more detailed description of the possible vulnerabilities in each layer of the IoT reference model (see
Fig. 1). However, it should be noted that this particular section focuses exclusively on renowned instances of cybersecurity attacks.

2.1. The main cybersecurity attacks in IoT devices

Thus far, the main cyber-attacks in IoT solutions are considered to be: Botnet [36], man-in-the-Middle [37], data and identity
theft [38], code injection [39], and distributed denial of service (DDoS) [40]. In a Botnet attack, the attackers will obtain control of
internet-enabled devices (including computers, tablets, etc.) without the permission of the owners to perform particular tasks [41].
Fig. 3 illustrates a conceptual schematic of the Botnet attack. As an example of the Botnet attack, the Mirai malware in 2016 changed
the operation of the IoT devices working with Linux to remote-controlled bots that could be used as a part of a botnet in a distributed
attack.

In the Man-in-the-Middle (MitM) attack, the communication between the nodes will be intercepted to steal information such
as authentication credentials [42]. In this regard, the attacker will gain control of the messages and be able to distribute false
information [43]. An example of MitM in the IoT domain can be the usage of fake sensor data to destroy physical assets and
business operations. Fig. 4 shows the concept of the MitM in cybersecurity. As a famous example of the MitM, 2.5 million Equifax
website costumers were directed to a fake website.
3
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Fig. 3. A schematic of the Botnet attack.

Fig. 4. The conceptual schematic of the Man-in-the-Middle (MitM) attack.

Considering data and identity theft type attacks, personally identifiable information (PII) can be a target for hackers and should
be protected [44]. Data and identity theft usually occur on five occasions. On the first occasion, a person does not control the PII such
as the leak of information in the governmental agencies, and medical/financial providers. On the second occasion, the financial PII
can be pilfered through physical and electronic channels. The legal selling of PII by some businesses and using similar passwords for
different online accounts are the other vulnerabilities for identity theft on are third and fourth occasions, respectively [45]. Finally,
on the last occasion, the attacker may file someone’s tax return and give controlled addresses for inevitable refunds. In this type of
attack, the attacker usually obtains a list of emails and makes a generic contact to direct the user to a fake website/login page. It
is also possible that the attacker distributes a phishing message and obtains the credentials.

It is common to use Extensible Markup language (XML) or Structured Query Language (SQL) databases to store the obtained data
by IoT devices. However, these databases are prone to code injection attacks, which are injecting malicious codes into a computer
program by spoofing the identity and acquiring the administration of the server [46]. The most famous example of code injection
goes back to the Ghost Shell group, which is a cybersecurity activist company. In this example, more than 30 million accounts were
hacked using SQL injection.

Another type of attack is the Denial of Service (DoS) which interrupts the services to the users and devices through an
overwhelming quantity of traffic or maliciously formatted packets [47]. In the former, the attacker will send a massive amount
of data at a non-controllable rate, which results in crashing the system, while the latter sends maliciously formatted packets that
4
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Fig. 5. A conceptual schematic of the Distributed Denial of Service (DDoS) attack.

Table 1
The list of vulnerabilities and attack surfaces to secure IoT devices.
Attack surfaces Details

Hardware sensors The locations of the sensors should be selected deliberately to avoid physical damage.
Device memory Can be accessed and exposed to sensitive data since a lot of devices are manufactured with

default credentials.
Physical interfaces Because data storage can be done using removable cards. In this regard, the card can be

removed, stolen, or duplicated.
Firmware Backdoor accounts and encryption keys are the vulnerabilities of the firmware.
Firmware update
mechanisms

Non-encrypted, not signed, and malicious updates can be considered as an attack to threaten
IoT devices.

will not be possible to be controlled by the receiver. In DoS, the PII will not be stolen, but access to the services will be denied. If
the DoS attack is being originated from multiple sources, then a DDoS attack is occurring, which is shown in Fig. 5. The concept of
a DDoS attack is to use malicious programs to infect devices, which are known as zombies [48]. A handler system will control the
zombies and decides when a Botnet can be created. There are quite more examples of DDoS attacks, such as the GitHub attack in
2018, the Six Banks attack in 2012, the Spamhaus attack in 2013, etc.

2.2. Security requirements of IoT devices

As illustrated in Fig. 2, the security of IoT devices will be ensured as long as the security of the devices, communication, and
applications are provided [49]. Devices, such as sensors, actuators, etc. demand application programs to operate, and the data
will be transferred over the network from the devices to the application programs. The Open Web Application Security Project
(OWASP) [50] has recently provided the vulnerabilities and attack surfaces to secure IoT devices as indicated in Table 1.

The major parts of IoT devices are the Central Processing Units (CPUs), memory, and physical ports [51]. CPUs can be either
Reduced Instruction Set Computing (RISC) or Complex Instruction Set Computing (CISC) [52]. The novel CPUs also benefited from
both the RISC and CISC at the same time. RISC processors are more appropriate for IoT components rather than those of CISC.
RISC processors are cheaper, generate less heat, and use less power as they have a lower number of transistors [53]. On the other
hand, CISC processors can perform several operations with a single instruction by more transistors [54]. The main providers of
5
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CISC processors are Intel and Advanced Micro Devices (ADM) while Advance RISC Machine (ARM) and Microprocessor without
Interlocked Pipeline Stages (MIPS) are the main architectures of the RICS processors [55].

The memory of IoT devices is usually SD or MicroSD cards, Non-Volatile Memory, Embedded Multimedia Card, and Volatile
emory [56]. A dedicated space in the memory should be given for processing data, storing data, and firmware. SD cards can

tore the obtained data from the sensors or the operation of the system. The SD cards should be protected from detachment to
revent the leakage of the data. The concept of non-volatile memory means the ability to retain the stored information when there
s no power supply such as Erasable Programmable Read-Only Memory (EPROM) [57] and Electrically Erasable Programmable
ead-Only Memory (EEPROM) [58]. Embedded Multimedia Card (eMMC) [59], which is a type of non-volatile memory, can be
sed as a removable component. The advantage of using Volatile Memory is to store the temporary data during the device run-time.
xamples of Volatile Memory are Static Random Access Memory (SRAM) [60], and Dynamic Random Access Memory (DRAM) [61].
he disadvantage of Volatile Memory is losing the data after shutting down the system.

In addition to the memory and CPU, the physical ports of IoT devices such as USB and Ethernet should be secured. If the attacker
ccesses the Joint Test Action Group (JTAG), which is a protocol for testing and debugging, the related data about the firmware and
icro-controller can be obtained in addition to the possibility of loading malicious firmware on the device [62]. Some vulnerabilities

xist in Serial Peripheral Interface (SPI), which is a protocol for short-distance communication between multiple devices [63]. This
rotocol is faster than Universal Asynchronous Receiver–Transmitter (UART) and Inter-Integrated Circuit (I2C), which are also prone
o security attacks [64]. In I2C, the transferred data between the micro-controller and the EEPROM chips should be protected, while
he shell access to the UART can be considered as a security flaw [65].

.3. Access control

To ensure the security of IoT devices, physical security should be considered [66]. In many systems, IoT devices are located
n remote areas which makes it challenging to implement physical security measures [67]. IoT devices are prone to be stolen,
hysically damaged, or disabled/removed. In this regard, securing the perimeters, video surveillance, tamper-proof housing, and
isabling devices for tampering can be considered as solutions [68]. Additionally, the access control as an authentication procedure
an be applied as follows:

• Mandatory access control (MAC)
As a common military approach, the users will obtain access based on the security level clearance [69].

• Discretionary access control (DAC)
This method enables access to the data following the ownership and the access control list (ACL) to introduce the rules for
individuals/groups [70].

• Non-discretionary access control or Role-based access control (RBAC)
This method gives access to the individuals based on the defined roles in an organization [71].

• Attribute-based access control (ABAC)
This method gives access to the data following the defined permissions for the attributes of the resource, the user, and the
environmental factors such as the time of access [72].

• Least privilege access control (LPAC)
Allows access to defined resources at a specific time that has been clarified in advance [73].

To enable the management of the identity and access to the secured data, an identity, and access management (IAM) system
hould be implemented. Fig. 6 shows the IAM protocol flow based on the standardized OAuth 2.0 authorization framework [74] for
oT devices. As IoT communication also involves Machine-To-Human (M2H) and Machine-To-Machine (M2M), Identity Resource
anagement (IRM) should be considered in addition to IAM.

In addition to the devices and the application programs, the networks should be secured. The common network access protocols
re the IEEE 802.3 Ethernet [75], IEEE 802.11 WiFi [76], IEEE 802.15.4 [77], LPWAN [78], Cellular [79]. Encryption can also help
ata confidentiality by applying defined algorithms. In this regard, different types of IoT wireless manufacturers have considered
ncryption in IoT wireless standards. For example, Zigbee, which offers low power and data rate communications for 10–100
eters uses basic encryption, while Long-Range (LoRa), as a long-range communication (up to 10 km), enjoys better encryption

n comparison to Zigbee.

. Hardware vulnerabilities and countermeasures

In an IoT system, the security of the utilized components is of important in all aspects including firmware, software, and network.
he critical hardware security threats are Hardware Trojans (HT) [80] and Side-Channel Analysis (SCA) [81] in Integrated Circuits
IC).
6
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Fig. 6. A schematic of the identity and access management (IAM) protocol flow.

Fig. 7. A simplified schematic of the Hardware Trojan (HT) with its components.

3.1. Hardware Trojan (HT)

A malicious change at any step of manufacturing a chip is considered as an HT [82]. HT can simply happen with a small
modification in the IC, which disturbs the operation of the chip [83]. The attacker can disturb the chip’s operation by adding a
backdoor that sniffs out the encryption keys and transfers the chip’s data to other devices [84]. Fig. 7 illustrates a simplified version
of an HT attack, where the HT is triggered by sensors, internal logic states/counter values, and input patterns [85]. In Fig. 7, the
payload of an HT is the corresponding activity of the Trojan when it has been triggered.

In general, HT attacks are either based on trigger or payload methodologies [86]. In Trigger, the HT triggers a malicious
functionality by reading the target circuit [87], however, in Payload, the HT executes the malicious function by writing to the
target circuit as described in Fig. 8.

• Trigger HT
The digitally triggered HT can be either combinational or sequential [88]. In the combinational digital trigger, a rare situation
will be used to trigger the HT. In the sequential digital trigger, the HT will be executed by the sequence or a series of continuous
operations. The synchronous standalone counters are examples of sequential digital triggers. In this condition, the trigger is a
synchronous counter with k-bits that cause the changes in the output when the counter reaches 2(𝑘−1). In this attack, once the
trigger is deactivated, the value of the digital signal will be shown without any change, however, the corresponding digital
signal will be inverted if the trigger is activated.

• Payload HT
In the payload HT mechanisms, the attacks can be further categorized as digital and analog [89]. Digital Trojans can either
change the logical parameters at payload nodes or modify the contents of memory locations. Analog Trojans will directly
change the performance, power, and noise margin of the circuit. In addition to hardware-based attacks, the payload HT can
lead to software-based attacks such as privilege escalation, login backdoors, and password theft.
7
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Fig. 8. Different types of HT attacks and their methodologies.

Fig. 9. The life cycle of an integrated circuit and the possibilities of an attacker to implement the HT.

3.2. HT countermeasures

The HTs are common in having malicious intent and trying not to be detected by post-manufacturing test processes [90]. The
Trojans are usually passive for a long time that the circuit is being used and the attackers usually try to implement more than only
one HT in a circuit [91]. Fig. 9 demonstrates the life cycle of an integrated circuit and the possibility of an attacker implementing
the HT in the IC.

The existing countermeasures are usually divided into three general groups Trojan detection, design for security, and run-time
monitoring methods [92]. Fig. 10 illustrates the classification of the existing countermeasures for the HT attacks. In general, the
detection of HT can be either destructive or non-destructive. In the former, the reverse engineering approaches will be used to
de-package an IC and analyze the structure using Chemical Mechanical Polishing (CMP) followed by Scanning Electron Microscopy
(SEM) [93]. In this methodology, only one IC sample will be used and the reconstruction using SEM will be done since the sample
cannot be used later after performing the analysis.
8
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Fig. 10. The classification of the countermeasures for HT attacks.

In the non-destructive methods, different approaches in the pre-silicon and post-silicon stages will be used to analyze the IC and
detect the HTs [94]. In pre-silicon analyses, the IC will be compared with a completely specified model of the IC. In the post-silicon
analyses, logic testing and side-channel analysis are usually used [95]. Logic testing, which is a robust method under process noise
and efficient for detecting ultra-small HTs, triggers the HT by test vectors and monitors the corresponding impacts to the output
ports. Logic testing suffers from the existing challenges for large Trojan detection and generating test vectors [96]. In the side-channel
analysis (SCA), however, the test vectors are easy to be generated and there are no challenges for large Trojans [97]. This method
makes a comparison between the supply current and path delays to the specified reference values, hence the possible faults in the
design will be recognized. The existing challenges in the side-channel analysis are detecting ultra-small Trojans and being vulnerable
to process noise.

As an HT countermeasure mentioned in Fig. 10, security design is important to detect threats in advance. In this regard, devising
security plans such as Trojan Insertion Prevention and Trojan Detection Facilitation are considered. In the former, it is common to
use methods of obfuscation and Layout-filler. In the obfuscation [98], the functionality of the circuit design would be concealed by
obtaining key passwords for the operation of IC in normal conditions; otherwise, the system undergoes the obfuscation mode. In the
layout filler, all the free spaces on the circuit will be occupied by filler cells to prevent the possible insertion of HTs by attackers.
In the Trojan detection facilitation, on-chip embedded components will be used to detect the HTs.

In Fig. 10, the SCA countermeasure is considered a post-silicon non-destructive solution for HT attacks. However, the system may
go for an SCA attack [99], which is analyzing the side-channel signals for cryptography devices to calculate the secret keys. This
happens by the existence of physically observable phenomena caused by the operation of the microelectronic components [100].
SCA attacks can be divided into three main types of Simple Power Analysis (SPA) [101], Differential Power Analysis (DPA) [102],
and Correlation Power Analysis (CPA) [103]. In a SPA attack, which can be considered as a data collection technique rather
than an attack, monitor the power usage of the microelectronic devices and estimate the performed operations by the component
such as AES (Advance Encryption Standard) [104]. DPA attack visually estimates the power traces and electrical activity of the
devices [105], while a CPA attack can predict the passwords by measuring the encrypting device’s power usage during the data
encryption process [106].

4. Communication, application, web/cloud vulnerabilities

4.1. The main cybersecurity attacks in IoT devices

The role of communication channels is to transfer the obtained data by the sensors, actuators, etc. to the applications and vice
versa [107]. As the data in motion demands safety, providing security measures is of significance in the communication layer. In
general, communication in IoT devices can be done using either mesh or star topologies (see Fig. 11). In the mesh topology, IoT
devices send the information to other IoT devices until reaching the IoT gateway, while in the star topology, the data are sent
directly to the IoT gateway, which limits the potential coverage of the network area.

The most commonly utilized protocols in IoT solutions are Bluetooth and WiFi, which are accompanied by security concerns. The
connection to the utilized hot spot in WiFi protocol demands minimum configurations and enables the attackers to potential threats.
In this regard, it is suggested to follow the IEEE 802.15.4 protocol [77] for Machine-to-Machine (M2M) communication, which is
common in IoT solutions. This protocol aimed to provide personal area networks (PAN) but it is also possible to extend the usage to
the Wireless Sensor Network (WSN) as well. The IEEE 802.15.4 protocol consists of Media Access Layer (MAC) and Physical Layer
(PHY). The former integrates channel access management, device addressing, and device association/disassociation while the latter
enables the activation/deactivation of a radio transceiver, data coding, modulation, and error correction. The main functionalities
in the IEEE 802.15.4 protocol are Full Function Devices (FFD), Personal Area Network (PAN) Coordinators, and Reduced Function
Devices (RFD).

One of the concerns about the security of the network in IoT devices is related to IP addresses [108]. In IoT solutions, each
IoT node has access to the network and it may create threats due to the existing vulnerabilities. IoT gateway and the enterprise
9
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Fig. 11. The existing communications topologies in IoT devices; (a) Mesh topology, (b) Star topology.

IT network are also prone to security attacks [109]. The existing IP-related attacks are the DoS, DDoS, Internet Control Message
Protocol (ICMP) attack, Address spoofing, Man-in-the-Middle (MitM), and session hijacking attacks. In DoS attacks, attackers prevent
the users to access the data, similarly, in a DDoS attack, multiple machines reduce the accessibility of the users [110]. The concept
of ICMP messages was to send diagnostic messages, however, attackers can use ICMP to scan the sub-nets and hosts on a protected
network. In the session hijacking, the attacker obtains the possibility to control the physical network to use a MitM attack to access
the web server. In address spoofing attacks, the IP address in a packet will be changed to another IP address, while the MitM attack
involves positioning the attacker between the source of the data and the destination.

The first step to reduce network vulnerabilities is to implement a robust wireless protocol [111], which only permits legitimate
devices and users. The transport of the data should be also protected using cryptography approaches. As mentioned before, the
IEEE 802.15.4 protocol [77] can be used to further improve security in IoT solutions. Additionally, the traffic isolation and zoning
method can be considered an efficient approach to control security in IoT solutions [112]. Fig. 12 shows an example of this method
in an industrial IoT architecture, in which firewall implementation and zoning of the network prevent the possible attacks in one
domain to be extended to other domains and the entire network. This method enables the formation of smaller zones of trust that
ensure access control at levels 3 and 4.

4.2. Application layer vulnerabilities

Any related vulnerability such as a design flaw or implementation bug related to the security of the application can be considered
as an application vulnerability [113]. The detection of application vulnerabilities is possible using an application penetration tester,
port scanner, and code cracker [114]. The most exposed vulnerabilities can be considered username enumeration, weak passwords,
account lockout, lack of multi-factor authentication, and insecure 3rd party components.

In the past, physical access was needed for the attacker, while nowadays, the devices can be detected on the network and
exploited their vulnerabilities. The common local exploits are the DoS, cloning, firmware replacement, and extraction of security
parameters [115]. In cloning, a duplicate physical device can be created and run similar software/firmware [116], while firmware
replacement means the replacement of a malicious update for a device instead of the original version [117]. The common exploits in
the communication protocols are the MitM, eavesdropping attacks, SQL injection (SQLi), and routing attacks. In an Eavesdropping
attack, the communication between multiple devices can be intercepted and the security keys can be used [118], while in the SQLi,
the attacker will usually find a flaw in the SQL application to enable the theft and authorized access [119]. The routers are usually
used by small businesses and residential homes, hence owners may not give enough attention to the security alarms and the routers
may remain unpatched and open to attack. In a routing attack, a rouge routing device will be placed on the network and modifies
the routing packets to maliciously change the routing table.
10
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Fig. 12. A schematic of the traffic isolation and zoning method as an approach to managing the security in IoT solutions.

4.3. Web/cloud layer vulnerabilities

The storage, collection, and analysis of the data in the cloud have raised concerns to provide security for the cloud. The security
for the cloud can be achieved using web application scanners, static analysis, and run-time protection [120]. The common web
and cloud vulnerabilities are injection, XML external entities (XXE), sensitive data exposure, broken access control, and broken
authentication [121]. In an injection attack, a malicious code will be injected into the program to control the database and website
remotely. XXE happens when the XML input contains a reference to an external entity that is processed by a weakly configured XML
parser. Sensitive data exposure is also a result of inappropriate encryption. To secure the cloud-based web interfaces, the following
approach is suggested:

• Analyzing the web/cloud applications, web interfaces, and API interfaces for possible security vulnerabilities.
• Applying strong passwords
• Applying an account lockout mechanism to avoid brute-force attacks.
• Implementing two-factor authentication.
• Utilizing transport encryption, such as SSH and Secure Socket Layer 3.0 (SSL).
• Testing for SQLi, cross-site scripting (XSS), and cross-site request forgery (CSRF) vulnerabilities.
• Suggesting the users change the credentials after a period.

The existence of weak passwords has raised concerns in IoT solutions [122]. The common types of password attacks are brute
force, dictionary attacks, password sniffing and cracking, and rainbow tables. In brute force, the attacker tries to use many possible
passwords with the hope of finding the correct one [123]. The dictionary attack is similar to brute force, but the guesses for the
password are based on all the strings in a pre-arranged listing that have more chances to succeed [124]. Password sniffing and
cracking aims at finding hashed passwords using protocol analyzers that can intercept authentication traffic [125]. Also, rainbow
tables contain hashed passwords and their equivalent plain text [126]. These tables are published/sold so that an attacker can be
able to guess the passwords. Overall the existing vulnerabilities in different layers of the IoT reference model can be summarized
as indicated in Fig. 13.

5. The methods to ensure the security for IoT solutions

To better follow the required privacy regulations in a business, it is necessary to follow a comprehensive framework [127,128].
In this regard, the National Institute of Standards and Technology (NIST) [129] defined a cybersecurity framework by five core
functions that are shown in Fig. 14 The idea is to know the cybersecurity risks in the ‘‘Identify’’ step followed by utilizing proper
safeguards in the ‘‘Protect’’ step. Then, the occurred cybersecurity events can be detected in the ‘‘detect’’ step, which enables the
appropriate response in the ‘‘respond’’ step. After the cybersecurity incidents, the services can come back to their initial state by
recovering in the ‘‘Recover’’ state.
11
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Fig. 13. A summary on the existing vulnerabilities in the communication, application, web/cloud layers of IoT reference model.

Fig. 14. The defined cybersecurity framework by NIST [129].
12
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Fig. 15. A schematic of the main effective parameters in the information assurance model.

5.1. Information assurance (IA)

The definition by the National Security Agency (NSA) clarifies information assurance (IA) as a series of regulations to provide
security for the data by ensuring availability, integrity, authentication, confidentiality, and non-repudiation [130]. In other words,
IA can be presented by three main factors, which are security services, security countermeasures, and information states, considering
time as the fourth parameter [131]. Fig. 15 illustrates the main effective parameters of the IA model to help the security experts
for IoT applications.

5.1.1. Security services
As presented in Fig. 15, the security services can be divided into five main parameters of Confidentiality, Integrity, Availability,

Authentication, and Non-Repudiation [132]. It is noteworthy to mention that the first three parameters are known as the CIA triad
which relates to controlling information access/disclosure, preventing improper addition/ modification/ destruction of data, and
ensuring the accessibility of the information, respectively.

• Confidentiality
The parameter controls and protects private data from unauthorized entities [133]. As wireless data transmission is the main
method of transferring data in IoT applications, the information is more in danger in comparison to the wired network. The
cryptography methodology can be considered an efficient method to secure the confidentiality of the data [134]. In this regard,
data encryption, authentication, and access control, which are cryptography methods, can be used. All the cryptography
methods prevent unauthorized users to access the data using encoding in the encryption method and checking the access
requests by the AAA framework in the authentication and access control methods.

• Availability
Availability indicates the timely, reliable access of information or services to authorized entities [135]. In IoT applications,
cybersecurity events result in interrupting the data availability, hence preventing access to IoT devices. The availability of the
information can be ensured using system redundancy, system backups, enhanced system resiliency, equipment maintenance,
up-to-date operating software, and in-advance plans to recover quickly from unforeseen incidents.
In IoT applications, high availability, which is the agreed level of operational performance that reduces the unavailability of
the system as much as possible, is of importance [136]. In this regard, it is necessary to use improves performance and reduce
downtime by removing a single point of failure using hot stand-by devices, redundant components, and multiple pathways,
by providing reliable crossover using power supplies and redundant backups, and by detecting failures as they occur using a
robust monitoring system.

• Integrity
Integrity verifies the quality of data by ensuring the accuracy, relevance, consistency, and reliability of the information in
every operational procedure including data capture, storage, retrieval, updating, and transfer [137]. The usage degree in an
organization and the type of gathered information determine the level of data integrity. The main levels of data integrity are
classified as low, medium, high, and critical.
13
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The healthcare and financial records can be considered as an example of the critical level. At this level, the data are validated,
tested, and verified to ensure trustworthiness [138]. The organizations’ databases are at a high level, where the data are
validated and will be checked to provide trustworthiness. Online sales and search engines use Mid-level integrity with
negligible verification. At this level, the data is not trustworthy entirely and the information has been collected using publicly
posted forms. Blogs and personal posting sites are also being considered for the low level, in which the data may not be verified
and a low level of trust exists in the content of the data.

• Authentication
Authentication ensures the validity of a transmission, message, originator, or individual’s authorization to receive determined
types of data [139]. Bio-metric/password logins are considered authentication methods. The authentication in the IA demands
detecting any possible limitations in the authentication system and removing them.

• Non-Repudiation
In this service, the sender and the receiver of the data will be notified about the delivery of the information in which the
former will receive the proof of delivery and the latter will have the proof of the sender’s identity [140]. The IA demands
establishing a network infrastructure to analyze the transmissions of the information with very low errors.

5.1.2. Security countermeasures
As the second dimension of the IA, the security countermeasures can be presented in the three main divisions of the technologies,

perational policies and practices, and education and awareness [141].

• Technologies
The main developed technologies in this division are software-based, hardware-based, network-based, and cloud-based
technology countermeasures [142]. Software-based technology countermeasures are the installed programs on the devices
to protect the operating systems, databases, and services such as firewalls, network scanners, protocol analyzers, etc., while
hardware-based technology countermeasures are devices that deal with the protection of information. Virtual Private Networks
(VPN) and Network Access Control (NAC) are examples of network-based technology countermeasures, while virtual security
appliances are developed on a cloud virtual environment [143].

• Operational policies and practices
In each organization, the policies or the operation should be deliberately selected to protect the system from cyberse-
curity threats [144]. The cybersecurity policy should clearly define the authentication, password, remote access, network
maintenance, incident handling, and acceptable use policies.

• Education and awareness
Increasing the security knowledge about efficient procedures and policies is needed as a countermeasure for possible
cybersecurity threats [145]. It is suggested to provide special training for the employees who have access to confidential
data, and IT professionals to use the appropriate technology to enhance the reliability and security of information services.

.1.3. Information states
At a specific time in a system, the data can be considered as stored (data at rest), in transmission (data in transit), or the process

data in the process).

• Data at rest
Providing the security and the management of the data in the storage is a challenging task especially in local storage,
although easier to configure [146]. Generally, the main storage types are Direct Attached Storage (DAS), Redundant Array
of Independent Disk (RAID), Network Attached Storage (NAS), Storage Area Network (SAN), and Cloud Storage. In DAS,
which is a type of local storage, the storage is closer to the computing devices. In IoT applications, DAS is in the domain of
Fog computing. RAID is an array of hardware that ameliorate the performance and fault tolerance, while NAS shares the data
among the network users in addition to providing storage services. SAN enables different servers to utilize centralized storage
by a high-speed interface, and cloud storage is being widely used by IoT appliances to store and characterize the data.

• Data in transit
The main methods to transmit data between different devices are sneaker nets, wired networks, and wireless networks.
Sneaker net, which is physical transmission utilizing a removable device, is widely being used in rural areas with no network
connection. Once the network is available, either wired or wireless networks can be used in which wired transmission is
through copper or fiber optic wires. In all these transmission methods, ensuring security is of importance [147].

• Data in process
The input/output, modified, and computation data are considered as the data in the process. The modification of the data can
be done through users, processes, or events such as equipment failure or cybersecurity attacks. If the data in process is being
affected by the cybersecurity attacks and equipment failures, severe damages are foreseen, hence concentrated efforts should
be made to prevent the cybersecurity attacks at this stage [148].
14
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Table 2
The twelve cybersecurity domains defined by the ISO/IEC 27000.

Cybersecurity domain Description

Risk assessment As a first step in the risk management process, it clarifies the quantitative and qualitative value of
risk to a specific situation or recognized threat.

Security policy A document that regulates the access of the data and defines the existing constraints.
Organization of information security The governing model established by an organization for data security.
Asset management The inventory of a categorized scheme for data assets.
Human resource security This domain deals with the joining, moving, and leaving of an employee within an organization.
Physical and environmental security The protection of physical assets within an organization.
Communications and operations
management

The management of technical security controls.

Information systems acquisition,
development, and maintenance

The integration of security into applications.

Access control The existing restrictions to access the network, system, etc.
Information security incident
management

How to expect and respond to data security breaches.

Business continuity management The protection, maintenance, and recovery of processes within a business.
Compliance Ensuring conformance with the data security policies, standards, and regulations.

5.2. Cybersecurity management

The IA enables the cybersecurity authorities to detect security vulnerabilities and select the countermeasures, however, a system
hould be developed to manage the ensure the implementation of the IA. The required framework has been developed by the
nternational Organization for Standardization (ISO)/ International Electrochemical Commission (IEC) 27000 [149]. The ISO/IEC
7000 standard defines the following twelve cybersecurity domains presented in Table 2 based on the implementation of an
nformation security management system (ISMS).

.3. Blockchain and IoT security

Despite the existence of numerous proposed solutions aimed at enhancing security for IoT devices across various layers, such
s the application, network, and devices themselves, it is argued that the future of IoT security lies within the realm of Blockchain
echnology.[150]. Currently, Blockchain technology is extensively employed to ensure the security of cryptocurrencies. However,
ts potential extends beyond this domain, as it can also be leveraged for data exchange in IoT devices, along with other applications
epicted in Fig. 16. In Blockchain, digital records (i.e. blocks) are linked to each other, while being secured by cryptography
rinciples (i.e. chain), and are distributed across multiple computers not owned by any single entity [151].

The usage of Blockchain can enable IoT solutions to overcome the existing limitations to provide security as follows [152]:

• Securing the obtained measurements by the sensors and preventing malicious information.
• Enabling identification, authentication, and securing the data communication for IoT devices.
• Exchanging the data between IoT sensors directly in a secure condition.
• A distributed ledge eliminates a single source of failure within the IoT ecosystem.
• As the intermediary roles will not be needed in the Blockchain, the implementation of IoT devices and the communication of

IoT devices will cost less.
• IoT devices are directly addressable with Blockchain, which provides an immutable history of connected devices for trust and

transparency.

Additionally, the usage of Blockchain addresses more space than the conventional methods. In comparison to IPv6, that is
enefiting from 128-bit address space, the Blockchain enjoys 160-bit address space. In this regard, Blockchain is capable to dedicate
pace for around 1.46 × 1048 IoT devices in offline conditions to supply Global Unique Identifier (GUID). The usage of Blockchain

also eliminates centralized authority, which improves the security of IoT devices. Moreover, Blockchain is also able to supply 4.3
billion addresses in comparison to IPv6. Addressing the space for IoT devices through Blockchain will also enable many IoT devices
that are not a good fit to be run with IPv6 stacks due to low memory capacity.

The implementation of the IoT will also resolves the current problems considering the ownership of the IoT devices from
the manufacturer, supplier, retailer, and consumer. Blockchain has shown capabilities to provide authorized identity registration,
ownership tracking of products, and maintaining the connection between transactions. In this regard, Blockchain is capable to ensure
the decentralized management and tracking of IoT devices in every step of a device’s life cycle.

6. Conclusion

The presented review article aimed to provide a comprehensive source to identify and describe the main cybersecurity attacks
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Fig. 16. The possible usage of Blockchain to provide security in different domains.

integrity, confidentiality, and availability of IoT devices and their data. In this regard, all the existing vulnerabilities in the different
layers of the IoT reference model were highlighted, and suitable countermeasures were offered to mitigate these vulnerabilities to
protect IoT devices and the broader IoT ecosystem. To ensure the security of the IoT solution, it was suggested that by adhering to the
NIST framework and implementing IA measures, organizations can effectively safeguard sensitive information, mitigate cybersecurity
threats, and maintain the trust of stakeholders in today’s digital landscape. As a novel topic in the cybersecurity of IoT systems,
Blockchain was also suggested for future development in this domain. By linking digital records through cryptographic principles and
distributing them across multiple computers, Blockchain can eliminate the need for intermediaries, reduces costs, and can provide
a resilient and transparent system. Additionally, it is proposed that Blockchain enables secure measurement acquisition, prevents
malicious information, and establishes an immutable history of connected devices for trust and transparency in the IoT ecosystem.
To mitigate the adverse effects of cybersecurity attacks, a comprehensive strategy can be proposed to effectively counteract various
threats, including spoofing, tampering, repudiation, information disclosure, denial of service, and escalation of privilege. These
strategies aim to prevent these malicious activities and safeguard the integrity, confidentiality, availability, and authenticity of the
system.

• It is essential to assess the feasibility of updating devices intended for use in IoT systems and ensure that their firmware is
kept up-to-date for future upgradability.

• Outdated and unsupported software and hardware components should be identified and replaced with updated versions of
application software.

• Organizations should implement a clear separation between IT and IoT network traffic.
• The physical security of the devices in IoT systems is of high importance and the possible opportunity for attackers to tamper

or destroy those devices should be minimized. The access control should be checked deliberately at well.
• The network traffic should be encrypted with high precision and secure messaging protocols should be utilized.
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• The security of the network is a joint project between the personnel of the network security and the organization that is
responsible to configure and maintain the security of the system. In this regard, engaging both parties in the security of IoT
devices is crucial.

• The resource limitations of IoT devices are the main obstacle to improving the security of these devices. The cryptographic
algorithms are constrained to operate within IoT resources. In this regard, the protocols in this field should be updated.

• Considering the large variety of IoT devices’ power demand, a multi-layer security framework is required to cover the
heterogeneity of the devices. Thus, special standardization of resources will be needed to provide intelligence for the secure
framework.

• With regard to the heterogeneous IoT devices, the IoT paradigm will be vulnerable to single points of failure. Hence,
concentrated efforts should be made to ensure the IoT elements for mission-critical applications.

By implementing robust measures and employing such strategies, organizations can significantly reduce the vulnerabilities and risks
associated with cybersecurity attacks, thereby enhancing the overall security posture of their systems.
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