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Abstract

As modern machine learning continues to achieve unprecedented benchmarks, the resource
demands to train these advanced models grow drastically. This has led to a paradigm shift
towards distributed training. However, the presence of adversaries—whether malicious or
unintentional—complicates the training process. These attacks present notable security and
performance challenges. This thesis primarily focuses on enhancing the Byzantine robustness in
distributed machine learning. More precisely, we seek to enhance Byzantine robustness across
varying conditions, including heterogeneous data, decentralized communication, and preserving
input privacy. In this thesis, we formalize these problems and provide solutions backed by
theoretical guarantees.

Apart from Byzantine robustness, we investigate alternative communication schemes in
decentralized learning and methods for improving sample complexities in conditional stochastic
optimization (CSO). In decentralized learning, gossip is predominantly the communication
technique employed. However, it is susceptible to data heterogeneity and is slow to converge. We
introduce a novel relay mechanism implemented over the spanning tree of the communication
graph, offering independence of data heterogeneity. Lastly, in addressing the CSO problem, we
observe that its stochastic gradient possesses inherent bias stemming from the nested structure
of its objective. This bias contributes to an overhead in sample complexity. In this thesis, we

enhance the sample complexity by deploying variance reduction and bias correction methods.

Keywords Distributed optimization, Byzantine robustness, decentralized learning, input

privacy, bilevel optimization.






Résumé

Alors que I'apprentissage automatique moderne atteint constamment de nouveaux sommets, les
ressources nécessaires pour entrainer ces modéles avancés s’accroissent considérablement. Cela
a entrainé un changement vers 'entrainement distribué. Toutefois, la présence d’adversaires,
intentionnels ou non, complexifie ce processus d’entrainement. Ces menaces posent d’importants
défis en matieére de sécurité et de performance. Cette thése se focalise principalement sur
I’amélioration de la robustesse face aux attaques byzantines dans le cadre de 'apprentissage
automatique distribué. Plus spécifiquement, nous visons & renforcer cette robustesse dans divers
contextes, tels que la présence de données hétérogénes, la communication décentralisée, et la
protection de la confidentialité des données entrantes. Dans ce travail, nous formalisons ces
problématiques et proposons des solutions soutenues par des garanties théoriques.

Par ailleurs, au-dela de la robustesse byzantine, nous explorons des schémas de communication
alternatifs pour 'apprentissage décentralisé ainsi que des méthodes visant & optimiser la
complexité de 1’échantillonnage dans le cadre de 'optimisation stochastique conditionnelle
(CSO). En matieére d’apprentissage décentralisé, le "gossip" est généralement la méthode de
communication privilégiée. Or, elle est sujette & des problématiques d’hétérogénéité des données
et présente une convergence lente. Nous proposons donc un mécanisme de relais innovant,
basé sur I'arbre couvrant du graphique de communication, qui pallie ces limitations. Enfin,
concernant le probléme du CSO, nous notons que son gradient stochastique est intrinséquement
biaisé & cause de la structure imbriquée de son objectif. Ce biais entraine une augmentation de
la complexité de I’échantillonnage. Ainsi, nous avons travaillé & améliorer cette complexité en

employant des méthodes de réduction de la variance et de correction du biais.

Mots clés Optimisation distribuée, robustesse byzantine, apprentissage décentralisé, confi-

dentialité des entrées, optimisation & deux niveaux.
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Chapter 1

Introduction

With the growing size of data and complexity of model, modern machine learning has gradually
reached and surpassed human-level performance across many applications [He et al., 2015|.
Training such models requires an enormous amount of time and computational resources. For
example, the training of GPT-3, a language model with 175 billion parameters, costs 355 years of
GPU time [Brown et al., 2020|. This computational burden calls for distributed training, where
workers collaboratively compute and share updates. Crowdsourced datasets, being naturally
distributed across many clients, bring their own set of challenges, especially when they contain
sensitive information that needs to be kept private. Federated learning [Bonawitz et al., 2019;
Kairouz et al., 2019; McMahan et al., 2017a| provides a solution by promoting collaboration
while ensuring data remains localized. Nonetheless, in many scenarios, it is not feasible to
assume all participants will act honestly or adhere to protocols.

In distributed training, participants can inadvertently or maliciously harm performance.
For instance, a malicious worker in federated learning might send a very large gradient to the
server, causing the averaged vector to deviate significantly from the optimal and potentially
making the model diverge. Beyond malicious intent, hardware failures present challenges too;
bits in memory might randomly flip, leading to gradients changing signs. In crowdsourced
datasets, even human experts can mislabel data, impacting the quality of the gradients. These
adversaries are inherent in the distributed training process, and complicating the issue, one
cannot simply exclude these adversaries since their identities remain unknown. A systematic
approach is essential to address these challenges.

More precisely, these attacks can be characterized as Byzantine, marked by two defining
characteristics: the ability to deviate arbitrarily from established protocols and send arbitrary
messages |Pease et al., 1980a]. An ideal defense mechanism should be robust enough to counteract
any attack fitting this definition. Moreover, it should stilll benefit from collaborative training.
However, defending against Byzantine attacks is intricate and becomes even more so under
certain conditions. For example, when regular workers have heterogeneous data, the server

finds it challenging to differentiate between a Byzantine worker and a regular worker outlier. In
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decentralized training, where a central server is absent and regular workers communicate via a
defined communication topology, a Byzantine worker’s influence can markedly affect convergence,
with the degree of disruption often being contingent on the chosen topology. Ensuring Byzantine
robustness, particularly with theoretical guarantees, presents a substantial challenge.

Another potential risk in federated learning is that participants might access the privacy-
sensitive data of regular clients. While clients would like to benefit from collaborative learning,
they may not entirely trust the server. This mistrust is not unfounded; servers have the
capability to infer data from plaintext gradients [Zhu et al., 2019|. Given this backdrop, the
ideal approach would have servers aggregate gradients without directly interfacing with them,
a notion in line with the tenets of secure multiparty computation (SMPC). While Bonawitz
et al. [2017] have implemented a secure aggregation protocol that bolsters input privacy within
federated learning, the protocol’s functionality is primarily confined to computing the gradient’s
mean which doesn’t offer robustness. As a result, finding a defense compatible with SMPC
protocols continues to be a complex endeavor.

In this thesis, our primary focus is on the Byzantine robustness of distributed machine
learning. We endeavor to enhance robustness across various scenarios—ranging from heteroge-
neous data and decentralized environments to considerations of privacy—all while furnishing
theoretical guarantees. In addition to Byzantine robustness, our research extends to two distinct

optimization challenges, which we aim to address:

1. Data Heterogeneity in Decentralized Learning: In decentralized learning settings,
workers exchange model updates solely with neighboring workers, typically using a method
called gossip averaging. If the workers do not share same local stationary points, they do
not converge even when the starting point is a stationary point of the global objective.
This divergence, induced by data heterogeneity, compromises the convergence of gossip
averaging. Our focus, therefore, lies in developing alternative communication mechanisms

that are robust to the heterogeneity in data distribution across workers.

2. Bias in Conditional Stochastic Optimization Problems: In stochastic optimization,
the objective may involve two nested layers of randomness. One layer depends conditionally
on the other; for instance, in first-order model agnostic meta learning (MAML) [Finn
et al., 2017| a random task set is first selected, followed by random samples conditional on
the chosen tasks. Identifying stationary points in such landscapes is challenging due to
the biased nature of the stochastic gradients. To mitigate this, additional iterations or
samples are commonly required to achieve a desired level of precision. Our research aims

to identify methods that can effectively reduce this bias and improve sample complexity.



Outline of the thesis

Chapter 2 studies Byzantine robustness of federated learning in the presence of heterogeneous
data distribution. To address this setting, we introduce a bucketing scheme that seamlessly
adapts existing robust algorithms to heterogeneous datasets with negligible computational
overhead. Both theoretical and experimental results demonstrate the effectiveness of coupling
our bucketing strategy with established robust algorithms, particularly against challenging
attacks. Moreover, our research underscores the advantages of leveraging over-parameterized
models in tandem with robust aggregation rules for enhanced heterogeneous Byzantine robust
optimization.

Chapter 3 delves into the Byzantine robustness within decentralized learning environments. A
primary observation from our studies indicates that poorly connected communication topologies
can significantly amplify the detrimental effects of malicious actors. In response to this challenge,
we introduce CLIPPEDGOSSIP, an innovative algorithm designed to withstand Byzantine attacks
when the communication network maintains a reasonable level of connectivity. Notably, our
research establishes that in certain extreme scenarios, it’s impossible for any algorithm to
guarantee robustness. Additionally, we offer a strategic approach to enhance the robustness of
decentralized learning.

Chapter 4 explores defenses against both Byzantine and privacy adversaries. To address this
dual challenge, we present a multi-server based secure aggregation framework. This multi-server
system can leverage secret-sharing based SMPC protocols to implement robust aggregation
functions. It is thus capable of withstanding Byzantine attacks and honest-but-curious privacy
attacks. The performance of model remain same as non-private counterpart.

In Chapter 5 and Chapter 6, we pivot away from Byzantine robustness. Chapter 5 addresses
the issue of enhancing communication efficiency for decentralized learning, particularly when
faced with heterogeneous data. We propose RelaySGD, a novel algorithm that relays models
through spanning trees of a network without decaying their magnitude. This algorithm is not
only theoretically independent of data heterogeneity, but also high performing in deep learning
tasks.

In Chapter 6, we tackle the challenge of improving the sample complexity associated with
the conditional stochastic optimization (CSO) problem. The CSO problem is a generalized
bilevel optimization problem where the inner random variables conditioned on the outer random
variables. The CSO problem covers a wide range of applications, including instrumental variable
regression, first order MAML, etc. A unique challenge arises from its nested structure, which
results in a biased stochastic gradient, thereby increasing the sample complexities. In this
chapter, we first identify the source of the bias and then use variance reduction and bias-
correction methods to improve the sample complexity. We also extend our results to address

the finite-sum variant of CSO problem.






Chapter 2

Byzantine-robust Learning on

Heterogeneous Dataset via Bucketing

2.1 Preface

Contribution and sources. This chapter reproduces [Karimireddy et al., 2020a]. The author
conducted most of the experiments and came up with the initial idea for using bucketing.

Detailed individual contributions:

e Lie He (author): Conceptualization (50%), Software, Writing (original draft preparation 30
)

e Sai Pranceth Karimireddy (co-first author): Conceptualization (50%), Methodology, Formal
analysis, Writing (original draft preparation 70 %)

e Martin Jaggi: Supervision, Administration, Writing (review and editing).

Summary. Algorithms for Byzantine robust distributed or federated learning typically
assume that the workers are identical. In such a case, using worker momentum is sufficient to
reduce the variance, and hence the inter-worker heterogeneity. However, in most real world
settings the workers data is heterogeneous (non-iid).

In this chapter, we will see how to design new attacks in such settings which circumvent
current defenses and lead to significant loss of performance. We then propose a simple buck-
eting scheme that adapts existing robust algorithms to heterogeneous datasets at a negligible
computational cost. We demonstrate (theoretically and experimentally) that combining buck-
eting with existing robust algorithms is effective against challenging attacks. Our work also
shows that having over-parameterized models, when combined with robust aggregation rules,
is very beneficial for heterogeneous Byzantine robust optimization. The code is available at

https://github.com/epfml /byzantine-robust-noniid-optimizer.


https://github.com/epfml/byzantine-robust-noniid-optimizer

6 Byzantine-robust Learning on Heterogeneous Dataset via Bucketing

2.2 Introduction

Distributed or federated machine learning, where the data is distributed across multiple workers,
has become an increasingly important learning paradigm both due to growing sizes of datasets,
as well as data privacy concerns. In such a setting, the workers collaborate to train a single
model without directly transmitting their training data [Bonawitz et al., 2019; Kairouz et al.,
2019; McMahan et al., 2017a]. However, by decentralizing the training across a vast number of
workers we potentially open ourselves to new security threats. Due to the presence of agents in
the network which are actively malicious, or simply due to system and network failures, some
workers may disobey the protocols and send arbitrary messages; such workers are also known as
Byzantine workers [Lamport et al., 2019]. Byzantine robust optimization algorithms attempt to
combine the updates received from the workers using robust aggregation rules and ensure that
the training is not impacted by the presence of a small number of malicious workers.

While this problem has received significant recent attention due to its importance, [Alistarh
et al., 2018; Blanchard et al., 2017; Karimireddy et al., 2021b; Yin et al., 2018b], most of
the current approaches assume that the data present on each different worker has identical
distribution. This assumption is very unrealistic in practice and heterogeneity is inherent in
distributed and federated learning [Kairouz et al., 2019]. In this work, we show that existing
Byzantine aggregation rules catastrophically fail with very simple attacks (or sometimes even
with no attacks) in realistic settings. We carefully examine the causes of these failures, and
propose a simple solution which provably solves the Byzantine resilient optimization problem
under heterogeneous workers.

Concretely, our contributions in this work are summarized below

e We show that when the data across workers is heterogeneous, existing aggregation rules
fail to converge, even when no Byzantine adversaries are present. We also propose a simple
new attack, mimic, which explicitly takes advantage of data heterogeneity and circumvents
median-based defenses. Together, these highlight the fragility of existing methods in real

world settings.

e We then propose a simple fix — a new bucketing step which can be used before any existing
aggregation rule. We introduce a formal notion of a robust aggregator (ARAGG) and prove
that existing methods like KRUM, coordinate-wise median (CM), and geometric median
aka robust federated averaging (RFA)—though insufficient on their own—become provably

robust aggregators when augmented with our bucketing.

e We combine our notion of robust aggregator (ARAGG) with worker momentum to obtain
optimal rates for Byzantine robust optimization with matching lower bounds. Unfortunately,
our lower bounds imply that convergence to an exact optimum may not be possible due to

heterogeneity. We then circumvent this lower bound and show that when heterogeneity is
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mild (or when the model is overparameterized), we can in fact converge to an exact optimum.
This is the first result establishing convergence to the optimum for heterogeneous Byzantine

robust optimization.

e Finally, we evaluate the effect of the proposed techniques (bucketing and worker momentum)
against known and new attacks showcasing drastic improvement on realistic heterogeneously
distributed datasets.

Setup and notations. Consider a system comprising a single server and n workers. In each
iteration, every worker retrieves the latest model from the server, computes its local gradients,
and sends them back to the server synchronously. Subsequently, the server aggregates these
gradients and updates the model.

Threat model. We assume the presence of Byzantine workers within our system, who may
deviate from the designated protocol arbitrarily and transmit arbitrary messages [Allen-Zhu
et al., 2021b; Chen et al., 2018, 2017a; Guerraoui et al., 2018; Rajput et al., 2019; Xie et al.,
2019b; Yin et al., 2018al, aiming to undermine its performance. Although Byzantine workers
have the capability to transmit vectors with different shapes or in an asynchronous manner,
such vectors can be promptly detected and excluded. Consequently, our focus is directed
towards Byzantine workers transmitting vectors identical in shape to regular ones and do so

synchronously.

Remark 1. Byzantine workers, equipped with system knowledge, can access defense strategies,
data samples, communications between workers and servers, and observations of current and
past random variables on reqular workers. However, they cannot directly alter the states on
reqular workers, nor can they directly access the random seeds or future randommness on the

reqular workers. The gradients on reqular workers are still unbiased.

The set of good workers is denoted by Vg C {1,...,n}. Our objective is to minimize

F(@) = w7 Liev L fi(@) = B, [Fi(@: &)} (2.1)

where f; is the loss function on worker i defined over its own (heterogeneous) data distribution &;.

The (stochastic) gradient computed by a good worker i € Vg over minibatch &; is given as
gi(x, &) := VF;(x;&;). The noise in every stochastic gradient is independent, unbiased with
E¢,[9i(x, &)] = V fi(z), and has bounded variance Eg,||g;(z, &) — V fi(x)||* < 0. Further, we

assume that the data heterogeneity across the workers can be bounded as

EjvellVi(®) = Vi(@)|* <, ve.

We write g¢ or simply g; instead of g;(x!, &!

") when there is no ambiguity.

The set of Byzantine workers Vg C [n] is fixed over time, with the remaining workers Vg

being good, i.e. [n] = Vg W Vr. We write § for the fraction of Byzantine workers, |Vg| =: ¢ < dn.
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Our modeling assumes that the practitioner picks a value of 6 € [0,0.5). This ¢ reflects the
level of robustness required. A choice of a large ¢ (say near 0.5) would mean that the system
is very robust and can tolerate a large fraction of attackers, but the algorithm becomes much
more conservative and slow. On the flip side, if the practitioner knows that the the number
of Byzantine agents are going to be few, they can pick a small § (say 0.05-0.1) ensuring some
robustness with almost no impact on convergence. The choice of § can also be formulated as how
expensive do we want to make an attack? To carry out a successful attack the attacker would
need to control ¢ fraction of all workers. We recommend implementations claiming robustness

be transparent about their choice of 4.

2.3 Related work

IID defenses. There has been a significant amount of recent work on the case when all workers
have identical data distributions. Blanchard et al. [2017] initiated the study of Byzantine
robust learning and proposed a distance-based aggregation approach KRUM and extended to
[Damaskinos et al., 2019; Mhamdi et al., 2018]. Yin et al. [2018b] propose to use and analyze
the coordinate-wise median (CM), and Pillutla et al. [2019] use approximate geometric median.
Bernstein et al. [2019a| propose to use the signs of gradients and then aggregate them by
majority vote, however, Karimireddy et al. [2019] show that it may fail to converge. Most
recently, Alistarh et al. [2018]; Allen-Zhu et al. [2021a]; Karimireddy et al. [2021b]; Mhamdi
et al. [2021b] showcase how to use past gradients to more accurately filter iid Byzantine workers
and specifically time-coupled attacks. In particular, our work builds on top of [Karimireddy
et al., 2021b| and non-trivially extends to the non-iid setting.

IID vs. Non-IID attacks. For the iid setting, the state-of-the-art attacks are time-coupled
attacks [Baruch et al., 2019; Xie et al., 2019a]. These attacks introduce a small but consistent
bias at every step which is hard to detect in any particular round, but accumulates over time
and eventually leads to divergence, breaking most prior robust methods. Our work focuses on
developing attacks (and defenses) which specifically take advantages of the non-iid setting. The
non-iid setting also enables targeted backdoor attacks which are designed to take advantage of
heavy-tailed data [Bagdasaryan et al., 2020a; Bhagoji et al., 2019]. However, this is a challenging
and open problem [Sun et al., 2019; Wang et al., 2020]. Our focus is on the overall accuracy of
the trained model, not on any subproblem.

Non-IID defenses. The non-iid defenses are relatively under-examined. Ghosh et al.
[2019]; Sattler et al. [2020] use an outlier-robust clustering method. When the server has the
entire training dataset, the non-iid-ness is automatically addressed [Chen et al., 2018; Rajput
et al., 2019; Xie et al., 2019¢|]. Typical examples are parallel training of neural networks on
public cloud, or volunteer computing [Meeds et al., 2015; Miura and Harada, 2015|. Note
that Rajput et al. [2019] use hierarchical aggregation over “vote group” which is similar to the

bucketing techniques but their results are limited to the iid setting. However, none of these
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methods are applicable to the standard federated learning. This is partially tackled in [Data and
Diggavi, 2020, 2021b] who analyze spectral methods for robust optimization. However, these
methods require Q(d?) time, making them infeasible for large scale optimization. Li et al. [2019]
proposes an SGD variant (RsA) with additional ¢, penalty which only works for strongly convex
objectives. In an independent recent work, Acharya et al. [2021] analyze geometric median (GM)
on non-iid data using sparsified gradients. However, they do not defend against time coupled
attacks, and their analysis neither proves convergence to the optimum nor recovers the standard
rate of SGD when § — 0. In contrast, our analysis of GM addresses both issues and is more
general. For decentralized training with non-iid data, a parallel work [El-Mhamdi et al., 2021]
considers asynchronous communication and unconstrained topologies and tolerates a maximum
number of Byzantine workers in their setting. However, no convergence rate is given. He et al.
[2022] consider decentralized training on constrained topologies and establish the consensus
and convergence theory for a clipping based algorithm which tolerates a J-fraction of Byzantine
workers, limited by the spectral gap of the topology. Finally, Yang and Li [2021a] propose to
use bucketing for asynchronous Byzantine learning which is very similar to the bucketing trick

proposed in this paper for non-iid setup.
Strong growth condition. The assumption that
Ejvel[Vfi(2) = V(@)|” < B*|V f(=)|

for some B > 0 is also referred to as the strong growth condition [Schmidt and Roux, 2013|. This
has been extensively used to analyze and derive optimization algorithms for deep learning [Ma
et al., 2018; Meng et al., 2020; Schmidt and Roux, 2013; Vaswani et al., 2019a,b|. This line of
work shows that the strong growth assumption is both realistic and (perhaps more importantly)
useful in understanding optimization algorithms in deep learning. However, this is stronger
than the weak growth condition which states that Ejy ||V fj(z) — Vf(z)|? < B2(f(x) — f*)
for some B > 0. For a smooth function f, the strong growth condition always implies the weak
growth condition. Further, for smooth convex functions this is equivalent to assuming that all
the workers functions { f;} share a common optimum, commonly known as interpolation. Our
work uses the stronger version of the growth condition and it remains open to extend our results
to the weaker version. This latter condition is strictly necessary for heterogeneous Byzantine

optimization |Gupta and Vaidya, 2020.

!The previous version of this work uses resampling which has identical performance as bucketing. The detailed
comparison is listed in § A.1.2.
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2.4 Attacks against existing aggregation schemes

In this section we show that when the data across the workers is heterogeneous (non-iid), then
we can design simple new attacks which take advantage of the heterogeneity, leading to the
failure of existing aggregation schemes. We study three representative and widely used defenses:

Krum. For ¢ # j, let ¢ — j denote that x; belongs to the n — ¢ — 2 closest vectors to x;.
Then,

KRUM(z1, ... ,@,) :=argmin} , . |lx; — zj|?.
(2

Krum is computationally expensive, requiring O(n?) work by the server [Blanchard et al., 2017].

CM. Coordinate-wise median computes for the kth coordinate:

[CM(1,...,@xn)]k = median([x1]g, - . -, [Tn]k) = argimin Z;‘:l il — [25]k] -

Coordinate-wise median is fast to implement requiring only O(n) time [Chen et al., 2017b|.

RFA. Robust federated averaging (RFA) computes the geometric median

RFA(x1,...,x,) :=argminy -, [lv — @2
v

While the geometric median has no closed form solution, |Pillutla et al., 2019] approximate
it using multiple iterations of smoothed Weiszfeld algorithm, each of which requires O(n)

computation.

2.4.1 Failure on imbalanced data without Byzantine workers

We show that when the data amongst the workers is imbalanced, existing aggregation rules fail
even in the absence of any Byzantine workers. Algorithms like KRUM select workers who are
representative of a majority of the workers by relying on statistics such as pairwise differences
between the various worker updates. Our key insight is that when the data across the workers
is heterogeneous, there is no single worker who is representative of the whole dataset. This is
because each worker computes their local gradient over vastly different local data.

Example. Suppose that there are 2n + 1 workers with worker i holding (—1)* € {£1}. This
means that the true mean is ~ 0, but KRuM, CM, and RFA will output +1. This motivates
our next attack.

Hence, for convergence it is important to not only select a good (non-Byzantine) worker, but
also ensure that each of the good workers is selected with roughly equal frequency. In Table 2.1,
we demonstrate failures of such aggregators by training on MNIST with n=20 and no attackers
(6=0). We construct an imbalanced dataset where each successive class has only a fraction
of samples of the previous class. We defer details of the experiments to § A.1. As we can see,
KruM, CM and RFA match the ideal performance of SGD in the iid case, but only attain less
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Table 2.1 Test accuracy (%) with no Byzantine Table 2.2 Test accuracy (%) under mimic attack

workers (§=0) on imbalanced data. with 0 = 0.2 fraction of Byzantine workers.
Aggr iid non-iid Aggr iid non-iid
Ava 98.794+0.10  98.75+0.02 Ava 93.20£0.21  92.734+0.32
Krum  97.954+0.25 89.90+4.75 Krum  90.36+0.25 37.33+6.78
CM 97.72+0.22  80.36+0.05 CM 90.80£0.12  64.27+3.70
RFA 98.62+£0.08 82.60£0.84 RFA 92.92+£0.25 78.93£9.27
CCrip  98.78+0.10 98.78+0.06 CCrip  93.16+0.22  91.53+0.06

than 90% accuracy in the non-iid case. This corresponds to learning only the top 2-3 classes
and ignoring the rest.

A similar phenomenon was observed when using batch-size 1 in the iid case by |[Karimireddy
et al., 2021b|. However, in the iid case this can be easily overcome by increasing the batch-size.
In contrast, when the data across the works is non-iid (e.g. split by class), increasing the
batch-size does not make the worker gradients any more similar and there remains a big drop in
performance. Finally, note that in Table 2.1 a hitherto new algorithm (CCLIP) maintains its

performance both in the iid and the non-iid setting. We will explore this in more detail in § 2.5.

2.4.2 Mimic attack on balanced data

Motivated by how data imbalance could lead to consistent errors in the aggregation rules and
significant loss in accuracy, in this section, we will propose a new attack mimic which specifically
tries to maximize the perceived data imbalance even if the original data is balanced.

Mimic attack. All Byzantine workers pick a good worker (say i,) to mimic and copy its
output (ccf*) This inserts a consistent bias towards over-emphasizing worker 7, and thus under-
representing other workers. Since the attacker simply mimics a good worker, it is impossible
to distinguish it from a real worker and hence it cannot be filtered out. Indeed, the target i,
can be any fixed good worker. In § A.2, we present an empirical rule to choose i, and include
a simple example demonstrating how median based aggregators suffer from the heterogeneity
under mimic attack.

Table 2.2 shows the effectiveness of mimic attack even when the fraction of Byzantine nodes
is small (i.e. n =25, |Vg| =5). Note that this attack specifically targets the non-iid nature of
the data—all robust aggregators maintain their performance in the iid setting and only suffer in
the non-iid setting. Their performance is in fact worse than even simply averaging. As predicted
by our example, KRUM and CM have the worst performance and RFA performs slightly better.

We will discuss the remarkable performance of CCLIP in the next section.

2.5 Constructing an agnostic robust aggregator using bucketing

In § 2.4 we demonstrated how existing aggregation rules fail in realistic non-iid scenarios, with

and without attackers. In this section, we show how using bucketing can provably fix such
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Algorithm 1 Robust Aggregation (ARAGG) using bucketing

L. input {x1,...,@,}, s € N, aggregation rule AGGR

2: pick random permutation 7 of [n]

3: compute y; < %ZZ]:HEE:Z)?H Ty fori={1,...,[n/s]}

4: output < AGGR(Y1,-- -, Y[n/s]) // aggregate after bucketing

aggregation rules. The underlying reason for this failure, as we saw previously, is that the
existing methods fixate on the contribution of only the most likely worker, and ignore the
contributions from the rest. To overcome this issue, we propose to use bucketing which ‘mixes’
the data from all the workers thereby reducing the chance of any subset of the data being

consistently ignored.

2.5.1 Bucketing algorithm

Given n inputs 1, ..., &,, we perform s-bucketing which randomly partitions them into [n/s]
buckets with each bucket having no more than s elements. Then, the contents of each bucket are
averaged to construct {yi,... s Yln /8]} which are then input to an aggregator AGGR. The details
are summarized in Algorithm 1. The key property of our approach is that after bucketing, the
resulting set of averaged {y1,...,¥Y[n/s1} are much more homogeneous (lower variance) than
the original inputs. Thus, when fed into existing aggregation schemes, the chance of success

increases. We formalize this in the following simple lemma.

Lemma 2.2 (Bucketing reduces variance). Suppose we are given n independent (but not
identical) random vectors {x1,..., &y} such that a good subset Vg C [n] of size at least |Vg| >
n(l —¢) satisfies:

EHmi—zcj||2 < p?,  for any fired i,j € Vg

Define © := ﬁ ZjevR xj. Let the outputs after s-bucketing be {y1,...,Yn s} and denote
VR C{1,...,[n/s]} as a good bucket set where a good bucket contains only elements belonging
to Vr. Then |Vr| > [n/s](1 — 8s) satisfies

Ely| =E[@] and Ely; —y;l| < p°/s for any fived i, j € Vk.

The expectation in the above lemma is taken both over the random vectors as well as over

the randomness of the bucketing procedure.

Remark 3. Lemma 2.2 proves that after our bucketing procedure, we are left with outputs
y; which have i) pairwise variance reduced by s, and i) potentially s times more fraction of
Byzantine vectors. Hence, bucketing trades off increasing influence of Byzantine inputs against
having more homogeneous vectors. Using s = 1 simply shuffles the inputs and leaves them

otherwise unchanged.
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2.5.2 Agnostic robust aggregation

We now define what it means for an agnostic robust aggregator to succeed.

Definition 2.1 ((dmax, ¢)-ARAGG). Suppose we are given input {x1,...,x,} of which a subset
Vr of size at least |[Vg| > (1 —8)n for § < max < 0.5 and satisfies E||x; — ;||> < p?. Then, the

output & of a Byzantine robust aggregator satisfies:
El|l& — &|* < cdp® where @& = ARAGGs(x1,...,2,).

Further, ARAGG does not need to know p? (only &), and automatically adapts to any value p?.

Our robust aggregator is parameterized by dmax, denoting the maximum fraction of Byzan-
tine inputs it can tolerate. This threshold is bounded by the optimal breakdown point of
0.5 [Rousseeuw and Leroy, 2005]. The constant ¢ governs the performance of the aggregator.
Systems equipped with such robust aggregator satisfy the Byzantine agreement property |Fischer
et al., 1986]: 1) agreement: all good workers agree on the aggregated @ dictated by the server;
2) walidity: if all good workers have the same input (p = 0), then the output & = & is the same
as input. Moreover, if § = 0, i.e. when there are no Byzantine inputs, we are guaranteed to
ezxactly recover the true average . When both p > 0 and § > 0, we recover the average up
to an additive error term. We also require that the robust aggregator is agnostic to the value
of p? and automatically adjusts its output to the current p during training. The aggregator
can take § as an input though. This property is very useful in the context of Byzantine robust
optimization since the variance p? keeps changing over the training period, whereas the fraction
of Byzantine workers ¢ remains constant. This is a major difference from the definition used
in [Karimireddy et al., 2021b|. Note that Definition 2.1 is defined for both homogeneous and
heterogeneous data.

We next show that aggregators which we saw were not robust in § 2.4, can be made to

satisfy Definition 2.1 by combining with bucketing.

Theorem 2.1. Suppose we are given n inputs {x1, ..., &y} satisfying properties in Lemma 2.2
for some § < Omax, With dmax to be defined. Then, running Algorithm 1 with s = |dwax/s| yields

the following:
e Krum: E|[KRUM o BUCKETING(Z1, ..., x,) — Z||? < O(5p?) with Smax < /4.
e Geometric median: E||RFA o BUCKETING(Z1, ..., ®,) — &> < O(6p?) with Smax < 1/2.
o Coordinate-wise median: E||CM o BUCKETING(x1, ..., T,) — Z||? < O(ddp?) with Smax <

/2.

Note that all these methods satisfy our notion of an agnostic Byzantine robust aggregator
(Definition 2.1). This is because both our bucketing procedures as well as the underlying
aggregators are independent of p2. Further, our error is O(dp?) and is information theoretically

optimal, unlike previous analyses (e.g. Acharya et al. [2021]) who had an error of O(p?).
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The error of CM depends on the dimension d which is problematic when d > n. However,
we suspect this is because we measure stochasticity using Euclidean norms instead of coordinate-
wise. In practice, we found that CM often outperforms KrRUM, with RFA outperforming them
both. Note that we select s = |max/s| to ensure that after bucketing, we have the maximum

amount of Byzantine inputs tolerated by the method with (s§) = dpax.

Remark 4 (1-step Centered clipping). The I1-step centered clipping aggregator (CCLIP) given

a clipping radius T and an initial guess v of the average & performs
CCLP(x1,...,xp) =V + %Zie[n](mn —v)min(1l, 7/|x, —v||2).

Karimireddy et al. [2021b] prove that CCLIP even without bucketing satisfies Definition 2.1
with dmax = 0.1, and ¢ = O(1). This explains its good performance on non-iid data in § 2.4.
However, CCLIP is not agnostic since it requires clipping radius T as an input which in turn
depends on p?. Devising a version of CCLIP which automatically adapts its clipping radius is
an important open question. Empirically however, we observe that simple rules for setting T
work quite well—we always use T = % i our limited experiments where B is the coefficient of

momentum.

While we have shown how to construct a robust aggregator which satisfies some notion of a
robustness, we haven’t yet seen how this affects the Byzantine robust optimization problem.

We investigate this question theoretically in the next section and empirically in § 2.7.

2.6 Robust non-iid optimization using a robust aggregator

In this section, we study the problem of optimization in the presence of Byzantine workers and
heterogeneity, given access to any robust aggregator satisfying Definition 2.1. We then show that
data heterogeneity makes Byzantine robust optimization especially challenging and prove lower
bounds for the same. Finally, we see how mild heterogeneity, or sufficient overparameterization

can circumvent these lower bounds, obtaining convergence to the optimum.

Algorithm 2 Robust Optimization using any Agnostic Robust Aggregator

Require: ARAGG, n,
1: fort=1,...do

2 for worker i € [n] in parallel

3 gi + VF;(x,&) and m; < (1 — 3)g; + fm; > worker momentum
4: send m; if i € VR, else send x if Byzantine

5 m = ARAGG (my,...,m,) and & < & —nm. > update params using robust aggregate
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2.6.1 Algorithm description

In § 2.5 we saw that bucketing could tackle heterogeneity across the workers by reducing ¢2.
However, there still remains variance ¢ in the gradients within each worker since each worker
uses stochastic gradients. To reduce the effect of this variance, we rely on worker momentum.
Each worker sends their local worker momentum vector m; to be aggregated by ARAGG instead

of g;:

m! = ﬁmﬁ_l +(1— B)gi(wt_l) for every i € VR,

! =27 —nARAce(m!,... . ml).

n

This is equivalent to the usual momentum description up to a rescaling of step-size 7. Intuitively,
using worker momentum m,; averages over 1/(1—3) independent stochastic gradients g; and thus
reduces the effect of the within-worker-variance ¢ [Karimireddy et al., 2021b]. Note that the
resulting {m;} are still heterogeneous across the workers. This heterogeneity is the key challenge

we face.

2.6.2 Convergence rates

We now turn towards proving convergence rates for our bucketing aggregation method Algorithm 1

based on any existing aggregator AGGR. We will assume that for any fixed i € Vg
Eellgi(@) — Vfi(@)||* < 0 and Ejoy[|Vfi(x) - Vf(@)|* < ¢*, Va. (2.2)

This first condition bounds the variance of the stochastic gradient within a worker whereas the
latter is a standard measure of inter-client heterogeneity in federated learning [Karimireddy
et al., 2020b; Khaled et al., 2020; Yu et al., 2019]. Under these conditions, we can prove the

following.

Theorem 2.2. Suppose we are given a (dmax,c)-ARAGG satisfying Definition 2.1, and n
workers of which a subset Vg of size at least |Vr| > n(1 — 0) faithfully follow the algorithm for
0 < Omax- Further, for any good worker i € VR let f; be a possibly non-conver function with
L-Lipschitz gradients, and the stochastic gradients on each worker be independent, unbiased and
satisfy (2.2). Then, for FO = f(x%) — f*, the output of Algorithm 2 satisfies

% ?:1 E[[Vf(z'1)? < O<06C2 + 0o LTFD(C(;+ Un) + Lgf)) ’

Remark 5 (Unified proofs). Remark 4 shows that CCLIP is a robust aggregator, and Theorem 2.1
shows KRUM, RFA, and CM on combining with sufficient bucketing are all robust aggregators

satisfying Definition 2.1. Most of these methods had no end-to-end convergence guarantees prior
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to our results. Thus, Theorem 2.2 gives the first unified analysis in both the iid and non-iid

settings.

When § — 0 i.e. as we reduce the number of Byzantine workers, the above rate recovers
the optimal O(\/%) rate for non-convex SGD and even has linear speed-up with respect to
the n workers. In contrast, all previous algorithms for non-iid data (e.g. |[Acharya et al., 2021,
Data and Diggavi, 2021b]|) do not improve their rates for decreasing values of 0. This is also
empirically reflected in § 2.4.1, where these algorithms are shown to fail even in the absence of
Byzantine workers (6 = 0).

Further, when ¢ = 0 the rate above simplifies to O(% . \/m) which matches the iid
Byzantine robust rates of [Karimireddy et al., 2021b|. In both cases we converge to the optimum
and can make the gradient arbitrarily small. However, when ¢ > 0 and ¢ > 0, Theorem 2.2 only
shows convergence to a radius of @(v/6¢) and not to the actual optimum. We will next explore

this limitation.

2.6.3 Lower bounds and the challenge of heterogeneity

Suppose worker j sends us an update which looks ‘weird’ and is very different from the updates
from the rest of the workers. This may be because worker j might be malicious and their update
represents an attempted attack. It may also be because worker 7 has highly non-representative
data. In the former case the update should be ignored, whereas in the latter the update represents
a valuable source of specialized data. However, it is impossible for the server to distinguish
between the two situations. The above argument can in fact be formalized to prove the following

lower bound.

Theorem 2.3. Given any optimization algorithm ALG, we can find n functions {f1(x),...,
fn(x)} of which at least (1 —d)n are good (belong to Vi), 1-smooth, p-strongly convex functions,
and satisfy Eie ||V fi(z) — Vf(2)||* < ¢? such that the output of ALG has an error at least

ELF(ALG 1 Ja) = P12 Q(%)  and  EIVS(ALG(fi,. s Ja)IP = Q(6C%).

The expectation above is over the potential randomness of the algorithm. This theorem
unfortunately implies that it is impossible to converge to the true optimum in the presence of
Byzantine workers. Note that the above lower bound is information theoretic in nature and is

independent of how many gradients are computed or how long the algorithm is run.

Remark 6 (Matches lower bound). Suppose that we satisfy the heterogeneity condition (2.2)
with (> > 0 and 0 = 0. Then, the rate in Theorem 2.2 can be simplified to (’)(5(2 + l/T).
While the second term in this decays to 0 with T', the first term remains, implying that we only
converge to a radius of VoC around the optimum. However, this matches our lower bound result

from Theorem 2.3 and hence is in general unimprovable.
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This is a very strong negative result and seems to indicate that Byzantine robustness might
be impossible to achieve in real world federated learning. This would be major stumbling
block for deployment since the system would provably be vulnerable to attackers. We will next

carefully examine the lower bound and will attempt to circumvent it.

2.6.4 Circumventing lower bounds using overparameterization

We previously saw some strong impossibility results posed by heterogeneity. In this section, we
show that while indeed in the worst case being robust under heterogeneity is impossible, we may
still converge to the true optimum under more realistic settings. We consider an alternative
bound of (2.2):

EjvelVSi(®) = VI(@)|? < B[V f(=2)|*, V. (2.3)

Note that at the optimum x* we have Vf(x*) = 0, and hence this assumption implies that
Vfij(x*) = 0 for all j € Vr. This is satisfied if the model is sufficiently over-parameterized and
typically holds in most realistic settings [Vaswani et al., 2019a).

Theorem 2.4. Suppose we are given a (Omax,¢)-ARAGG and n workers with loss functions
{f1,..., fn} satisfying the conditions in Theorem 2.2 with § < Omax and (2.3) for some B? < 60105.
Then, for FO := f(x°) — f*, the output of Algorithm 2 satisfies

LS ENVA ) < O kg - (o B (s + 1m) + L)),

Remark 7 (Overparameterization fixes convergence). The rate in Theorem 2.4 not only goes

to 0 with T, but also matches that of the optimal iid rate of (’)(% -1/ ¢0 4+ 1/n) [Karimireddy

et al., 2021b]. Thus, using a stronger heterogeneity assumption allows us to circumvent lower

bounds for the non-iid case and converge to a good solution even in the presence of Byzantine
workers. This is the first result of its kind, and takes a major step towards realistic and practical

robust algorithms.

In the overparameterized setting, we can be sure that we will able to simultaneously optimize
all worker’s losses. Hence, over time the agreement between all worker’s gradients increases.
This in turn makes any attempts by the attackers to derail training stand out easily, especially
towards the end of the training. To take advantage of this increasing closeness, we need an
aggregator which automatically adapts the quality of its output as the good workers get closer.
Thus, the agnostic robust aggregator is crucial to our overparameterized convergence result. We

empirically demonstrate the effects of overparameterization in § A.1.2.

2.7 Experiments

In this section, we demonstrate the effects of bucketing on datasets distributed in a non-iid fashion.

Throughout the section, we illustrate the tasks, attacks, and defenses by an example of training
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Table 2.3 Table 2.1 + Bucketing (s=2). Table 2.4 Table 2.2 + Bucketing (s=2).
Aggr iid non-iid Aggr iid non-iid
Ava 98.80+£0.10  98.7440.02 Ava 93.17£0.23  92.67+0.27
Krum  98.35+£0.20 93.27+0.10 Krum  91.644+0.30 53.15+3.96
CM 98.26+0.22  95.5940.89 CM 91.91+0.24 78.60+3.15
RFA 98.75+0.14  97.341+0.58 RFA 93.00+£0.23  91.17+0.51
CCLip  98.79£0.10  98.75£0.02 CCLip  93.17£0.23  92.56£0.21

an MLP on a heterogeneous version of the MNIST dataset |[LeCun et al., 1998]. The dataset
is sorted by labels and sequentially divided into equal parts among good workers; Byzantine
workers have access to the entire dataset. Implementations are based on PyTorch [Paszke et al.,
2019] and will be made publicly available.? We defer details of setup, implementation, and
runtime to § A.1.

Bucketing against the attacks on non-iid data. In § 2.4 we have presented how
heterogeneous data can lead to failure of existing robust aggregation rules. Here we apply our
proposed bucketing with s=2 to the same aggregation rules, showing that bucketing overcomes
the described failures. Results are presented in Table 2.3. Comparing Table 2.3 with Table 2.1,
bucketing improves the aggregators’ top-1 test accuracy on long-tail and non-iid dataset by
4% to 14% and allows them to learn classes at the tail distribution. For non-iid balanced
dataset, bucketing also greatly improves the performance of KRUM and CM and makes RFA
and CCLIP close to ideal performance. Similarly, combining aggregators with bucketing also
performs much better on non-iid dataset under mimic attack. In Table 2.4, RFA and CCLIP
recover iid accuracy, and KRUM, and CM are improved by around 15%.

Bucketing against general Byzantine attacks. In Figure 2.1, we present thorough
experiments on non-iid data over 25 workers with 5 Byzantine workers, under different attacks.
In each subfigure, we compare an aggregation rule with its variant with bucketing. The
aggregation rules compared are KRuM, CM, RFA, CCurip. 5 different kinds of attacks are
applied (one per column in the figure): bit flipping (BF), label flipping (LF), mimic attack, as
well as inner product manipulation (IPM) attack [Xie et al., 2019a] and the “a little is enough”
(ALIE) attack [Baruch et al., 2019].

¢ Bit flipping: A Byzantine worker sends —V f(x) instead of V f(x) due to hardware failures
etc.

e Label flipping: Corrupt MNIST dataset by transforming labels by 7 (y) :=9 — y.

e Mimic: Explained in § 2.4.2.

e IPM: The attackers send _|V7€R| > icvy Vf(2i) where € controls the strength of the attack.

e ALIE: The attackers estimate the mean py, and standard deviation oy, of the good
gradients, and send py, — 2oy, to the server where 2 is a small constant controlling the
strength of the attack.

2The code is available at this url.
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Fig. 2.2 Top-1 accuracies of CCLIP with varying ¢ and s when training on a cluster of n=>53
nodes.

Both IPM and ALIE are the state-of-the-art attacks in the iid distributed learning setups which
takes advantage of the variances among workers. These attacks are much stronger in the non-iid
setup. In the last two columns of Figure 2.1 we show that worker momentum and bucketing
reduce such variance while momentum alone is not enough. Overall, Figure 2.1 shows that
bucketing improves the performances of almost all aggregators under all kinds of attacks. Note
that 7 of CCLIP is not finetuned for each attack but rather fixed to % for all attacks. This
scaling is required because CCLIP is not agnostic. We defer the discussion to § A.1.2.

Bucketing hyperparameter. Finally we study the influence of s and ¢ on the hetero-
geneous MNIST dataset. We use CCLIP as the base aggregator and apply IPM attack. The
Figure 2.2a confirms that larger s gives faster convergence but s=2 is sufficient. Figure 2.2b
shows that s=2 still behaves well when increasing g close to 25%. The complete evaluation of
the results are deferred to § A.1.
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Discussion. In all our experiments, we consistently observe: i) mild bucketing (s = 2)
improves performance, ii) worker momentum further stabilizes training, and finally iii) CCLIP
recovers the ideal performance. Given its ease of implementation, this leads us to strongly
recommend using CCLIP in practical federated learning to safeguard against actively malicious
agents or passive failures. RFA combined with bucketing and worker momentum also nearly
recovers ideal performance and can instead be used when a proper radius 7 is hard to find.
Designing an automatic and adaptively clipping radius as well as its large scale empirical study

is left for future work.

2.8 Conclusion

Heterogeneity poses unique challenges for Byzantine robust optimization. The first challenge
is that existing defenses attempt to pick a “representative” update, which may not exist in
the non-iid setting. This, we showed, can be overcome by using bucketing. A second more
fundamental challenge is that it is difficult to distinguish between a “weird” but good worker
from an actually Byzantine attacker. In fact, we proved strong impossibility results in such a
setting. For this we showed how overparameterization (which is prevalent in real world deep
learning) provides a solution, ensuring convergence to the optimum even in the presence of
attackers. Together, our results yield a practical provably Byzantine robust algorithms for the

non-iid setting.



Chapter 3

Byzantine-robust decentralized

learning via ClippedGossip

3.1 Preface

Contribution and sources. This chapter reproduces the work presented in [He et al., 2022],
which delves into the complexities of Byzantine attacks in communication-constrained graphs
in decentralized scenarios. The authors collectively conceptualized the study, conducted the

formal analysis, and drafted the manuscript. The individual contributions are as follows:

e Lie He: Conceptualization, Writing, Formal Analysis, Software.
e Sai Praneeth Karimireddy: Conceptualization, Writing, Formal Analysis.

e Martin Jaggi: Supervision, Administration, Writing (review and editing).

Summary. In decentralized environments where direct communication among workers is not
feasible, Byzantine attacks present significant challenges in communication-constrained graphs.
The convergence rate of decentralized algorithms can be notably influenced by the position
and quantity of Byzantine workers in the communication graph. Prior studies have utilized the
number of Byzantine workers as a robustness measure, which, however, inadequately characterizes
such robustness. In this chapter, we introduce a novel network robustness criterion based on
the spectral gap of the topology of regular workers, offering a more accurate characterization.
To defend against these attacks, we propose CLIPPEDGOSSIP as a defensive strategy, providing
precise rates of robust convergence to a neighborhood of a stationary point for the first time
under standard assumptions. Our empirical results underline the superiority of CLIPPEDGOSSIP
over previous methodologies across a range of networks. The code is accessible at https:

//github.com/epfml /byzantine-robust-decentralized-optimizer.
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3.2 Introduction
“Divide et impera’”.

Distributed training arises as an important topic due to privacy constraints of decentralized
data storage [Kairouz et al., 2019; McMahan et al., 2017a]. As the server-worker paradigm
suffers from a single point of failure, there is a growing amount of works on training in the
absence of server [Koloskova et al., 2020b; Lian et al., 2017a; Nedic, 2020]. We are particularly
interested in decentralized scenarios where direct communication may be unavailable due to
physical constraints. For example, devices in a sensor network can only communicate devices
within short physical distances.

Failures—from malfunctioning or even malicious participants—are ubiquitous in all kinds
of distributed computing. We use the same Byzantine attacker definition as in Chapter 2,
i.e., every Byzantine adversarial worker can deviate from the prescribed algorithm and send
arbitrary messages [Lamport et al., 2019] Note that these attackers cannot directly modify
the states on regular workers, nor compromise messages sent between two connected regular
workers.

Defending Byzantine attacks in a communication-constrained graph is challenging. As secure
broadcast protocols are no longer available [Dolev and Strong, 1983; Hirt and Raykov, 2014;
Pease et al., 1980b], regular workers can only utilize information from their own neighbors who
have heterogeneous data distribution or are malicious, making it very difficult to reach global
consensus. While there are some works attempt to solve this problem [Su and Vaidya, 2016a;
Sundaram and Gharesifard, 2018], their strategies suffer from serious drawbacks: 1) they require
regular workers to be very densely connected; 2) they only show asymptotic convergence or no
convergence proof; 3) there is no evidence if their algorithms are better than training alone.

In this work, we study the Byzantine robustness decentralized training in a constrained
topology and address the aforementioned issues. The main contributions of our paper are
summarized as follows:

e We identify a novel network robustness criterion, characterized in terms of the spectral gap of
the topology () and the number of attackers (), for consensus and decentralized training,
applying to a much broader spectrum of graphs than [Su and Vaidya, 2016a; Sundaram and
Gharesifard, 2018|.

e We propose CLIPPEDGOSSIP as the defense strategy and provide, for the first time, precise
rates of robust convergence to a O(dmax(?/7?) neighborhood of a stationary point for stochastic
objectives under standard assumptions.! We also empirically demonstrate the advantages of

CLIPPEDGOSSIP over previous works.

e Along the way, we also obtain the fastest convergence rates for standard non-robust (Byzantine-

free) decentralized stochastic non-convex optimization by using local worker momentum.

'In a previous version, we referred to CLIPPEDGOSSIP as self-centered clipping.
p » pping
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3.3 Related work

Recently there have been extensive works on Byzantine-resilient distributed learning with a
trustworthy server. The statistics-based robust aggregation methods cover a wide spectrum of
works including median [Blanchard et al., 2017; Chen et al., 2017c; Mhamdi et al., 2018; Xie
et al., 2018a; Yin et al., 2018b, 2019], geometric median |Pillutla et al., 2019], signSGD [Bernstein
et al., 2019b; Li et al., 2019; Sohn et al., 2020|, clipping |[Karimireddy et al., 2021a,c|, and
concentration filtering [Alistarh et al., 2018; Allen-Zhu et al., 2021a; Data and Diggavi, 2021a].
Other works explore special settings where the server owns the entire training dataset [Chen
et al., 2018; Gupta et al., 2021; Rajput et al., 2019; Regatti et al., 2020; Su and Vaidya, 2016b;
Xie et al., 2020a]. The state-of-the-art attacks take advantage of the variance of good gradients
and accumulate bias over time |Baruch et al., 2019; Xie et al., 2019a|. A few strategies have
been proposed to provably defend against such attacks, including momentum [Karimireddy
et al., 2021a; Mhamdi et al., 2021a| and concentration filtering [Allen-Zhu et al., 2021b].
Decentralized machine learning has been extensively studied in the past few years [Koloskova
et al., 2020b; Kong et al., 2021; Kovalev et al., 2021; Li et al., 2021; Lian et al., 2017a; Lin
et al., 2021a; Ying et al., 2021b; Yuan et al., 2021]. The state-of-the-art convergence rate is

established in [Koloskova et al., 2020b] is 0(7%22 + ﬁ) where the leading % is optimal. In

this paper we improve this rate to (9(5—622 + %) using local momentum.

Decentralized machine learning with certified Byzantine robustness is less studied. When
the communication is unconstrained, there exist secure broadcast protocols that guarantee all
regular workers have identical copies of each other’s update [El-Mhamdi et al., 2021; Gorbunov
et al., 2021]. We are interested in a more challenging scenario where not all workers have direct
communication links. In this case, regular workers may behave very differently depending on
their neighbors in the topology. One line of work constructs a Public-Key Infrastructure (PKI)
so that the message from each worker can be authenticated using digital signatures. However,
this is very inefficient requiring quadratic communication [Abraham et al., 2020]. Further, it
also requires every worker to have a globally unique identifier which is known to every other
worker. This assumption is rendered impossible on general communication graphs, motivating
our work to explicitly address the graph topology in decentralized training. Sybil attacks are an
important orthogonal issue where a single Byzantine node can create innumerable “fake nodes”
overwhelming the network (cf. recent overview by Ford [2021]). Truly decentralized solutions to
this are challenging and sometimes rely on heavy machinery, e.g. blockchains [Poupko et al.,
2021] or Proof-of-Personhood [Borge et al., 2017].

More related to the approaches we study, Su and Vaidya [2016a|; Sundaram and Gharesifard
[2018]; Yang and Bajwa [2019a,b] use trimmed mean at each worker to aggregate models of its
neighbors. This approach only works when all regular workers have an honest majority among
their neighbors and are densely connected. Guo et al. [2021] evaluate the incoming models

of a good worker with its local samples and only keep those well-perform models for its local
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update step. However, this method only works for IID data. Peng and Ling [2020] reformulate
the original problem by adding TV-regularization and propose a GossipSGD type algorithm
which works for strongly convex and non-IID objectives. However, its convergence guarantees
are inferior to non-parallel SGD. In this work, we address all of the above issues and are able to
provably relate the communication graph (spectral gap) with the fraction of Byzantine workers.
Besides, most works do not consider attacks that exploit communication topology, except [Peng
and Ling, 2020] who propose zero-sum attack. We defer detailed comparisons and more related
works to § B.6.

3.4 Setup

3.4.1 Decentralized threat model

Consider an undirected graph G = (V,€) where V = {1,...,n} denotes the set of workers and
€ denotes the set of edges. Let A; C V be the neighbors of node i and N; := N; U {i}. In
addition, we assume there are no self-loops and the system is synchronous. We consider the
same notion of Byzantine workers as outlined in Chapter 2, i.e. they can deviate from the
designated protocol arbitrarily and transmit arbitrary messages [Allen-Zhu et al., 2021b; Yin
et al., 2018al. Let Vg C V be the set of Byzantine workers with b = |Vg| and the set of regular
(non-Byzantine) workers is Vg := V\Vg. Let Gr be the subgraph of G induced by the regular
nodes Vg which means removing all Byzantine nodes and their associated edges. If the reduced
graph Gr is disconnected, then there exist two regular workers who cannot reliably exchange
information. In this setting, training on the combined data of all the good workers is impossible.

Hence, we make the following necessary assumption.
Assumption A (Connectivity). Ggr is connected.

Remark 1. In contrast, Su and Vaidya [2016a]; Sundaram and Gharesifard [2018] impose a
much stronger assumption that the subgraph of Gr of the regular workers remain connected even
after additionally removing any |Vg| number of edges. For example, the graph in Fig. 3.1 with 1
Byzantine worker Vi satisfies Assumption A but does not satisfy their assumption as removing

an additional edge at Ay or By may discard the graph cut.

In decentralized learning, each regular worker ¢ € VR locally stores a vector {Wij};?:l of
mixing weights, for how to aggregate model updates received from neighbors. We make the

following assumption on the weight vectors.

Assumption B (Mixing weights). The weight vectors on reqular workers satisfy the following
properties:

e Fach regular worker i € VR stores non-negative {Wij};‘zl with Wi; > 0 4ff j € Ni;

o The adjacent weights to each regular worker i € VR sum up to 1, i.e. Z?:l Wi =1;
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o fori,j€ Vs, Wij = Wj,.

We can construct such weights even in the presence of Byzantine workers, using algorithms
that only rely on communication with local neighbors, e.g. Metropolis-Hastings [Hastings, 1970].
We defer details of the construction to § B.3.2. Note that the Byzantine workers Vg might also
obtain such weights, however, they can use arbitrary different weights in reality during the
training.

We define &; 1= 3 ;cy,

regular worker ¢, and define the maximum Byzantine weight as dmax := max;eyy ;.

W:;; to be the total weight of adjacent Byzantine edges around a

Remark 2. In the decentralized setting, the total fraction of Byzantine nodes |Vg|/n is irrelevant.
Instead, what matters is the fraction of the edge weights they control which are adjacent to
reqular nodes (as defined by d; and dmax ). This is because a Byzantine worker can send different
messages along each edge. Thus, a single Byzantine worker connected to all other workers with
large edge weights can have a large influence on all the other workers. Similarly, a potentially
very large number of Byzantine workers may overall have very little effect—if the edges they
control towards good nodes have little weight. When we have a uniform fully connected graph

(such as in the centralized setting), the two notions of bad nodes & edges become equivalent.

To facilitate our analysis of convergence rate, we define a hypothetical mixing matrix
W e R(=0)x(n=b) for the subgraph G of regular workers with entry 7,5 € Vg defined as

_ Wi, iti £
W, = 7 (31)

By the construction of this hypothetical matrix W, the following property directly follows.

Lemma 3.3. Given Assumption B, then W s symmetric and doubly stochastic, i.e.
Wij=Wy, >0, Wi=1, >0 Wy =1 Vi, j € [n —b]
Further, the spectral gap of the matrix W is positive.

Lemma 3.4. By Assumption A and Assumption B, there exists v € (0,1] such that ¥V € R
= _ 1T —b
and & = 51 €R" N
Wa —z[]2 < (1 —7)[le— |2 (32)

The v(W) is the spectral gap of the subgraph of regular workers Gr. We have v = 0 if and
only if Ggr is disconnected, and v = 1 if and only if Gg is fully connected.
In summary, v measures the connectivity of the regular subgraph Gr formed after removing

the Byzantine nodes, whereas §; and .y are a measure of the influence of the Byzantine nodes.
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3.4.2 Optimization assumptions

We study the general distributed optimization problem

mingera f() =y Yy, {fi(x) =Ec,np, Fil®: &)} (3.3)

on heterogeneous (non-I11D) data, where f; is the local objective on worker i with data distri-
bution D; and independent noise &;. We assume that the gradients computed over these data

distributions satisfy the following standard properties.

Assumption C (Bounded noise and heterogeneity). Assume that for all i € Vg and x € R?,

we have
Econ, |[VE(z:€) = Vii(@)|]> <0?  EjmilVSi(x) - V(@)|* < ¢ (3.4)

Assumption D (L-smoothness). Fori € VR, fi(x) : R? — R is differentiable and there exists a
constant L > 0 such that for each x,y € R%:

IVfi(z) = Vi(y)ll < Lijz -yl (3.5)

We denote x! € R? as the state of worker i € Vg at time t.

3.5 Robust Decentralized Consensus

Agreeing on one value (consensus) among regular workers is one of the fundamental questions in
distributed computing. Gossip averaging is a common consensus algorithm in the Byzantine-free

case (0 = 0). Applying gossip averaging steps iteratively to all nodes formally writes as
ottt =3" Wy, t=0,1,... (Gosstp)

Suppose each worker i € [n] initially owns a different :1:? and Assumption A and Assumption B

hold true, then each worker’s iterate x! asymptotically converges to x° = & = % 2?21 ac?, for
all i € [n], which is also known as average consensus [Boyd et al., 2006]. Reaching consensus in
the presence of Byzantine workers is more challenging, with a long history of study |LeBlanc

et al., 2013; Su and Vaidya, 2016a].

3.5.1 The Clipped Gossip algorithm

We introduce a novel decentralized gossip-based aggregator, termed CLIPPEDGOSSIP, for
Byzantine-robust consensus. CLIPPEDGOSSIP uses its local reference model as center and clips

all received neighbor model weights. Formally, for CLIP(z, 7) := min(1,7/||z||) - 2, we define for
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node ¢

o= YL Wil Cup (el —al, 7)),  t=0,1,... (CLIPPEDGOSSIP)

)

Theorem 3.1. Let & := ﬁ ZiEVR

nodes. If the initial consensus distance is bounded as ﬁ >
t+1

)

x! be the average iterate over the unknown set of reqular
icvy Ellz} — Z!||? < p?, then for
all i € Vg, the output x of CLIPPEDGOSSIP with an appropriate choice of clipping radius

satisfies
e S Bl = 2502 < (1= 4 evom) * and E[@ — &2 < 2

where the expectation is over the random variable {x'};cy, and ¢ > 0 is a constant.

If the information propagation among regular workers is faster than among Byzantine workers
(7 > ¢V/dmax), then our algorithm can achieve approzimate Byzantine consensus [Dolev et al.,
1986]. The agreement property is upheld as the upper bound of consensus distance diminishes
exponentially over time, eventually bringing all regular workers within € of each other. The
validity condition is met because when regular workers attain consensus prior to aggregation
(p = 0), our algorithm ensures that consensus is maintained.

We inspect Theorem 3.1 on corner cases. In this case, we can use a simple majority, which
corresponds to setting clipping threshold 7; = 0. Further, if there is no Byzantine worker
(0max = 0), then the robust aggregator must improve the consensus distance by a factor of
(1 —~)? which matches standard gossiping analysis [Boyd et al., 2006]. Finally, for the complete
graph (y=1) CLIPPEDGOSSIP satisfies the centralized notion of (§max, ¢?)-robust aggregator
in [Karimireddy et al., 2021a, Definition C|. Thus, CLIPPEDGOSSIP recovers all past optimal
aggregation methods as special cases.

Note that if the topology is poorly connected and there are Byzantine attackers with
(7 < ¢V/Omax), then Theorem 3.1 gives no guarantee that the consensus distance will reduce after
aggregation. This is unfortunately not possible to improve upon, as we will show in the following
§ 3.5.2—if the connectivity is poor then the effect of Byzantine workers can be significantly
amplified.

The conclusion above does not contradict the established impossibility result regarding the
attainment of Byzantine consensus with fewer than 3b+ 1 nodes or less than 2b+ 1 connectivity
[Fischer et al., 1986]. A distinctive element in our consideration is the inclusion of the mixing
matrix among workers, rendering the mere count of nodes and edges insufficient for measuring
the influence of Byzantine workers accurately. In scenarios where there are fewer than 3b + 1
nodes, yet the edge weights linked to Byzantine workers are exceptionally low, the overall
Byzantine influence becomes negligible, thereby enabling the achievement of approximate

consensus. Conversely, with a connectivity less than 2b + 1, if the edge weights between regular
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workers are relatively high, approximate consensus is still attainable. We encapsulate these
dynamics using the spectral gap ¢ and the maximum weight of Byzantine workers dy,ax, which
offer more precise measures of the influence exerted by Byzantine workers on the path to

achieving approximate consensus.

3.5.2 Lower bounds due to communication constraints

Not all pairs of workers have direct communication links due to constraints such as physical
distances in a sensor network. It is common that a subset of sensors are clustered within a small
physical space while only few of them have communication links to the rest of the sensors. Such
links form a cut-set of the communication topology and are crucial for information diffusion.

On the other hand, attackers can increase consensus errors in the presence of these critical links.

Theorem 3.2. Consider networks satisfying Assumption A of n nodes, each holding a number
in {0,1}, and only O(1/n?) of the edges are adjacent to attackers. For any robust consensus
algorithm A, there exists a network such that the output of A has an average consensus error of
at least Q(1).

Proof. Consider two cliques A and B with n nodes each connected by an edge to each other
and to a Byzantine node V3, c.f. Fig. 3.1. Suppose that we know all nodes have values in {0, 1}.
Let all nodes in A have value 0. Now consider two settings:

World 1. All B nodes have value 0. However, Byzantine node V5 pretends to be part of a
clique identical to B which it simulates, except that all nodes have value 1. The true consensus
average is 0.

World 2. All B nodes have value 1. This time the Byzantine node V5 simulates clique B with

value 0. The true consensus average here is 0.5.
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Fig. 3.3 Performance of CLIPPEDGOSSIP and baselines (TM and MEDIAN) under Byzantine
attacks with varying « and d,.x. Each point represents the squared average consensus error of the
last iterate of an algorithm. MEDIAN and TM have identical performance and CLIPPEDGOSSIP
is consistently better. Further, the performance of CLIPPEDGOSSIP is best explained by the
magnitude of (§/7%) — it is excellent when the ratio is less than a threshold and degrades as it
increases.

From the perspective of clique A, the two worlds are identical-it seems to be connected to
one clique with value 0 and another with value 1. Thus, it must make (1) error at least in one

of the worlds. This proves that consensus is impossible in this setting. O

While arguments above are similar to classical lower bounds in decentralized consensus
which show we need ¢ < 1/3 |Fischer et al., 1986], in our case there is only 1 Byzantine node
(out of 2n + 1 regular nodes) which controls only 2 edges i.e. § = O(1/n?). This impossibility
result thus drives home the additional impact through the restricted communication topology.
Further, past impossibility results about robust decentralized consensus such as [Su and Vaidya,
2016a; Sundaram and Gharesifard, 2018| use combinatorial concepts such as the number of
node-disjoint paths between the good nodes. However, such notions cannot account for the edge
weights easily and cannot give finite-time convergence guarantees. Instead, our theory shows
that the ratio of dyax/7? accurately captures the difficulty of the problem. We next verify this
empirically.

In Fig. 3.3, we show the final consensus error of three defenses under Byzantine attacks.
TM and MEDIAN have a large error even for small dy,x and large v. The consensus error
of CLIPPEDGOSSIP increases almost linearly with &p.x/72. However, this phenomenon is not
observed by looking at 72 or dyax alone, validating our theoretical analysis in Theorem 3.1.
Details are deferred to § B.4.1.

3.6 Robust Decentralized Optimization

The general decentralized training algorithm can be formulated as

t+1/2 x} —ngi(x}) i€ VR
:Ei =

, a:f+1 = A(}Gi({.ﬂc}i—i_l/2 ke N}
* 1€V
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Algorithm 3 Byzantine-Resilient Decentralized Optimization with CLIPPEDGOSSIP

Input: z° € RY, «, 7, {}}, m? = gi(z")
1: fort=0,1,... do

2: for i =1,...,n in parallel

t+1
3 mh = (1 - a)m! + ag;(x})

t+1/2 4 1 g
4 T, —wi—?mi if i € VR else *
5: Exchange m? /2 with N;

1 1

6 o/l = CLipPEDGOSSIP (a7, &k 7t
7 end for

Table 3.1 Comparison with prior work of convergence rates for non-convex objectives to a
O(8¢?)-neighborhood of stationary points. We recover comparable or improved rates as special
cases.

Reference Setting Convergence to e-accuracy
R]ggular (61 = ((1)) Koloskova et al. [2020Db] - (9(5—; + ,ﬁ%/z + ﬁ + %)
ecentralize . o2 02/3
z ThlS WOI‘k 520 O(m+ﬁ+m+%)
Byzantine-robust Guo et al. [2021] i > Xé >
Fully-connected (y = 1) Gorbunov et al. [2021] 4 known 0(5—52—&— ”gn‘zz—&—;) f
IID (¢ = 0) Gorbunov et al. [2021] 0 unknown O(Z; 40 1yt
This work v=1,(=0 O(STQJF%Q %)
Byzantine-robust Karimireddy et al. [2021¢] - (9(‘:—22 (6+1)+1)
Federated Learning This work y=1 O(§(5+%)+§%+%+%)

t This method does not generalize to constrained communication topologies.

where 7 is the learning rate, g;(z) := VF(z,§;) is a stochastic gradient, and & ~ D; is the
/

random batch at time ¢ on worker ¢. The received message m?_l ? can be arbitrary for Byzantine
nodes k € Vg. Replacing AGG with plain gossip averaging (GOsSIP) recovers standard gossip
SGD [Koloskova et al., 2019]. Under the presence of Byzantine workers, which is the main
interest of our work, we will show that we can replace AGG with CLIPPEDGOSSIP and use
local worker momentum to achieve Byzantine robustness [Karimireddy et al., 2021a|. The full

procedure is described in Algorithm 3.

Theorem 3.3. Suppose Assumptions A-3.4 hold and Smax = O(¥%). Then for o := 3nL,
Algorithm 3 reaches T+Ll ZtTZOHVf(zEt)H% < 6“‘;7’2‘42 + € in iteration complexity

o2 /1 ¢ o?/3 1
O<n€2 (E +5max> +’763/2 +’72/364/3 +%> .

Furthermore, the consensus distance satisfies the upper bound

1 T_ =T)2 ¢
wrl 2ievell®i — 2113 < O(Gaiy)-
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We compare our analysis with existing works for non-convex objectives in Table 3.1.

Regular decentralized training. Even if there are no Byzantine workers (dmax =0), our
convergence rate is slightly faster than that of standard gossip SGD [Koloskova et al., 2020b].
The difference is that our third term O(%) is faster than their O(ﬁ) for large o
and small e. This is because we use local momentum which reduces the effect of variance o.
Thus momentum has a double use in this paper in achieving robustness as well as accelerating
optimization.

Byzantine-robust federated learning. Federated learning uses a fully connected graph
(v =1). We compare state of the art federated learning method [Karimireddy et al., 2021c| with
our rate when v = 1. Both algorithms converge to a ©(5¢?)-neighborhood of a stationary point
and share the same leading term. This neighborhood can be circumvented with strong growth
condition and over-parameterized models [Karimireddy et al., 2021c, Theorem III|. We incur
additional higher-order terms (’)(%—g/2 + 7273%) as a penalty for the generality of our analysis.
This shows that the trusted server in federated learning can be removed without significant
slowdowns.

Byzantine-robust decentralized SGD with fully connected topology. If we limit
our analysis to a special case of a fully connected graph (y=1) and IID data ((=0), then our
rate has the same leading term as |[Gorbunov et al., 2021, which enjoys the scaling of the total
number of regular nodes. The second term (9(%%) of [Gorbunov et al., 2021] is better than
our O(%%) for small € because they additionally validate m random updates in each step.
However, [Gorbunov et al., 2021] relies on secure protocols which do not easily generalize to
constrained communication.

Byzantine-robust decentralized SGD with constrained communication. Moz1
[Guo et al., 2021] does not provide a theoretical analysis on convergence and TM [Su and Vaidya,
2016a; Sundaram and Gharesifard, 2018; Yang and Bajwa, 2019a| only prove the asymptotic
convergence of full gradient under a very strong assumption on connectivity and local honest
majority.? Peng and Ling [2020] don’t prove a rate for non-convex objective; but Gorbunov
et al. [2021] which shows convergence of [Peng and Ling, 2020| on strongly convex objectives
at a rate inferior to parallel SGD. In contrast, our convergence rate matches the standard
stochastic analysis under much weaker assumptions than Su and Vaidya [2016a]; Sundaram and
Gharesifard [2018]; Yang and Bajwa [2019a|. Unlike these prior works, our guarantees hold even
if some subsets of nodes are surrounded by a majority of Byzantine attackers. This can also be
observed in practice, as we show in § B.4.2.

Consensus for Byzantine-robust decentralized optimization. Theorem 3.3 gives a
non-trivial result that regular workers reach consensus under the CLIPPEDGOSSIP aggregator.
In Fig. 3.2 we demonstrate the consensus behavior of robust aggregators on the CIFAR-10

dataset on a dumbbell topology, without attackers (§=0). We compare the accuracies of models

2Moz1 is renamed to UBAR in the latest version.
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averaged within cliques A and B with model averaged over all workers. In the IID setting, the
clique-averaged models of GM and TM are over 80% accuracy but the globally-averaged models
are less than 30% accuracy. It means clique A and clique B are converging to two different
critical points and GM and TM fail to reach consensus within the entire network! In contrast,
the globally-averaged model of CLIPPEDGOSSIP is as good as or better than the clique-averaged
models, both in the IID and non-IID setting.

Finally, we point out some avenues for further improvement: our results depend on the
worst-case dmax. We believe it is possible to replace it with a (weighted) average of the {d;}
instead. Also, extending our protocols to time-varying topologies would greatly increase their

practicality.

Remark 5 (Adaptive choice of clipping radius 7}). In § B.4.5, we give an adaptive rule to
choose the clipping radius 7! for all i € Vg and times t, based on the top percentile of close
neighbors. This adaptive rule results in a value 7! slightly smaller than the required theoretical
value to preserve Byzantine robustness. In experiments, we found that the performance of
optimization is robust to small perturbations of the clipping radius and that the adaptive rule

performs well in all cases.

3.7 Experiments

In this section, we empirically demonstrate successes and failures of decentralized training in the
presence of Byzantine workers, and compare the performance of CLIPPEDGOSSIP with existing
robust aggregators: 1) geometric median GM [Pillutla et al., 2019]; 2) coordinate-wise trimmed
mean TM [Yang and Bajwa, 2019a|; 3) Moz1 |Guo et al., 2020|. Coordinate-wise median [Yin
et al., 2018b| and Krum [Blanchard et al., 2017| usually perform worse than GM so we exclude
them in the experiments. All implementations are based on PyTorch [Paszke et al., 2019] and
evaluated on different graph topologies, with a distributed MNIST dataset [LeCun et al., 1998].
We defer the experiments on CIFAR10 [Krizhevsky, 2012] to § B.4.3. 3

We defer details of robust aggregators to § B.1, attacks to § B.2, topologies and mixing

matrix to § B.3 and experiment setups and additional experiments to § B.4.

3.7.1 Decentralized defenses without attackers

Challenging topologies and data distribution may prevent existing robust aggregators from
reaching consensus even when there is no Byzantine worker (§ = 0). In this part, we consider
the “dumbbell” topology c.f. Fig. 3.1. As non-IID data distribution, we split the training dataset
by labels such that workers in clique A are training on digits 0 to 4 while workers in clique B
are training on digits 5 to 9. This entanglement of topology and data distribution is motivated

by realistic geographic constraints such as continents with dense intra-connectivity but sparse

3The code is available at here.
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Fig. 3.4 Accuracy of the averaged model in clique A for the dumbbell topology. In the plot
title “B.” stands for the bucketing (aggregating means of bucketed values) and “R.” stands
for adding 1 additional random edge between two cliques. We see that i) CLIPPEDGOSSIP is
consistently the best matching ideal averaging performance, ii) performance mildly improves
by using bucketing, and iii) significantly improves when adding a single random edge (thereby
improving connectivity).

inter-connection links e.g. through an undersea cable. In Fig. 3.4 we compare CLIPPEDGOSSIP
with existing robust aggregators GM, TM, Mo0ZI in terms of their accuracies of averaged model
in clique A. The ideal communication refers to aggregation with gossip averaging.

Existing robust aggregators impede information diffusion. When cliques A and B
have distinct data distribution (non-IID), workers in clique A rely on the graph cut to access
the full spectrum of data and attain good performance. However, existing robust aggregators in
clique A completely discard information from clique B because: 1) clique B model updates are
outliers to clique A due to data heterogeneity; 2) clique B updates are outnumbered by clique A
updates — clique A can only observe 1 update from B due to constrained communication. The
2nd plot in Fig. 3.4 shows that GM, TM, and MozI only reach 50% accuracy in the non-I1ID
setting, supporting that they impede information diffusion. This is in contrast to the 1st plot
where cliques A and B have identical data distribution (IID) and information on clique A alone
is enough to attain good performance. However, reaching local models does not imply reaching
consensus, c.f. Fig. 3.2. On the other hand, CLIPPEDGOSSIP is the only robust aggregator that
preserves the information diffusion rate as the ideal gossip averaging.

Techniques that improve information diffusion. To address these issues, we locally
employ the bucketing technique of [Karimireddy et al., 2021c| for the non-IID case in the 3rd
subplot. Plots 4 and 5 demonstrate the impact of one additional edge between the cliques to
improve the spectral gap.

e The bucketing technique randomly inputs received vectors into buckets of equal size, averages
the vectors in each bucket, and finally feeds the averaged vectors to the aggregator. While
bucketing helps TM to overcome 50% accuracy, TM is still behind CLIPPEDGOsSIP. GM

only improves by 1% while MOZI remains at almost the same accuracy.
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Fig. 3.5 Robust aggregators on randomized small-world (10 regular nodes) and torus topology
(9 regular nodes) under Byzantine attacks (2 attackers). We observe that across all attacks and
networks, clipped gossip has excellent performance, with the geometric median (GM) coming
second.

e Adding one more random edge between two cliques improves the spectral gap « from 0.0154 to
0.0286. CLIPPEDGOSSIP and gossip averaging converge faster as the theory predicts. However,
TM, GM, and Moz1 are still stuck at 50% for the same heterogeneity reason.

e Bucketing and adding a random edge help all aggregators exceed 50% accuracy.

3.7.2 Decentralized learning under more attacks and topologies.

In this section, we compare robust aggregators over more topologies and Byzantine attacks
in the non-IID setting. We consider two topologies: randomized small world (7=0.084) and
torus (y=0.131). They are much less restrictive than the dumbbell topology (7=0.043) where
all existing aggregators fail to reach consensus even §=0. For attacks, we implement state of
the art federated attacks Inner product manipulation (IPM) [Xie et al., 2019a] and A little
is enough (ALIE) [Baruch et al., 2019] and label-flipping (LF) and bit-flipping (BF). Details
about topologies and the adaptation of FL attacks to the decentralized setup are provided in
§ B.3.1 and § B.2.

The results in Fig. 3.5 show that CLIPPEDGOSSIP has consistently superior performance
under all topologies and attacks. All robust aggregators are generally performing better on
easier topology (large 7). The GM has a very good performance on these two topologies but,
as we have demonstrated in the dumbbell topology, GM does not work in more challenging

topologies. Therefore, CLIPPEDGOSSIP is recommended for a general constrained topology.



3.8 Discussion 35

Omax — 0.0 0.0625 0.125 — 0.1875 — 0.25
Group
80 1 — All
< Y —- Clique A
260 . \\ - Clique B
) S~ —)
o R i
S 40 T T
Q
<):20
s
T T T
0 500 1000 00 0 02
Iterations Omax

Fig. 3.6 Effect of the number of attackers on the accuracy of CLIPPEDGOSSIP under dissensus
attack with varying dpmayx and fixed 7, ¢2. The solid (resp. dashed) lines denote models averaged
over all (resp. clique A or B) regular workers. The right figure shows the performance of the
last iterates of curves in the left figure.

3.7.3 Lower bound of optimization

We empirically investigate the lower bound of optimization O(dyax(?y~2) in Theorem 3.3. In
this experiment, we fix spectral gap 7, heterogeneity ¢? and use different §,,qy fractions of
Byzantine edges in the dumbbell topology. The Byzantine workers are added to V; in clique
A and its mirror node in clique B. We define the following dissensus attack for decentralized

optimization

Definition 3.5 (DISSENSUS attack). Fori € Vg and ¢; > 0, a dissensus attacker j € N; N Vg

sends
T= I €: ZkeNiva Wzk(mk—mz)
g Yiengrvg Wi

(3.6)

The resulting Figure 3.6 shows that with increasing §,.x the model quality drops significantly.
This is in line with our proven robust convergence rate in terms of dpax. Notice that for large
dmax, the model averaged over all workers performs even worse than those averaged within
cliques. It means the models in two cliques are essentially disconnected and are converging to

different local minima or stationary points of a non-convex landscape. See § B.4.2 for details.

3.8 Discussion

The main takeaway from our work is that ill-connected communication topologies can vastly
magnify the effect of bad actors. As long as the communication topology is reasonably well
connected (say v = 0.35) and the fraction of attackers is mild (say 6 = 10%), clipped gossip
provably ensures robustness. Under more extreme conditions, however, no algorithm can
guarantee robust convergence. Given that decentralized consensus has been proposed as a
backbone for digital democracy [Bulteau et al., 2021], and that decentralized learning is touted
to be an alternative to current centralized training paradigms, our findings are significant. A
simple strategy we recommend (along with using CLIPPEDGOSSIP) is adding random edges to

improve the connectivity and robustify the network.
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Chapter 4

Secure Byzantine-Robust Machine

Learning

4.1 Preface

Contribution and sources. This chapter reproduces [He et al., 2020b|, proposing a novel
distributed training framework to tackle data privacy and robustness in machine learning
applications. The authors had shared responsibility in conceptualizing the ideas and the writing

process. In detail, the individual contributions are:

e Lie He: Conceptualization, Writing, Formal Analysis.
e Sai Praneeth Karimireddy: Conceptualization, Writing.

e Martin Jaggi: Supervision, Administration, Writing (review and editing), Conceptualization.

Summary. Privacy and robustness are two important factors in distributed machine
learning applications. Regular participants would like to benefit from collaborative training and
at the same time want to keep their data private during the multiparty computation (MPC).
The service provider would like to protect the training from malicious participants. However,
these two goals are often conflicting as typical robust aggregators (e.g. median) are not MPC
friendly.

This chapter introduces a multi-server based secure aggregation framework capable of
withstanding Byzantine attacks and server-worker collusion, offering a solution to a challenge
previously thought to be intractable. Our focus is to integrate current and future distance-based
robust aggregation rules with secure aggregation, thus improving privacy without compromising

the accuracy of machine learning models.
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4.2 Introduction

Recent years have witnessed fast growth of successful machine learning applications based
on data collected from decentralized user devices. Unfortunately, however, currently most of
the important machine learning models on a societal level do not have their utility, control,
and privacy aligned with the data ownership of the participants. This issue can be partially
attributed to a fundamental conflict between the two leading paradigms of traditional centralized
training of models on one hand, and decentralized /collaborative training schemes on the other
hand. While centralized training violates the privacy rights of participating users, existing
alternative training schemes are typically not robust. Malicious participants can sabotage the
training system by feeding it wrong data intentionally, known as data poisoning. In this paper,
we tackle this problem and propose a novel distributed training framework which offers both
privacy and robustness.

When applied to datasets containing personal data, the use of privacy-preserving techniques
is currently required under regulations such as the General Data Protection Regulation (GDPR)
or Health Insurance Portability and Accountability Act (HIPAA). The idea of training models
on decentralized datasets and incrementally aggregating model updates via a central server
motivates the federated learning paradigm [McMahan et al., 2017a|. However, the averaging
in federated learning, when viewed as a multi-party computation (MPC), does not preserve
the input privacy because the server observes the models directly. The input privacy requires
each party learns nothing more than the output of computation which in this paradigm means
the aggregated model updates. To solve this problem, secure aggregation rules as proposed in
[Bonawitz et al., 2017] achieve guaranteed input privacy. Such secure aggregation rules have
found wider industry adoption recently e.g. by Google on Android phones [Bonawitz et al.,
2019; Ramage and Mazzocchi, 2020] where input privacy guarantees can offer e.g. efficiency and
exactness benefits compared to differential privacy (both can also be combined).

The concept of Byzantine robustness has received considerable attention in the past few
years for practical applications, as a way to make the training process robust to malicious actors.
A Byzantine participant or worker can behave arbitrarily malicious, e.g. sending arbitrary
updates to the server. This poses great challenge to the most widely used aggregation rules,
e.g. simple average, since a single Byzantine worker can compromise the results of aggregation.
A number of Byzantine-robust aggregation rules have been proposed recently [Alistarh et al.,
2018; Blanchard et al., 2017; Mhamdi et al., 2018; Mufnioz-Gonzélez et al., 2017, 2019; Yin et al.,
2018b] and can be used as a building block for our proposed technique.

Achieving both input privacy and Byzantine robustness however remained elusive so far, with
Bagdasaryan et al. [2020b] stating that robust rules “...are incompatible with secure aggregation”.
We here prove that this is not the case. Closest to our approach is [Pillutla et al., 2019] which
tolerates data poisoning but does not offer Byzantine robustness. Prio [Corrigan-Gibbs and

Boneh, 2017] is a private and robust aggregation system relying on secret-shared non-interactive
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proofs (SNIP). While their setting is similar to ours, the robustness they offer is limited to
check the range of the input. Besides, the encoding for SNIP has to be affine-aggregable and is
expensive for clients to compute.

In this paper, we propose a secure aggregation framework with the help of two non-colluding
honest-but-curious servers. This framework also tolerates server-worker collusion. In addition,
we combine robustness and privacy at the cost of leaking only worker similarity information
which is marginal for high-dimensional neural networks. Note that our focus is not to develop
new defenses against state-of-the-art attacks, e.g. [Baruch et al., 2019; Xie et al., 2019a]. Instead,
we focus on making arbitrary current and future distance-based robust aggregation rules (e.g.
Krum by Mhamdi et al. [2018], RFA by Pillutla et al. [2019]) compatible with secure aggregation.

Main contributions. We propose a novel distributed training framework which is

e Privacy-preserving: our method keeps the input data of each user secure against any
other user, and against our honest-but-curious servers.

e Byzantine robust: our method offers Byzantine robustness and allows to incorporate
existing robust aggregation rules, e.g. [Alistarh et al., 2018; Blanchard et al., 2017]. The
results are exact, i.e. identical to the non-private robust methods.

e Fault tolerant and easy to use: our method natively supports workers dropping out
or newly joining the training process. It is also easy to implement and to understand for
users.

e Efficient and scalable: the computation and communication overhead of our method is
negligible (less than a factor of 2) compared to non-private methods. Scalability in terms

of cost including setup and communication is linear in the number of workers.

4.3 Problem setup, privacy, and robustness

We consider the distributed setup of n user devices, which we call workers, with the help of
two additional servers. Each worker ¢ has its own private part of the training dataset. The
workers want to collaboratively train a public model benefitting from the joint training data of
all participants.

In every training step, each worker computes its own private model update (e.g. a gradient
based on its own data) denoted by the vector x;. Then workers synchronously send their
gradients to the servers. The aggregation protocol aims to compute the sum z = > | @; (or a
robust version of this aggregation), which is then used to update a public model. While the
result z is public in all cases, the protocol must keep each x; private from any adversary or
other workers.

We posit the simultaneous existence of two distinct types of adversaries: Byzantine attackers
and privacy attackers. A worker can embody at most one type of attacker and these two forms

of attackers do not collude. Byzantine attackers are defined the same as those in Chapter 2,
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capable of deviating from the prescribed protocols to transmit arbitrary adversarial messages
aimed at undermining the training. Both servers and workers can potentially assume a role of a
privacy attacker. We assume honest-but-curious servers, which, while not colluding amongst
themselves, may potentially collude with malicious workers. Such a server follows the protocol
but may inspect all transmitted messages. Additionally, we presume all communication channels
are secure. Our framework ensures input privacy, implying that servers and workers ascertain

nothing beyond what can be deduced from the public output of the aggregation z.

Additive secret sharing. Secret sharing is a way to split any secret into multiple parts such
that no part leaks the secret. Formally, suppose a scalar a is a secret and the secret holder
shares it with k parties through secret-shared values {a). In this paper, we only consider additive
secret-sharing where (a) is a notation for the set {a;}¥_; which satisfy a = Zlgzl ap, with a,
held by party p. Crucially, it must not be possible to reconstruct a from any a,. For vectors

like @, their secret-shared values (x) are simply component-wise scalar secret-shared values.

Two-server setting. We assume there are two non-colluding servers: model server (S1)
and worker server (S2). S1 holds the output of each aggregation and thus also the machine
learning model which is public to all workers. S2 holds intermediate values to perform Byzantine
aggregation. Another key assumption is that the servers have no incentive to collude with
workers, perhaps enforced via a potential huge penalty if exposed. It is realistic to assume
that the communication link between the two servers S1 and S2 is faster than the individual
links to the workers. To perform robust aggregation, the servers will need access to a sufficient
number of Beaver’s triples. These are data-independent values required to implement secure
multiplication in MPC on both servers, and can be precomputed beforehand. For completeness,

the classic algorithm for multiplication is given in in Appendix C.2.1.

Byzantine-robust aggregation oracles. Most of existing robust aggregation algorithms
rely on distance measures to identify potential adversarial behaviors [Blanchard et al., 2017;
Ghosh et al., 2019; Li et al., 2019; Mhamdi et al., 2018; Yin et al., 2018b]|. All such distance-based
aggregation rules can be directly incorporated into our proposed scheme, making them secure.
While many aforementioned papers assume that the workers have i.i.d datasets, our protocol
is oblivious to the distribution of the data across the workers. In particular, our protocol also
works with schemes such as [Ghosh et al., 2019; He et al., 2020a; Li et al., 2019| designed for

non-iid data.

4.4 Secure aggregation protocol: two-server model

Each worker first splits its private vector x; into two additive secret shares, and transmits those

to each corresponding server, ensuring that neither server can reconstruct the original vector
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Fig. 4.1 Nlustration of Algorithm 5. The orange components on servers represent the computation-
intensive operations at low communication cost between servers.

on its own. The two servers then execute our secure aggregation protocol. On the level of
servers, the protocol is a two-party computation (2PC). In the case of non-robust aggregation,
servers simply add all shares (we present this case in detail in Algorithm 4). In the robust case
which is of our main interest here, the two servers exactly emulate an existing Byzantine robust
aggregation rule, at the cost of revealing only distances of worker gradients on the server (the
robust algorithm is presented in Algorithm 5). Finally, the resulting aggregated output vector z

is sent back to all workers and applied as the update to the public machine learning model.

4.4.1 Non-robust secure aggregation

In each round, Algorithm 4 consists of two stages:

e WorkerSecretSharing (Figure 4.1a): each worker i randomly splits its private input x;
(1

2) . .
;+ ZBE . This can be done e.g. by sampling a larg)e

%

into two additive secret shares x; =
noise value &; and then using (x; £&;)/2 as the shares. Worker ¢ sends a:gl) to S1 and x
to S2. We write (x;) for the two secret-shared values distributed over the two servers.
e AggregationAndUpdate (Figure 4.1c): Given binary weights {p;}_,, each server
locally computes (37, p;x;). Then S2 sends its share (327 pix;)® to S1 so that S1
can then compute z =Y | p;x;. S1 updates the public model with z.
Our secure aggregation protocol is extremely simple, and as we will discuss later, has very low
communication overhead, does not require heavy cryptographic primitives, gives strong input
privacy and is compatible with differential privacy, and is robust to worker dropouts and failures.
We believe this makes our protocol especially attractive for federated learning applications.
We now argue about correctness and privacy. It is clear that the output z of the above

protocol satisfies z = > | p;x;, ensuring that all workers compute the right update. Now we
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argue about the privacy guarantees. We track the values stored by each of the servers and

workers:
e S1: Its own secret shares {azgl) n_, and the sum of the other shares (37, p;x;)®).
o S2: Its own secret shares {:BZ(Q) -

e Worker i: @; and z = )" | pix;.
Clearly, the workers have no information other than the aggregate z and their own data. S2 only
has the secret share which on their own leak no information about any data. Hence surprisingly,
S2 does not learn anything in this process. S1 has its own secret share and also the sum of the
other shares. If n = 1, then z = x; and hence S1 is allowed to learn everything. If n > 1, then
S1 cannot recover information about any individual secret share .’El(?) from the sum. Thus, S1

learns z and nothing else.

4.4.2 Robust secure aggregation

We now describe how Algorithm 5 replaces the simple aggregation with any distance-based
robust aggregation rule Aggr, e.g. Multi-Krum [Blanchard et al., 2017|. The key idea is to use
two-party MPC to securely compute multiplication.

e WorkerSecretSharing (Figure 4.1a): As before, each worker i secret shares (x;) dis-
tributed over the two servers S1 and S2.

¢ RobustWeightSelection (Figure 4.1b): After collecting all secret-shared values {(x;)}i,
the servers compute pairwise difference {(x; — x;)}i<; locally. S2 then reveals—to
itself exclusively—in plain text all of the pairwise Euclidean distances between workers
{ll@; — x;]|*}i<j with the help of precomputed Beaver’s triples and Algorithm 8. The
distances are kept private from S1 and workers. S2 then feeds these distances to the
distance-based robust aggregation rule Aggr, returning (on S2) a binary weight vector
p = {pi}, € {0,1}", representing the indices of the robust subset selected by Aggr.

e AggregationAndUpdate (Figure 4.1c): Given weight vector p from previous step, we
would like S1 to compute """ | p;z;. To do so, S2 secret shares with S1 the values of
{(p:)} instead of sending in plain-text since they may be private. Then, S1 reveals to itself,
but not to S2, in plain text the value of z = Y | p;x; using secret-shared multiplication
and updates the public model.

o WorkerPullModel (Figure 4.1d): Workers pull the latest public model on S1 and update
it locally.

The key difference between the robust and the non-robust aggregation scheme is the weight
selection phase where S2 computes all pairwise distances and uses this to run a robust-aggregation
rule in a black-box manner. S2 computes these distances i) without leaking any information to
S1, and ii) without itself learning anything other than the pair-wise distances (and in particular

none of the actual values of x;). To perform such a computation, S1 and S2 use precomputed
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Beaver’s triplets (Algorithm 8 in the Appendix), which can be made available in a scalable

way [Smart and Tanguy, 2019].

4.4.3 Salient features

Overall, our protocols are very resource-light and straightforward from the perspective of the
workers. Further, since we use Byzantine-robust aggregation, our protocols are provably fault-
tolerant even if a large fraction of workers misbehave. This further lowers the requirements of a
worker. We elaborate the features as follows.

Communication overhead. In applications, individual uplink speed from worker and
servers is typically the main bottleneck, as it is typically much slower than downlink, and the
bandwidth between servers can be very large. For our protocols, the time spent on the uplink is
within a factor of 2 of the non-secure variants. Besides, our protocol only requires one round of

communication, which is an advantage over interactive proofs.

Fault tolerance. The workers in Algorithm 4 and Algorithm 5 are completely stateless across
multiple rounds and there is no offline phase required. This means that workers can start
participating in the protocols simply by pulling the latest public model. Further, our protocols
are unaffected if some workers drop out in the middle of a round. Unlike in [Bonawitz et al.,

2017|, there is no entanglement between workers and we don’t have unbounded recovery issues.

Compatibility with local differential privacy. One byproduct of our protocol can be used
to convert differentially private mechanisms, such as [Abadi et al., 2016] which only guarantees
the privacy of the aggregated model, into the stronger locally differentially private mechanisms

which guarantee user-level privacy.

Other Byzantine-robust oracles. We can also use some robust-aggregation rules which
are not based on pair-wise distances such as Byzantine SGD [Alistarh et al., 2018]. Since the

basic structures are very similar to Algorithm 5, we put Algorithm 10 in the appendix.

Security. The security of Algorithm 4 is straightforward as we previously discussed. The
security of Algorithm 5 again relies on the separation of information between S1 and S2 with
neither the workers nor S1 learning anything other than the aggregate z. We will next formally

prove that this is true even in the presence of malicious workers.

Remark 1. Our proposed scheme leverages classic 2-party secret-sharing for addition and
multiplication. These building blocks however are originally proposed for integers and quantized
values, not real values. For floating point operations as used in machine learning, one can use
the secure counterparts [Aliasgari et al., 2013] of the two operations. This is facilitated by deep

learning training being robust to limited precision training [Gupta et al., 2015] and additional
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Algorithm 4 Two-Server Secure Aggregation (Non-robust variant)

Setup: n workers (non-Byzantine) with private vectors x;. Two non-colluding servers S1
and S2.
Workers: (WorkerSecretSharing)
1. split private @; into additive secret shares (x;) = {$§1), :1:52)} (such that x; = $§1)+ x
2. send mgl) to S1 and acZ@) to S2
Servers:
1. V i, S1 collects 931(1) and S2 collects w§2)
2. (AggregationAndUpdate):
(a) On S1 and S2, compute (> ; x;) locally
(b) S2 sends its share of (31" | x;) to S1
(c) S1 reveals z =) " ;| x; to everyone

(2))

i

noise [Neelakantan et al., 2016/, with current models routinely trained in 16 bit precision. In
contrast to [Bonawitz et al., 2017] which relies on advanced cryptographic primitives such as
Diffie-Hellman’s key agreement which must remain exact and discrete, our protocols only use
much simpler secure arithmetic operations—only addition and multiplication—uwhich are tolerant
to rounding errors. For the privacy implications of secret sharing when using floating point,
which go beyond the scope of our work, we refer the reader to the information theoretic analysis
of Aliasgari et al. [2013].

4.5 Theoretical guarantees

4.5.1 Exactness

In the following lemma we show that Algorithm 5 gives the exact same result as non-privacy-

preserving version.

Lemma 4.2 (Exactness of Algorithm 5). The resulting z in Algorithm &5 is identical to the

output of the non-privacy-preserving version of the used robust aggregation rule.

Proof. After secret-sharing x; to (x;) to two servers, Algorithm 5 performs local differences
{{(z; —xj)}i<j. Using shared-values multiplication via Beaver’s triple, S2 obtains the list of true
Euclidean distances {||z; — x;||?}i<;. The result is fed to a distance-based robust aggregation
rule oracle, all solely on S2. Therefore, the resulting indices {p;}; as used in z := X' | p;z; are

identical to the aggregation of non-privacy-preserving robust aggregation. O

With the exactness of the protocol established, we next focus on the privacy guarantee.
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Algorithm 5 Two-Server Secure Robust Aggregation (Distance-Based)

Setup: n workers, an of which are Byzantine. Two non-colluding servers S1 and S2.
Workers: (WorkerSecretSharing)

1. split private x; into additive secret shares (x;) = {wgl), 5‘7@(’2)} (such that x; = w§1)+ wz@))
2. send xl(l) to S1 and m§2) to S2
Servers:

1. V i, S1 collects gradient :1351)

2. (RobustWeightSelection):
(a) For each pair (z;, «;) compute their Euclidean distance (i < j):
e On S1 and S2, compute (x; — x;) = (x;) — (x;) locally
e Use precomputed Beaver’s triples (see Algorithm 8) to compute the distance
i — a2
(b) S2 perform robust aggregation rule p =Aggr({||z; — x;||*}i<;)
(c) S2 secret-shares (p) with S1
3. (AggregationAndUpdate):
(a) On S1 and S2, use MPC multiplication to compute (> ;" | p;a;) locally
(b) S2 sends its share of (37, px;)® to S1
(c) S1 reveals z =) | pjx; to all workers.
Workers:
1. (WorkerPullModel): Collect z and update model locally

(2)

and S2 collects x;

4.5.2 Privacy

We prove probabilistic (information-theoretic) notion of privacy which gives the strongest
guarantee possible. Formally, we will show that the distribution of the secret does not change
even after being conditioned on all observations made by all participants, i.e. each worker i, S1
and S2. This implies that the observations carry absolutely no information about the secret.
Our results rely on the existence of simple additive secret-sharing protocols as discussed in the
Appendix.

Fach worker ¢ only receives the final aggregated z at the end of the protocol and is not
involved in any other manner. Hence no information can be leaked to them. We will now
examine S1. The proofs below rely on Beaver’s triples which we summarize in the following

lemma.

Lemma 4.3 (Beaver’s triples). Suppose we secret share (x) and (y) between S1 and S2 and
want to compute xy on S2. There exists a protocol which enables such computation which
uses precomputed shares BV = ((a), (b), (c)) such that S1 does not learn anything and S2 only

learns xy.

Due to the page limit, we put the details about Beaver’s triples, multiplying secret shares,

as well as the proofs for the next two theorems to the Appendix.

Theorem 4.1 (Privacy for S1). Let z = Y ;" | p;x; where {p;}I_, is the output of byzantine
oracle or a vector of 1s (non-private). Let BV;; = (ai;, bij, ¢ij) and BVp; = (al, b cl') be the

PRI R}
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Beaver’s triple used in the multiplications. Let (-)(1) be the share of the secret-shared values {-)

on S1. Then for all workers i

Pla; = o | {(=)Y, (p) VY, {BV; Ay L i — @) — ag, @ — x; — bijhicy,

{(lw: = 212 VYics, {BVDL ,pi = all,ps = WYLy, 2) = P(@i = 34l2)
Note that the conditioned values are what S1 observes throughout the algorithm. {BVzg ), T;
— xj —a;,x; —x; — bijlic; and {BVp,El),pi —a? p; — b}, are intermediate values during

shared values multiplication.

For S2, the theorem to prove is a bit different because in this case S2 doesn’t know the
output of aggregation z. In fact, this is more similar to an independent system which knows
little about the underlying tasks, model weights, etc. We show that while S2 has observed many

intermediate values, it can only learn no more than what can be inferred from model distances.

Theorem 4.2 (Privacy for S2). Let {p;}I'_; is the output of byzantine oracle or a vector of 1s
(non-private). Let BV;; = (aij, bij, ¢ij) and BVp; = (a? bl c) be the Beaver’s triple used in

the multiplications. Let (-)) be the share of the secret-shared values (-) on 82. Then for all

workers i

n 2
P(xi = z; | {()@, (0i)? i}y, BV, @i — ;= aij, i — @5 — bijhics,
i = 251)P, l|2: — 2(*}icys {BVDpi — af,pi — BI}y) (4.1)

=P(z; = z; | {||lzi — z;]|*}i<y)
Note that the conditioned values are what S2 observed throughout the algorithm. {BV, 5 ), T —
x; —a;j,x; — xj — bjj}ic; and {BVpZ- i — a,p; — b} are intermediate values during

shared values multiplication.

The model distances indeed only leaks similarity among the workers. Such similarity,
however, does not tell S2 information about the parameters; in [Mhamdi et al., 2018| the leeway
attack attacks distance based-rules because they don’t distinguish two gradients with evenly
distributed noise and two different gradients very different in one parameter. This means the
leaked information has low impact to the privacy.

It is also worth noting that curious workers can only inspect others’ values by learning from
the public model/update. This is because in our scheme, workers don’t interact directly and
there is only one round of communication between servers and workers. So the only message a

worker receives is the public model update.

4.5.3 Combining with differential privacy

While input privacy is our main goal, our approach is naturally compatible with other orthogonal
notions of privacy. Global differential privacy (DP) [Abadi et al., 2016; Chase et al., 2017,
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Shokri and Shmatikov, 2015] is mainly concerned about the privacy of the aggregated model,
and whether it leaks information about the training data. On the other hand, local differential
privacy (LDP) [Evfimievski et al., 2003; Kasiviswanathan et al., 2011] is stronger notions which is
also concerned with the training process itself. It requires that every communication transmitted
by the worker does not leak information about their data. In general, it is hard to learn deep
learning models satisfying LDP using iterate perturbation (which is the standard mechanism
for DP) |Bonawitz et al., 2017].

Our non-robust protocol is naturally compatible with local differential privacy. Consider the
usual iterative optimization algorithm which in each round ¢ performs

Wt < Wi—1 — 77($t + I/t) s where Ty = % Z?:l T - (42)

Here x; is the aggregate update, w; is the model parameters, and v; is the noise added for DP
[Abadi et al., 2016].

Theorem 4.3 (from DP to LDP). Suppose that the noise vy in (4.2) is sufficient to ensure
that the set of model parameters {w}e(r) satisfy (€,6)-DP for € > 1. Then, running (4.2) with
using Alg. 4 to compute (xy + 1) by securely aggregating {x1 4 + nny, Tay, ..., Ty} satisfies
(¢,8)-LDP.

Unlike existing approaches, we do not face a tension between differential privacy which
relies on real-valued vectors and cryptographic tools which operate solely on discrete/quantized
objects. This is because our protocols do not rely on cryptographic primitives like Diffie-Hellman
key agreement, in contrast to e.g. [Bonawitz et al., 2017]. In particular, the vectors x; can
be full-precision (real-valued) at the cost of adding marginal rounding error which can be
tolerated by robust aggregation rule and stochastic gradient descent algorithms. Thus, our
secure aggregation protocol can be integrated with a mechanism which has global DP properties

e.g. [Abadi et al., 2016, and prove local DP guarantees for the resulting mechanism.

4.6 Empirical analysis of overhead

We present an illustrative simulation on a local machine (i7-8565U) to demonstrate the overhead
of our scheme. We use PyTorch with MPI to train a neural network of 1.2 million parameters
on the MNIST dataset. We compare the following three settings: simple aggregation with
1 server, secure aggregation with 2 servers, robust secure aggregation with 2 servers (with
Krum [Blanchard et al., 2017]). The number of workers is always 5.

Figure 4.2 shows the time spent on all parts of training for one aggregation step. Tj.qq
is the time spent on batch gradient computation; Ty,0s refers to the time spend on uploading
and downloading gradients; Tsos is the time spend on communication between servers. Note

that the server-to-server communication could be further reduced by employing more efficient
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Fig. 4.2 Left: Actual time spent; Right: Time adjusted for network bandwidth.

aggregation rules. Since the simulation is run on a local machine, time spent on communication is
underestimated. In the right hand side figure, we adjusts time by assuming the worker-to-server
link has 100Mbps bandwidth and 1Gbps respectively for the server-to-server link. Even in this
scenario, we can see that the overhead from private aggregation is small. Furthermore, the
additional overhead by the robustness module is moderate comparing to the standard training,
even for realistic deep-learning settings. For comparison, a zero-knowledge-proof-based approach
need to spend 0.03 seconds to encode a submission of 100 integers [Corrigan-Gibbs and Boneh,
2017].

4.7 Literature review

Secure Aggregation. In the standard distributed setting with 1 server, Bonawitz et al. [2017]
proposes a secure aggregation rule which is also fault tolerant. They generate a shared secret
key for each pair of users. The secret keys are used to construct masks to the input gradients
so that masks cancel each other after aggregation. To achieve fault tolerance, they employ
Shamir’s secret sharing. To deal with active adversaries, they use a public key infrastructure
(PKI) as well as a second mask applied to the input. A followup work [Mandal et al., 2018]
minimizes the pairwise communication by outsourcing the key generation to two non-colluding
cryptographic secret providers. However, both protocols are still not scalable because each
worker needs to compute a shared-secret key and a noise mask for every other client. When
recovering from failures, all live clients are notified and send their masks to the server, which
introduces significant communication overhead. In contrast, workers in our scheme are freed

from coordinating with other workers, which leads to a more scalable system.

Byzantine-Robust Aggregation/SGD. Blanchard et al. [2017] first proposes Krum and
Multi-Krum for training machine learning models in the presence of Byzantine workers. Mhamdi

et al. [2018] proposes a general enhancement recipe termed Bulyan. Alistarh et al. [2018§]
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proves a robust SGD training scheme with optimal sample complexity and the number of SGD
computations. Munoz-Gonzalez et al. [2019] uses HMM to detect and exclude Byzantine workers
for federated learning. Yin et al. [2018b] proposes median and trimmed-mean based robust
algorithms which achieve optimal statistical performance. For robust learning on non-i.i.d
dataset only appear recently [Ghosh et al., 2019; He et al., 2020a; Li et al., 2019]. Further, Xie
et al. [2018b] generalizes the Byzantine attacks to manipulate data transfer between workers and
server and Xie et al. [2019c¢| extends it to tolerate an arbitrary number of Byzantine workers.

Pillutla et al. [2019] proposes a robust aggregation rule RFA which is also privacy preserving.
However, it is only robust to data poisoning attack as it requires workers to compute aggregation
weights according to the protocol. Corrigan-Gibbs and Boneh [2017] proposes a private and
robust aggregation system based on secret-shared non-interactive proof (SNIP). Despite the
similarities between our setups, the generation of a SNIP proof on client is expansive and grows
with the dimensions. Besides, this paper offers limited robustness as it only validates the range
of the data.

Inference As A Service. An orthogonal line of work is inference as a service or oblivious
inference. A user encrypts its own data and uploads it to the server for inference. [Chou et al.,
2018; Gilad-Bachrach et al., 2016; Hesamifard et al., 2017; Juvekar et al., 2018; Liu et al., 2017;
Mohassel and Zhang, 2017; Riazi et al., 2019; Rouhani et al., 2017| falls into a general category
of 2-party computation (2PC). A number of issues have to be taken into account: the non-linear
activations should be replaced with MPC-friendly activations, represent the floating number as
integers. Ryffel et al. [2019] uses functional encryption on polynomial networks. Gilad-Bachrach
et al. [2016] also have to adapt activations to polynomial activations and max pooling to scaled

mean pooling.

Server-Aided MPC. One common setting for training machine learning model with MPC
is the server-aided case [Chen et al., 2019; Mohassel and Zhang, 2017|. In previous works, both
the model weights and the data are stored in shared values, which in turn makes the inference
process computationally very costly. Another issue is that only a limited number of operations
(function evaluations) are supported by shared values. Therefore, approximating non-linear
activation functions again introduces significant overhead. In our paper, the computation of
gradients are local to the workers, only output gradients are sent to the servers. Thus no

adaptations of the worker’s neural network architectures for MPC are required.

4.8 Conclusion

In this paper, we propose a novel secure and Byzantine-robust aggregation framework. To our
knowledge, this is the first work to address these two key properties jointly. Our algorithm is

simple and fault tolerant and scales well with the number of workers. In addition, our framework
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holds for any existing distance-based robust rule. Besides, the communication overhead of our
algorithm is roughly bounded by a factor of 2 and the computation overhead, as shown in

Algorithm 8, is marginal and can even be computed prior to training.



Chapter 5

RelaySum for Decentralized Deep

Learning on Heterogeneous Data

5.1 Preface

Contribution and sources. This chapter reproduces [Vogels et al., 2021] with minor edits.
Most of the methodology and writing were done by the author and Thijs Vogels. The author
carried out most of formal analysis. The experiments and visualization were conducted mostly

by Thijs Vogels. Detailed individual contributions:

e Lie He (author): Formal analysis (70%), Methodology (40%), Writing (50%).
e Thijs Vogels (co-first author): Methodology (60%), Software (80%), Visualization, Writing
(50%).

Anastasia Koloskova: Formal analysis.

Tao Lin: Software.

Sai Praneeth Karimireddy: Formal analysis

Sebastian U. Stich: Formal analysis, Writing-review and editing.

Martin Jaggi: Writing, Review and editing, Project administration, Supervision.

Summary. Decentralized machine learning involves individual workers interleaving model
updates on their local data and communicating with neighboring nodes. The gossip averaging
mechanism is commonly used to exchange information through weighted average. However,
gossip averaging is slow to distribute information across the network and is sensitive to data
heterogeneity. In this paper, we propose RelaySum, a novel mechanism for information propaga-
tion in decentralized learning. RelaySum utilizes spanning trees to ensure precise and uniform
distribution of information to all workers, with finite delays based on inter-node distances. We
show that RelaySum can be implemented on trees with the same communication volume per

step as gossip averaging, using additional memory linear in the number of neighbors. We use
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RelaySum in the RelaySGD learning algorithm, which is independent of data heterogeneity and
scalable for scenarios with numerous workers. We demonstrate the effectiveness of RelaySGD on
image- and text classification tasks, where it outperforms state-of-the-art decentralized learning

algorithms. The code for RelaySum can be found at http://github.com/epfml/relaysgd.

5.2 Introduction

Ever-growing datasets lay at the foundation of the recent breakthroughs in machine learning.
Learning algorithms therefore must be able to leverage data distributed over multiple devices, in
particular for reasons of efficiency and data privacy. There are various paradigms for distributed
learning, and they differ mainly in how the devices collaborate in communicating model updates
with each other. In the all-reduce paradigm, workers average model updates with all other
workers at every training step. In federated learning [McMahan et al., 2017b|, workers perform
local updates before sending them to a central server that returns their global average to the
workers. Finally, decentralized learning significantly generalizes the two previous scenarios. Here,
workers communicate their updates with only few directly-connected neighbors in a network,
without the help of a server.

Decentralized learning offers strong promise for new applications, allowing any group of
agents to collaboratively train a model while respecting the data locality and privacy of each
contributor [Nedic, 2020]. At the same time, it removes the single point of failure in centralized
systems such as in federated learning [Kairouz et al., 2019], improving robustness, security, and
privacy. Even from a pure efficiency standpoint, decentralized communication patterns can
speed up training in data centers [Assran et al., 2019a).

In decentralized learning, workers share their local stochastic gradient updates with the
others through gossip communication [Xiao and Boyd, 2004|. They send their updates to their
neighbors, which iteratively propagate the updates further into the network. The workers
typically use iterative gossip averaging of their models with their neighbors, using averaging
weights chosen to ensure asymptotic uniform distribution of each update across the network. It
will take 7 rounds of communication for an update from worker ¢ to reach a worker j that is 7
hops away, and when it first arrives, the update is exponentially weakened by repeated averaging
with weights < 1. In general networks, worker j will never exactly, but only asymptotically
receive its uniform share of the update. The slow distribution of updates not only slows down
training, but also makes decentralized learning sensitive to heterogeneity in workers’ data
distributions.

We study an alternative mechanism to gossip averaging, which we call RelaySum. RelaySum
operates on spanning trees of the network, and distributes information exactly uniformly within
a finite number of gossip steps equal to the diameter of the network. Rather than iteratively
averaging models, each node acts as a ‘router’ that relays messages through the whole network

without decaying their weight at every hop. While naive all-to-all routing requires n? messages
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Fig. 5.1 To spread information across a decentralized network, classical gossip averaging diffuses
information slowly through the network. The left figure illustrates the spread of information
originating from the fourth worker in a chain network. In RelaySum, the messages are relayed
without reweighting, resulting in uniform delivery of the information to every worker. When
multiple workers broadcast simultaneously (not pictured), RelaySum can sum their messages
and use the same bandwidth as gossip averaging.

to be transmitted at each step, we show that on trees, only n messages (one per edge) are
sufficient. This is enabled by the key observation that the routers can merge messages by
summation to avoid any extra communication compared to gossip averaging. RelaySum achieves
this using additional memory linear in the number of edges, and by tailoring the messages
sent to different neighbors. At each time step, RelaySum workers receive a uniform average
of exactly one message from each worker. Those messages just originate from different time
delays depending on how many hops they travelled. The difference between gossip averaging
and RelaySum is illustrated in Figure 5.1.

The RelaySum mechanism is structurally similar to Belief Propagation algorithms for
inference in graphical models. This link was made by Zhang et al. [2019], who used the same
mechanism for decentralized weighted average consensus in control.

We use RelaySum in the RelaySGD learning algorithm. We theoretically show that this
algorithm is not affected by differences in workers’ data distributions. Compared to other
algorithms that have this property [Pu and Nedic, 2018; Tang et al., 2018, RelaySGD does not
require the selection of averaging weights, and its convergence does not depend on the spectral
gap of the averaging matrix, but instead on the network diameter.

While RelaySum is formulated for trees, it can be used in any decentralized network. We
use the Spanning Tree Protocol |[Perlman, 1985 to construct spanning trees of any network
in a decentralized fashion. RelaySGD often performs better on any such spanning tree than
gossip-based methods on the original graph. When the communication network can be chosen
freely, the algorithm can use double binary trees [Sanders et al., 2009]. While these trees have
logarithmic diameter and scale to many workers, RelaySGD in this setup uses only constant
memory equivalent to two extra copies of the model parameters and sends and receives only
two models per iteration.

Surprisingly, in deep learning with highly heterogeneous data, prior methods that are
theoretically independent of data heterogeneity [Pu and Nedic, 2018; Tang et al., 2018|, perform

worse than heuristic methods that do not have this property, but use cleverly designed time-
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varying communication topologies [Assran et al., 2019a]. In extensive tests on image- and text
classification, RelaySGD performs better than both kinds of baselines at equal communication
budget.

5.3 Related work

Out of the multitude of decentralized optimization methods, first-order algorithms that interleave
local gradient updates with a form of gossip averaging Johansson et al. [2009]; Nedic et al. [2017]
show most promise for deep learning. Such algorithms are theoretically analyzed for convex and
non-convex objectives in Johansson et al. [2009]; Nedic and Ozdaglar [2009]; Nedic et al. [2017],
and [Assran et al., 2019a; Lian et al., 2017b; Lin et al., 2021b; Tang et al., 2018| demonstrate
that gossip-based methods can perform well in deep learning.

In a gossip averaging step, workers average their local models with the models of their direct
neighbors. The corresponding ‘mixing matrix’ is a central object of study. The matrix can
be doubly-stochastic Koloskova et al. [2020b]; Lian et al. [2017b]; Nedic et al. [2017], column-
stochastic Assran et al. [2019al; Nedic and Olshevsky [2016]; Tsianos et al. [2012]; Xi and Khan
[2017], row-stochastic Xi et al. [2018]; Xin et al. [2019], or a combination Pu et al. [2021]; Xin
and Khan [2018, 2020]. Column-stochastic methods use the push-sum consensus mechanism
[Kempe et al., 2003] and can be used on directed graphs. Our analysis borrows from the theory
developed for those methods.

While gossip averages in general requires an infinite number of steps to reach exact consensus,
another line of work identifies mixing schemes that yield exact consensus in finite steps. For
some graphs, this is possible with time-independent averaging weights Georgopoulos [2011];
Ko [2010]. One can also achieve finite-time consensus with time-varying mixing matrices. On
trees, for instance, exact consensus can be achieved by routing updates to a root node and
back, in exactly diameter number of steps Georgopoulos [2011]; Ko [2010]. On some graphs,
tighter bounds can be established Hendrickx et al. [2014]. For fully-connected networks with n
workers, Assran et al. [2019a] design a sparse time-varying communication scheme that yields
exact consensus in a cycle of logn averaging steps and performs well in deep learning.

The ‘relay’ mechanism of RelaySGD was previously used by Zhang et al. [2019] in the control
community for the decentralized weighted average consensus problem, but they do not use it in
the context of optimization. Zhang et al. also introduce a modified algorithm for loopy graphs,
but this modification makes the achieved consensus inexact. The ‘relay’ mechanism effectively
turns a sparse graph into a fully-connected graph with communication delays. Work on delayed
consensus Nedi¢ and Ozdaglar [2010] and optimization Agarwal and Duchi [2011]; Tsianos and
Rabbat [2011] analyzes such schemes for centralized distributed algorithms. Those consensus
schemes are, however, not directly applicable to decentralized optimization.

A fundamental challenge in decentralized learning is dealing with data that is not identically

distributed among workers. Because, in this case, workers pursue different optima, workers
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may drift Nedic et al. [2017] and this can harm convergence. There is a large family of
algorithms that introduce update corrections that provably mitigate such data heterogeneity.
Examples applicable to non-convex problems are exact diffusion [Yuan et al., 2019|, Gradient
Tracking [Lorenzo and Scutari, 2016; Pu and Nedic, 2018; Zhang and You, 2020], D? [Tang et al.,
2018|, PushPull [Pu et al., 2021]. To tackle the same challenge, Lin et al. [2021b]; Yuan et al.
[2021] propose modifications to local momentum to empirically improve performance in deep
learning, but without provable guarantees. Lu and Sa [2021] propose DeTAG which overlaps
multiple consecutive gossip steps and gradient computations to accelerate information diffusion.

This technique could be applied to the RelaySum mechanism, too.

5.4 Method

Setup We consider standard decentralized optimization with data distributed over n > 1

nodes:
Jr= minmeRd [f(m) = %Z:’L:I [fZ(m) = EENDi Fl(maél)]] .

Here D; denotes the distribution of the data on node i and f;: R — R the local optimization
objectives. Workers are connected by a network respecting a graph topology G = (V, ), where
V ={1,...,n} denotes the set of workers, and £ the set of undirected communication links
between them (without self loops). Each worker i can only directly communicate with its
neighbors ; C V.

Decentralized learning with gossip We consider synchronous first-order algorithms that

interleave local gradient-based updates

(t+1/2)

x; = a:z(»t) + ugt)

with message exchange between connected workers. For SGD with typical gossip averaging

(DP-SGD [Lian et al., 2017b]), the local updates can be written as ugt) = f'nyi(scz(t), Z-(t)), and

the messages exchanged between pairs of connected workers (i, j) are m! . = 2T ¢ Ra,

i—j i
Each timestep, the workers average their model with received messages,
mZ(t+1) _ miw§t+1/2) + ZjEM VVZJmEZN (DP—SGD)

using averaging weights defined by a gossip matriz W € R**"™.
(t1)

In this scheme, an update w; "’ from any worker ¢ will be linearly incorporated into the

model :cg-tQ) at a later timestep to with weight (W*2~");;. The gossip matrix must be chosen
such that these weights asymptotically converge to %, distributing all updates uniformly over

the workers. This setup appears in, for example, [Koloskova et al., 2020b; Lian et al., 2017b].
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Uniform model averaging If the graph topology is fully-connected, any worker can com-

municate with any other worker, and it is ideal to use ‘all-reduce averaging’,

xz(t+1) —iyr, m§t+1/2).

Contrary to the decentralized scheme (DP-SGD), this algorithm does not degrade in performance
if data is distributed heterogeneously across workers. In sparsely connected networks, however,
all-reduce averaging requires routing messages through the network. On arbitrary networks,
such a routing protocol requires at least a number of communication steps equal to the network

diameter Tipax—the minimum number of hops some messages have to travel.
RelaySGD In this paper, we approximate the all-reduce averaging update as

)

LD — %2?21 wgfﬂ'ij“/?)7 (RelaySGD)

where 7;; is minimum number of network hops between workers ¢ and j (and 7; = 0). Since it
takes 7;; steps to route a message from worker ¢ to j, this scheme could be implemented using a
peer-to-peer routing protocol like Ethernet. Of course, this naive implementation drastically
increases the bandwidth used compared to gossip averaging. The key insight of this paper is
that, on tree networks, the RelaySGD update rule can be implemented while using the same
communication volume per step as gossip averaging, using additional memory linear in the

number of a worker’s direct neighbors.

RelaySum To implement RelaySGD, we require a communication mechanism that delivers
sums of delayed ‘parcels’ s = 2721 pg-tfﬂ”j )
parcel pg-t) is created by worker j at time ¢t. To simplify the exposition, let us first consider the

simplest type of tree network: a chain. In a chain, a worker w is connected to workers w — 1

to each worker w in a tree network, where the

and w + 1, if those exist, and the delays are 7;; = |i — j|. We can then decompose

n w—1 n
Sg) _ Zp§t—rwj) _ pg) + Zpﬁt—ij) + Z p§t—m]-)
j=1 j=1 j=w+l

parcels from the ‘left’  parcels from the ‘right’

The sum of parcels from the ‘left” will be sent as one message m(y—1)— from worker w —1
to w, and the sum of data from the ‘right’ will be sent as one message m11)—q from w+1
to w. Neighboring workers can compute these messages from the messages they received from
their neighbors in the previous timestep. Compared to typical gossip averaging, RelaySum
requires additional memory linear in the number of neighbors, but it uses the same volume of

communication.
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Algorithm 6 RelaySGD

Input: V i, LL'Z(O) =z Vi jm

1: fort=0,1,...do
2: for node ¢ in parallel
m§t+1/2) = :Dz(t)f“/'v(]‘}(ajgl’)) (or Adam/momentum)

for each neighbor j € V; do
@ _ (s
img = Ti

(=1)

i—7]

= 0, counts Y

i =0, learning rate 7, tree network

(t=1)

+Zk:ex\f’,;\ My (relay messages from other neighbors)

Send corresponding counters cz(g ;= L+ e Ni\j C,(:_j )

®

J—1 T

Send m

Receive (m ) from node j

_(t+1 t _ : \
nf D + ZjeM- cgln (n converges to the total number of workers)
1 _ 1 (t+1/2) ®) 1w (t—Tij+1/2)

Ty = @D (xz + 2 jen; T = 21 T

10: end for

Algorithm 6 shows how this scheme is generalized to general tree networks and incorporated
into RelaySGD. Along with the model parameters, we send scalar counters that are used in the

first few iterations of the algorithm ¢ < 7,.x to correct for messages that have not yet arrived.

Spanning trees RelaySGD is formulated on tree networks, but it can be used on any
communication graph by constructing a spanning tree. In a truly decentralized setting, we
can use the Spanning Tree Protocol [Perlman, 1985] used in Ethernet to find such trees in a
decentralized fashion. The protocol elects a leader as the root of the tree, after which every
other node finds the fastest path to this leader.

On the other hand, when the decentralized paradigm is used in a data center to reduce
communication, RelaySGD can run on double binary trees [Sanders et al., 2009] used in MPI and
NCCL [Jeaugey, 2019]. The key idea of double binary trees is to use two different communication
topologies for different parts of the model. We communicate odd coordinates using a balanced
binary tree A, and communicate the even coordinates with a complimentary tree B. The trees
A and B are chosen such that internal nodes (with 3 edges) in one tree are leaves (with only 1
edge) in the other. Using the combination of two trees, RelaySGD requires only constant extra
memory equivalent to at most 2 model copies (just like the Adam optimizer [Kingma and Ba,

2015]), and it sends and receives the equivalent of 2 models (just like on a ring).

5.5 Theoretical analysis

Since RelaySGD updates worker’s models at time step ¢ + 1 using models from (at most) the
past Tmax steps, we conveniently reformulate RelaySGD in the following way: Let Y® G®) e

R(Tmaxt1)xd denote stacked worker models and gradients whose row vectors at index n-7 + 4
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represent
[yo]’ = tzr c]’ VE(@! i) tz7
nT+i () otherwise nT+i 20 otherwise

for all times ¢ > 0, delay 7 € [0, Tax| and worker i € [n]. Then (RelaySGD) can be written as
YD) = wy® — ywa®

where W, W e R™Tmax+1)xn(Tmax+1) gre non-negative matrices whose elements are

L 7=0and 7 =7 1
w drer W L or=omdr =g
. L= ]_ ’1, =1 and 7 =T + 1 |: :| =
nT i 4 J ’ nT+i,nT/+j 0 otherwise
0 otherwise

for all 7,7" € [0, Tmax] and i, j € [n]. The matrix W can be interpreted as the mixing matrix of
an ‘augmented graph’ [Nedi¢ and Ozdaglar, 2010] with additional virtual ‘forwarding nodes’. W
is row stochastic and its largest eigenvalue is 1. The vector of all ones 1, 11) € R7(Tmax+1) jg g
right eigenvector of W and let 7w € R™*(™maxt1) he the left eigenvector such that ﬂTln(me +y =1

We characterize the convergence rate of the consensus distance in the following key lemma:

Lemma 5.1 (Key lemma). There exists an integer m = m(W) > 0 such that for any X €

RM(Tmax+1)Xd 40 hage
WX —17" X|2 < (1-p)*™|X — 17 X%,

where p = 3(1 — |X2(W)|) is a constant.

All the following optimization convergence results will only depend on the effective spectral
gap p:= £ of W. We empirically observe that p = ©(1/n) for a variety of network topologies
(see Figure D.1 in Appendix D.1).

Remark 2. The above key lemma is similar to [Koloskova et al., 2020b, Assumption 4] for
gossip-type averaging with symmetric matrices. However, in our case W 1is just a row stochastic
matriz, and its spectral norm |[W|a > 1. In general, the consensus distance can increase after
Just one single communication step (multiplication by W' ). That is why we need m > 1. The
proof of the Lemma relies on a Perron-Frobenius type theorem, and holds over several steps
m instead of a single iteration. It means RelaySum defines a consensus algorithm with linear

convergence rate which pulls models closer.

Our main convergence results hold under the following common assumptions, as e.g. Koloskova

et al. [2020b].
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Assumption A (L-smoothness). For each i € [n], Fy(x,&) : RP x ; — R is differentiable for
each & € supp(D;) and there exists a constant L > 0 such that for each z,y € R, & € supp(D;):

IVEi(x, &) — VFi(y, )|l < Lz -y

Assumption B (Uniform bounded noise). There exists constant &, such that for all x € R?,
i€ [nl,

Ee¢ |[VFi(z, &) — Vfi(z)|* < o°.

Assumption C (u-convexity). For i € [n], each function f; : R? — R is u-(strongly) convex
for constant ;> 0. That is, V x,y € R

film) — fi(y) + &l —yl3 < Viz) (z —y).

Theorem 5.1 (RelaySGD). For any target accuracy € > 0 and an optimal solution x*, (Con-
vex:) under Assumptions A, B and C with p > 0, it holds that

%H >z (f@D)—f(x*)) < € after O <7‘;’—; + C;g/ga + %) R} iterations.

Here ) :=7n"Y' ") querages past models, R3 =||x® — =*||?, and C:O(%TZ;X).

(Non-convex:) under Assumptions A and B, it holds that
7%1 Z?:o IVf(@ED)||? < e after O < + Cg/oz + %) LFy iterations,

where Fy := f(Z ) — f(x*).

The dominant term in our convergence result, O(f—;) matches with the dominant term in
the convergence rate of centralized (‘all-reduce’) mini-batch SGD, and thus can not be improved.

In contrast to other methods, the presented convergence result of RelaySGD is independent
of the data heterogeneity ¢? in [Koloskova et al., 2020b, Assumption 3b].

Definition 5.4 (Data heterogeneity). There exists a constant ¢? such that ¥V i € [n],z € RY

IV fi(z) = Vf(@)I5 < ¢*.

Remark 3. For convexr objectives, Assumptions B and 5.4 can be relaxed to only hold at the
optimum x*. A weaker variant of Assumption A only uses L-smoothness of f; [Koloskova et al.,
2020b, Assumption 1b].

Comparing to gossip averaging for convex f; which has complexity (9( = +(% \%)%—i—i)Rﬁ,
our rate for RelaySGD does not depend on ¢? and has same leading term O(Z5 ) as D2
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5.6 Experimental analysis and practical properties

5.6.1 Effect of network topology

Random quadratics To efficiently investigate the scalability of RelaySGD with respect to
the number of workers, and to study the benefits of binary tree topologies over chains, we
introduce a family of synthetic functions. We study random quadratics with local cost functions
fi(z) = ||Aiz — b x||? to precisely control all constants that appear in our theoretical analysis.
The Hessians A; are initialized randomly, and their spectrum is scaled to achieve a desired
smoothness L and strong convexity p. The offsets b; ensure a desired level of heterogeneity (2
and distance between optimum and initialization rg. Appendix D.2.4 describes the generation

of these quadratics in detail.

Scalability on rings and trees Using these quadratics, Figure 5.2 studies the number
of steps required to reach a suboptimality f(&) — f(«*) < € with tuned constant learning
rates. On ring topologies with uniform (1/3) gossip weights (and chains for RelaySum), all
compared methods require steps at least linear in the number of workers to reach the target
quality. RelaySGD and D? empirically scale significantly better than Gradient Tracking, these
methods are all independent of data heterogeneity. On a balanced binary tree network with
Metropolis-Hastings weights [Xiao and Boyd, 2004], both D? and Gradient Tracking notably do
not scale better than on a ring, while RelaySGD on these trees requires only a number of steps
logarithmic in the number of workers. SGP with their time-varying exponential topology scales

well, too, but it requires more steps on more heterogeneously distributed data.

£%=0.01 (a little heterogeneous) % = 1.0 (very heterogeneous)
500 | s
b3 I
%‘ 400 ,' Algorithm
—_ ,' Gradient tracking
¥
]
Z 300 i SGP
T I’ ) B RelaySGD
™ | - = 2
Z 200 e = T N
e Lol = Lol T Topology
b A - o — Balanced binary tree
£ 100 //l’:, ///’/’, B.I] anced k.nn ary tree
] ’é,,,f ! == === Ring/chain
* 0 z— e— || e Time-varying exponential
0 20 40 60 80 100 0 20 40 60 80 100
Number of workers (1) Number of workers ()

Fig. 5.2 Time required to optimize random quadratics (02 = 0,79 = 10,L = 1, = 0.5) to
suboptimality < 1076 with varying numbers of workers with tuned constant learning rates. On
a ring (---), m D? and m RelaySGD require steps linear in the number of workers, and this
number is independent of the data heterogeneity. RelaySGD reduces this to logn on a balanced
tree topology (—), but trees do not improve m D? or m Gradient Tracking. For m SGP with
time-varying exponential topology (----), the number of steps does not consistently grow with
more workers, but this number becomes higher with more heterogeneity (left v.s. right plot).
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Suboptimality f(X)— f(x*)

0 100 200 300 400 500 0 20000 40000 60000 80000
Steps # parameter vectors sent and received

Fig. 5.3 Performance of m RelaySGD on spanning trees of the Social Network graph (32 nodes)
found using Spanning Tree Protocol, compared to m DP-SGD and = D? on the full network. Solid
lines (—) indicate spanning trees while dashed lines (---) indicate the full graph. The figure on
the right shows one spanning tree on top of the original network. Learning rates are tuned to
reach suboptimality < 107 on random quadratics ((? = 0.1,02 =0.1,79 = 1,L = 1, = 0.5).
m RelaySGD on spanning trees converges as fast as m D? on the full network, while the total
communication on spanning trees is smaller than on the full graph.

5.6.2 Spanning trees compared to other topologies

RelaySGD cannot utilize all available edges in arbitrary networks to communicate, but is
restricted to a spanning tree of the graph. We empirically find that this restriction is not
limiting. In Figure 5.3, we take an organic social network topology based on the Davis Southern
Women graph [Davis et al., 1930] from NetworkX |Hagberg et al., 2008b|, and construct random
spanning trees found by the Spanning Tree Protocol [Perlman, 1985|. On any such spanning
tree, RelaySGD optimizes random heterogeneous quadratics as fast as D? on the full graph with
Metropolis-Hastings weights [Xiao and Boyd, 2004, significantly faster than DP-SGD.

For decentralized learning used in a fully-connected data center for communication efficiency,
the deep learning experiments below show that RelaySGD on double binary trees outperforms the
most popular non-tree-based communication scheme used in decentralized deep learning [Assran
et al., 2019al.

5.6.3 Effect of data heterogeneity in decentralized deep learning

We study the performance of RelaySGD in deep-learning based image- and text classification.
While the algorithm is theoretically independent of dissimilarities in training data, other methods
(D2, RelaySGD/Grad) that have the same property often lose accuracy in the presence of high
data heterogeneity Lin et al. [2021b]. To study the dependence of RelaySGD in practical deep
learning, we partition training data strictly across 16 workers and distribute the classes using a
Dirichlet process [Lin et al., 2021b; Yurochkin et al., 2019]. The Dirichlet parameter o controls

the heterogeneity of the data across workers.



62 RelaySum for Decentralized Deep Learning on Heterogeneous Data

We compare RelaySGD against a variety of other algorithms. DP-SGD [Lian et al., 2017b]
is the most natural combination of SGD with gossip averaging, and we chose D? [Tang et al.,
2018] to represent the class of previous work that is theoretically robust to heterogeneity. We
extend D? to allow varying step sizes and local momentum, according to Appendix D.4.4, and
make it suitable for practical deep learning. Although Stochastic Gradient Push [Assran et al.,
2019a] is not theoretically independent of data heterogeneity, it is a popular choice in the data
center setting, where they use a time-varying exponential scheme on 2% workers that mixes
exactly uniformly in d rounds (Appendix D.4.6). We also compare to DP-SGD with quasi-global
momentum [Lin et al., 2021b], a practical method recently introduced to increase robustness to
heterogeneous data.

Table 5.1 evaluates RelaySGD in the fully-connected data center setting where we limit the
communication budget per iteration to two models. We use 16-workers on Cifar-10, following
the experimental details outlined in Appendix D.2 and hyper-parameter tuning procedure from
Appendix D.3. For this experiment, we consider three topologies: (1) double binary trees as
described in § 5.4, (2) rings, and (3) the time-varying exponential scheme of Stochastic Gradient
Push (SGP) |Assran et al., 2019a|. Because SGP normally sends/receives only one model per
communication round, we execute two synchronous communication steps per gradient update,
increasing its latency. The various algorithms compared have different optimal topology choices.
In Table 5.1 we only include the optimal choice for each algorithm. Table 5.2 qualitatively
compares the possible combinations. We opt for the VGG-11 architecture because it does not
feature BatchNorm Ioffe and Szegedy [2015]. BatchNorm poses particular challenges to data
heterogeneity, and the search for alternatives is an active, and orthogonal, area of research [Liu
et al., 2020].

Even though RelaySGD does not use a time-varying topology, it performs as well as or better
than SGP, and RelaySGD with momentum suffers minimal accuracy loss up to heterogeneity
a = 0.01, a level higher than considered in previous work [Lin et al., 2021b]. While D? is
theoretically independent of data heterogeneity, and while some of its random repetitions yield
good results, it is unstable in the very heterogeneous setting. Moreover, Figure 5.4 shows that
workers with RelaySGD achieve high test accuracies quicker during training than with other
algorithms.

These findings are confirmed on ImageNet Deng et al. [2009] with the ResNet-20-EvoNorm
architecture [Liu et al., 2020] in Table 5.3. On the BERT fine-tuning task from [Lin et al.,
2021b], Table 5.4 demonstrates that RelaySGD with the Adam optimizer, customary for such

NLP tasks, outperforms all compared algorithms.

5.6.4 Robustness to unreliable communication

Peer-to-peer applications are a central use case for decentralized learning. Decentralized

learning algorithms must therefore be robust to workers joining and leaving, and to unreliable
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Table 5.1 Cifar-10 Krizhevsky [2012] test accuracy with the VGG-11 architecture. We vary the
data heterogeneity « [Lin et al., 2021b| between 16 workers. Each method sends/receives 2
models per iteration. We use a ring topology for DP-SGD and D? because they perform better
on rings than on trees. RelaySum with momentum achieves the best results across all levels of

data heterogeneity.

Algorithm Topology a = 1.00 a=0.1 a=.01
(optimal c.f. Ta- (most homogeneous) (most heterogeneous)
ble 5.2)
All-reduce (baseline) fully connected 87.0% +— 87.0% —H#—  87.0% ¥+
+momentum 90.2% ——H 90.2% —#  90.2% ———
RelaySGD binary trees 87.4% #w— 86.9% ——#—  84.6% — H
+local momentum 90.2% —Hi» 89.5% ——#  89.1%
DP-SGD * ring 87.4% H——> 79.9% +—— 53.9% +——
+quasi-global mom.t 89.5% ——H— 84.8% — #H——+  63.3% ————
D2 i ring 87.2% H——— 84.0% +—+—  382%
+local momentum 88.2% —H—— 88.5% —— >  61.0% —
Stochastic gradient pushY  time-varying 87.4% H— 86.7% ——H—  86.7T% —
exponential ¥
+local momentum 89.5% ——H— 89.2% ——#  875% W

* DP-SGD [Lian et al., 2017b]

T DP-SGD +quasi-global mom. [Lin et al., 2021b]
D2 [Tang et al., 2018]

¥ Stochastic gradient push [Assran et al., 2019a]

Table 5.2 Motivation of topology choices. For each algorithm, we compare 4 topologies
configured to send/receive 2 models at each SGD iteration. The algorithms have different

optimal topologies.

Algorithm Ring Chain (= spanning tree of ring)  Double binary trees  Time-varying exponential ¥
RelaySGD inferior (D.5.1) Best result

DP-SGD Best result inferior inferior (D.5.1)

D2 Best result inferior inferior (D.5.1)

SGP Best result

¥ Stochastic gradient push [Assran et al., 2019a]

90%

50%

Cifar-10 Test Accuracy

0 150 175 200
Epochs

Fig. 5.4 Test accuracy during training of 16 work-
ers with heterogeneous data (a = 0.01) on Cifar-
10. Like, with the m all-reduce baseline, all work-
ers in m RelaySGD on double binary trees quickly
reach good accuracy, while this takes longer for
m SGP with time-varying exponential topology and

D? on a ring. m DP-SGD does not reach good
accuracy with such heterogeneous data.



64 RelaySum for Decentralized Deep Learning on Heterogeneous Data

Table 5.3 Test accuracies on ImageNet, using 16 workers with heterogeneous data (o = 0.1).
Even when communicating over a simple chain network, RelaySGD performs similarly to SGP
with their time-varying exponential communicating scheme. Methods use default learning rates
(Appendix D.3.2).

Algorithm Topology Top-1 Accuracy

Centralized (baseline) fully-connected 69.7%

RelaySGD w/ momentum double binary trees 60.0%

DP-SGD * w/ quasi-global momentum?  ring 55.8%

D2 i w/ momentum ring diverged at epoch 65, at 49.5%
SGPY w/ momentum time-varying exponential 58.5%

* DP-SGD [Lian et al., 2017b]

T DP-SGD +quasi-global mom. [Lin et al., 2021b]
¥ D? [Tang et al., 2018]

¥ Stochastic gradient push [Assran et al., 2019a]

Table 5.4 DistilBERT [Sanh et al., 2019|

Algorithm Topology Top-1 Accuracy fine-tuning on AG news data [Zhang et al.,
Centralized Adam fully-connected 94.2% + 0.1% ; 3

Relay-Adam donbla e 93.2% & 0.6% 2015] using 16 nodes with heterogeneous
DP-SGD Adam ring 87.3% + 0.6% data (« = 0.1). Transformers are usu-
Quasi-global Adam{  ring 88.3% + 0.7% ally trained with Adam, and RelaySGD
SGPY Adam time-varying exp. 88.3% =+ 0.3%

- naturally supports Adam updates. (Ap-
DP-SGD +quasi-global mom. [Lin et al., 2021b] :
¥ Stochastic gradient push [Assran et al., 2019a] pendlx D23>

Table 5.5 Robustness to unreliable networks. On Cifar-10/VGG-11 with 16 workers and hetero-
geneous data (a = 0.01), we compare momentum versions of the best-performing algorithms
from Table 5.1. RelaySGD with the robust update rule 5.1 can tolerate up to 10% dropped
messages and converge to full test accuracy. Only SGP with the time-varying exponential
scheme shares this property.

Algorithm Topology Reliable network 1% dropped msgs  10% dropped msgs
RelaySGD w/ momentum trees 89.2% 89.3% 89.3%

DP-SGD * w/ quasi-global m.T  ring 69.3% diverges diverges

D2 ¥ w/ momentum ring 87.4% diverges diverges

SGPY w/ momentum time-varying 88.5% 88.6% 88.1%

* DP-SGD [Lian et al., 2017b]

T DP-SGD +quasi-global mom. [Lin et al., 2021b]
¥ D? [Tang et al., 2018]

¥ Stochastic gradient push [Assran et al., 2019a]
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communication between workers. Gossip averaging naturally features such robustness, but for
methods like D?, that correct for local data biases, achieving such robustness is non-trivial.
As a proxy for these challenges, in Table 5.5, we verify that RelaySGD can tolerate randomly
dropped messages. The algorithm achieves this by reliably counting the number of models
summed up in each message. For this experiment, we use an extended version of Algorithm 6,
where line 10 is replaced by

LD 1 (m§t+1/2) + Y en mgtln F(n— ﬁ(t+1))wgt))_ (5.1)

% n i

We count the number of models received as i, and substitute any missing models (< n) by the
(t)

previous state ;. RelaySGD trains reliably to good test accuracy with up to 10% deleted
messages. This behavior is on par with a similarly modified SGP [Assran et al., 2019a| that
corrects for missing energy. In contrast, D? and DP-SGD with quasi-global momentum are

unstable with undelivered messages.

5.7 Conclusion

Decentralized learning has great promise as a building block in the democratization of deep
learning. Deep learning relies on large datasets, and while large companies can afford those,
many individuals together can, too. Of course, their data does not follow the exact same
distribution, calling for robustness of decentralized learning algorithms to data heterogeneity.
Algorithms with this property have been proposed and analyzed theoretically, but they do not
always perform well in deep learning.

In this paper, we propose RelaySGD for distributed optimization over decentralized networks
with heterogeneous data. Unlike algorithms based on gossip averaging, RelaySGD relays models
through spanning trees of a network without decaying their magnitude. This yields an algorithm
that is both theoretically independent of data heterogeneity, but also high performing in actual
deep learning tasks. With its demonstrated robustness to unreliable communication, RelaySGD
makes an attractive choice for peer-to-peer deep learning and applications in large-scale data

centers.






Chapter 6

Debiasing Conditional Stochastic

Optimization

6.1 Preface

Contribution and sources. This chapter reproduces He and Kasiviswanathan [2023]. In this
work, the central ideas and experimental frameworks were developed primarily by the author,

with input and guidance from Shiva Prasad Kasiviswanathan. Detailed individual contributions:

e Lie He (author): Conceptualization, Writing (original draft preparation), Formal Analysis,
Software.
e Shiva Prasad Kasiviswanathan: Conceptualization, Writing (original draft preparation),

Formal Analysis, Supervision, Administration.

Summary. Conditional Stochastic Optimization (CSO) problem covers a wide range of
bilevel optimization problems, including first order MAML, instrumental variable regression,
etc. However, stochastic gradients of CSO problems are typically biased, which leads to much
larger sample complexity than standard stochastic optimization to reach stationary point.

In this paper, we propose a novel extrapolation-based scheme to mitigate the bias in gradient
estimations and propose new algorithms that incorporate this scheme, offering improved sample
complexity for CSO problems. The theoretical foundation and practical applications of these

methods are demonstrated with comprehensive data and experimental results.

6.2 Introduction

In this paper, we investigate the conditional stochastic optimization (CSO) problem as presented
by Hu et al. [2020b], which is formulated as follows:

min F(x) = Ee[f (Eyiclon(; O], (CS0)
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where ¢ and 7 represent two random variables, with 7 conditioned on §. The f¢ : R — R and
gy : R — RP denote a stochastic function and a mapping respectively. The inner expectation is
calculated with respect to the conditional distribution of n|£. In line with the established CSO
framework [Hu et al., 2020a,b], throughout this paper, we assume access to samples from the
distribution P(¢) and the conditional distribution P(n|¢).

Many machine learning tasks can be formulated as a CSO problem, such as policy evaluation
and control in reinforcement learning [Dai et al., 2018; Nachum and Dai, 2020], and linearly-
solvable Markov decision process |Dai et al., 2017]. Other examples of the CSO problem include
instrumental variable regression [Muandet et al., 2020| and invariant learning [Hu et al., 2020b].
Moreover, the widely-used Model-Agnostic Meta-Learning (MAML) framework, which seeks
to determine a meta-initialization parameter using metadata for related learning tasks that
are trained through gradient-based algorithms, is another example of a CSO problem. In this
context, tasks £ are drawn randomly, followed by the drawing of samples n|{ from the specified
task [Finn et al., 2017]. It is noteworthy that the standard stochastic optimization problem
ming E¢[fe(x)] represents a degenerate case of the CSO problem, achieved by setting g, as an
identity function.

In numerous prevalent CSO problems, such as first-order MAML (FO-MAML) [Finn et al.,
2017|, the outer random variable £ only takes value in a finite set (say in {1,...,n}). These
problems can be reformulated to have a finite-sum structure in the outer loop and referred to as
Finite-sum Coupled Compositional Optimization (FCCO) problem in [Jiang et al., 2022; Wang
and Yang, 2022]. In this paper, we also study this problem, formulated as:

i Fu(2) = 50 i(Eqplon(as ). (FOCO)

The FCCO problem also has broad applications in machine learning for optimizing average

precision, listwise ranking losses, neighborhood component analysis, deep survival analysis, deep
latent variable models [Jiang et al., 2022; Wang and Yang, 2022].

Although the CSO and FCCO problems are widespread, they present challenges for op-

timization algorithms. Based on the special composition structure of CSO, using chain rule,

under mild conditions, the full gradient of CSO is given by

VF(:B) = E€ [ (En\f[v.gn(x§ 5)])T Vfg(Emg[gn(CC; 5)])}

Constructing an unbiased stochastic estimator for the gradient is generally computationally
expensive (and even impossible). A straightforward estimation of VF(x) is to estimate E¢ with
1 sample of £, estimate E,¢[g,(-)] with a set H¢ of m independent and identically distributed
(i.i.d.) samples drawn from the conditional distribution P(n[¢), and E, [V g,(-)] with a different
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set E[g of m i.i.d. samples drawn from the same conditional distribution, i.e.,

~

V(@) = (5 Toc, Vor(®:9) VIelE Een, 0n(:6)). (6.1)

Note that V F},(x) consists of two terms. The first term, (1/m) Zﬁeﬁg Vgi(x;€), is an unbiased

estimate of E,¢[Vgy(x; £)]. However, the second term is generally biased, i.e.,

Epe[V fe (o e, 9n(@: )] # V fe(Eyjelgn (2: )

Consequently, VF},,(x) is a biased estimator of VF(z). To reach the e-stationary point of F(x)
(Definition 6.1), the bias has to be sufficiently small.

Optimization with biased gradients converges only to a neighborhood of the stationary
point. While the bias diminishes with increasing batch size, it also introduces additional sample
complexity. For nonconvex objectives, Biased Stochastic Gradient Descent (BSGD) requires a
total sample complexity of O(e~%) to reach an e-stationary point [Hu et al., 2020b]. This contrasts
with standard stochastic optimization, where sample-averaged gradients are unbiased with a
sample complexity of O(e~*) [Arjevani et al., 2022; Ghadimi and Lan, 2013]. This discrepancy
has spurred a multitude of proposals aimed at reducing the sample complexities of both CSO
and FCCO problems. Hu et al. [2020b] introduced Biased SpiderBoost (BSpiderBoost), which,
based on the variance reduction technique SpiderBoost from Wang et al. [2019], reduces the
variance of ¢ to achieve a sample complexity of O(e~?) for the CSO problem. Hu et al. [2021]
proposed multi-level Monte Carlo (MLMC) gradient methods V-MLMC and RT-MLMC to
further enhance the sample complexity to O(e~*). The SOX [Wang and Yang, 2022] and
MSVR-V2 [Jiang et al., 2022] algorithms concentrated on the FCCO problem and improved the
sample complexity to O(ne~*) and O(ne=3), respectively.

Our Contributions. In this paper, we improve the sample complexities for both the CSO
and FCCO problems (see Table 6.1). To facilitate a clear and concise presentation, we will

suppress the dependence on specific problem parameters throughout the ensuing discussion.

(a) Our main technical tool in this paper is an extrapolation-based scheme that mitigates. bias
in gradient estimations. Considering a suitably differentiable function ¢(-) and a random
variable 0 ~ D, we show that we can approximate the value of ¢(E[d]) via extrapolation from
a limited number of evaluations of ¢(d), while maintaining a minimal bias. In the context of
CSO and FCCO problems, this scheme is used in gradient estimation, where the function ¢

corresponds to V f¢ and the random variable § corresponds to gj,.

(b) For the CSO problem, we present novel algorithms that integrate the above extrapolation-
based scheme with BSGD and BSpiderBoost algorithms of Hu et al. [2020b]. Our algorithms,
referred to as E-BSGD and E-BSpiderBoost, achieve a sample complexity of O(e~*%) and

O(e=35) respectively, in order to attain an e-stationary point for nonconvex smooth objec-



70 Debiasing Conditional Stochastic Optimization

Problem Old Bounds Our Bounds

Algorithm Bound Algorithm Bound
CSO BSGD [Hu et al., 2020Db] 079 E-BSGD O(e49)
CSO BSpiderBoost [Hu et al., 2020b]  O(e~3)  E-BSpiderBoost O(e739)
CSO RT-MLMC [Hu et al., 2021] O(e™4)

O(ne™3) ifn <e2/3

FCCO MSVR-V2 [Jiang et al., 2022] O(ne? E-NestedVR
[Jiang et a | (ne?) este {O(max{ﬂ,\/}lé}), > 2/

Table 6.1 Sample complexities needed to reach e-stationary point for FCCO and CSO problems with nonconvex
smooth objectives. Assumptions are comparable, but our results require an additional mild regularity on fe¢ and
gy For FCCO also see Footnote 1. Note that Q(¢~?) is a sample complexity lower bound for standard stochastic
nonconvex optimization [Arjevani et al., 2022], and hence, also for the problems considered in this paper.

tives. Notably, the sample complexity of E-BSpiderBoost improves the best-known sample
complexity of O(ne~*) for the CSO problem from Hu et al. [2021].

(c) For the FCCO problem! we propose a new algorithm that again combines the extrapolation-
based scheme with a multi-level variance reduction applied to both inner and outer parts
of the problem. Our algorithm, referred to as E-NestedVR, achieves a sample complexity
of O(ne3) if n < e 2/3 and O(max{y/ne 2%, e*/\/n}) if n > e 2/3 for nonconvex smooth
objectives and second-order extrapolation scheme. Our bound is never worse than the O(ne=3)
bound of MSVR-V?2 algorithm of Jiang et al. [2022] and is in fact better if n = Q(e=2/3). As
an illustration, when n = ©(¢~1?), our bound of O(¢~32%) is significantly better than the
MSVR-V2 bound of O(¢~*9).

In terms of proof techniques, our approach diverges from conventional analyses for the CSO
and FCCO problems in that we focus on explicitly bounding the bias and variance terms
of the gradient estimator to establish the convergence guarantee. Compared to previous
results, our improvements do require an additional mild regularity assumption on f¢ and g,
mainly that V fe is 4th order differentiable. Firstly, as we discuss in Remark 2 most common
instantiations of CSO/FCCO framework such as: 1) invariant logistic regression Hu et al. [2020b],
2) instrumental variable regression [Muandet et al., 2020|, 3) first-order MAML for sine-wave few
shot regression |[Finn et al., 2017] and other problems, 4) deep average precision maximization [Qi
et al., 2021a; Wang et al., 2022a], tend to satisfy this assumption. Secondly, we highlight that
the bounds derived from previous studies do not improve when incorporating this additional
regularity assumption. Thirdly, Q(¢~3) remains the lower bound for stochastic optimization
even under the arbitrary smoothness constraint [Arjevani et al., 2020], demonstrating that our

improvement is non-trivial. Our results show that, this regularity assumption, which seems to

! For the FCCO problem we focus on n = O(e~?) case, for n = Q(¢~?) we can just treat the FCCO problem
as a CSO problem and get an O(e~3-%) sample complexity bound via our E-BSpiderBoost algorithm.



6.3 Stochastic Extrapolation as a Tool for Bias Correction 71

practically valid, can be exploited through a novel extrapolation-based bias reduction technique
to provide substantial improvements in sample complexity.?

We defer some additional related work to Appendix E.2 and conclude with some preliminaries.
Notation. Vectors are denoted by boldface letters. For a vector x, ||||2 denotes its f2-norm.
A function with k& continuous derivatives is called a C* function. We use a < b to denote that
a < Cb for some constant C' > 0. We consider expectation over various randomness: Egl:]
denotes expectation over the random variable £, E,¢[-] denotes expectation over the conditional
distribution of n|¢. Unless otherwise specified, for a random variable X, E[X| denotes expectation
over the randomness in X. We focus on nonconvex objectives in this paper and use the following

standard convergence criterion for nonconvex optimization |Jain et al., 2017].

Definition 6.1 (e-stationary point). For a differentiable function F(-), we say that x is a
first-order e-stationary point if |V F(x)||? < €2.

For notational convenience, in the rest of this paper, we omit the dependence on £ (or i in

the FCCO context) in the function g and use g, () to represent g,(x;¢).

6.3 Stochastic Extrapolation as a Tool for Bias Correction

In this section, we present an approach for tackling the bias problem as appears in optimization
procedures such as BSGD, BSpiderBoost, etc. Importantly, our approach addresses a general
problem appearing in optimization settings and could be of independent interest. All missing
details from this section are presented in § E.3.

For ease of presentation, we start by considering the 1-dimensional case and assume a
function ¢ : R — R, a constant s € R. Let § be a random variable drawn from an arbitrary
distribution D over R. In Sections 6.4 and 6.5, we apply these ideas to the CSO and FCCO
problems where the random variable ¢ is played by g¢,(-) and function ¢ is played by V fe.

Informally stated, our goal in this section will be to

[ Efficiently approximate ¢(s + E[d]) with few evaluations of {q(s + 0)}sp- ]

An interesting case is when s = 0, where we are approximating ¢(E[0]) with evaluations of
{q(0)}s~p. Now, if ¢ is an affine function, then g(s + E[d]) = E[g(s + J)]. However, the equality
does not hold true for general ¢, and there exists a bias, i.e., |¢(s + E[d]) — E[q(s + d)]| > 0.
In this section, we introduce a stochastic extrapolation-based method, where we use an affine
combination of biased stochastic estimates, to achieve better approximation.

Suppose g € C?* is a continuous differentiable up to 2k-th derivative and let h = E[§]. We
expand ¢(s + 0), the most straightforward approximation of ¢(s + E[d]), using Taylor series at

2Higher-order smoothness conditions have also been exploited in standard stochastic optimization for perfor-
mance gains [Bubeck et al., 2019].
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s + h, and take expectation,

Elg(s +0)] =q(s + h) + /(s + h) E[6 — ] + L E[(5 — h)2) + L2+ g5 — p)3)

q2k=1) (s4h) 5 (2k—1) 1 (2k) 5 2k (6'2>
oo g ELE = )] 4 i Elg®P (06) (6 — 1),

where ¢5 between s + 0 and s + h. While E[¢(s + §)] matches ¢(s + k) in the first 2 terms, the

third term is no longer zero. The approximation error (bias) is

|Ela(s + 6)] — (s + k) = TSV ES — 2)?] + . + gy Eld® (96) (6 — B)]).

In order to analyze the upper bound, we make the following assumption on D and gq.

Assumption B (Bounded moments). For all § ~ D has bounded higher-order moments:
o1 := |E[(6 — E[6])Y]| < o0 forl=2,3,...2k.

Assumption C (Bounded derivatives). The ¢ € C?* and has bounded derivatives, i.e., a; :=

Supsedom(q) |q(l) (3)| < o0 fO?” | = 1, 2, ey 2k.
In addition, we consider a sample averaged distribution D,,, derived from D as follows.

Definition 6.4. Given a distribution D satisfying Assumption B and m € N1, we define the
distribution D, that outputs § where § = % S8 with 5 iid oy

The moments of such distribution D,, decrease with batch size m as k > 2, | E[(6 — E[6])¥]| =
O(m~T¥/21) (see Lemma E.1). Our desiderata would be to construct a scheme that uses some
samples from the distribution D, to construct an approximation of ¢(s + E[d]) that satisfies the

following requirement.

Definition 6.5 (kth-order Extrapolation Operator). Given a function q : R — R satisfying
Assumption C and distribution D,, satisfying Assumption B, we define a kth-order extrapolation
operator Tlgi) as an operator from C** — C?* that given N = N(k) i.i.d. samples 01, ...,0n
from Dy, satisfies Vs € R: | E] ,n,(Lk)q(s)] —q(s +E[8])| = O(m™F).

We now propose a sequence of operators ﬁgzl, E(,i)n, L(Dgr)n, ... that satisfy the above definition.

The ,C(Dky)nq(s) is designed to ensure its Taylor expansion at s+ h has a form of ¢(s+h)+ O(E[(d —

h)?k]). The remainder O(E[(§ — h)?¥]) is bounded by O(m~*) due to Lemma E.1.
A First-order Extrapolation Operator. We define the simplest operator

ﬁ%,)nq ts > [q(s+0)] where § %% Dy

In Proposition E.1 (Appendix E.3), we show that Eg}n is a first-order extrapolation operator?

3Note that if the function ¢ is only L,-Lipschitz continuous, then |E[g(s+d)] —q(s+E[])| <
VLZE[]o —E[d]]]? < Lav%  Therefore, in this case, ¢(s + §) does not satisfy the first-order guarantee.

ml/2
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B4 lq(s + £L61) — £, q(s)]] T = — Ee qis)]

< Rafaen—\ >~ 3510'1— FIe2) ()] __
<2 Ims +(3)

2. . F1£§)q(5)]

= 31— cBlae S

o 1 ~(2) T

=10 Ly, q(s) Y 107

5 £§a(s) b

§100' Y T 7 3 7 5 E1 H

0 0 0 5 5 P 0 s T T
Number of estimates m

(a) q(s) = s%/2, § ~ N'(10,100), m = 1. (b) q(s) = s*, p(6) = 6/2 where 6 € [0, 2].

Fig. 6.1 The Fig. 6.la investigates the estimation errors of £()g(s) with their number of
observations. The Fig. 6.1b compares the biases of E[£()¢(s)] with increasing inner batch size
m.

(2)

A Second-order Extrapolation Operator. We define the following linear operator £’

which transforms ¢ € C* into Eg}nq which has lesser bias (but similar variance, as shown later).
Definition 6.6 (L(gzn Operator). Given Dy, and q, define the following operator,

Lglq PS> [2 ~q(s+ 51;52) — Q(S+61);q(s+62)] where 41, o iid D,

Note that 61;52 is same as sampling from D,,,. The absolute difference in the Taylor

expansion of Egr)nq at s+ h differs from g(s + h) as,

O ([E[2852 — n? = 131 = ) + (82 = 1)*)]|) = OU(ELE = W) for & " Dy (6.3)

The bias error of this scheme can be bounded through the following proposition.

Proposition 6.1 (Second-order Guarantee). Assume that distribution D, and q(-) satisfies

Assumption B and C respectively with k = 2. Then, for all s € R, [ﬁg}nq(s)} —q(s+E[0))] <

o4— 302
ms

dago3+9as02 + 5a4
48m?

Remark 1. While extrapolation is motivated by Taylor expansion which requires smoothness,
higher order derivatives are not explicitly computed. Appendix FE.6.3 empirically shows that
applying extrapolation to non-smooth functions achieves similar bias correction. Relaxing the

smoothness conditions is a direction for future work.

The above proposition shows that Egr)n

k = 2 under Definition 6.5. We will use this operator when we consider the CSO and FCCO

problems later. Now, focusing on variance, we can relate the variance of L( ) q(s) in terms of

is in fact a second-order extrapolation operator with

the variance of ¢(s + 9). In particular, a consequence of Lemma E.2 is that

’!n

E | (£hnals) — E[L5) a()])’] = OEl(a(s + ) — Ela(s + ))?)).



74 Debiasing Conditional Stochastic Optimization

Extension of Eg?n to Higher-dimensional Case. If ¢ : R — R’ is a vector-valued function,
then there is a straightforward extension of Definition 6.6. Now, for distribution D over RP and

corresponding sampled averaged distribution D,,, and s € RP

Lo g: s (2 q(s+ 2% — AeHTUER | whore 61,8y K Dy (64)

Higher-order Extrapolation Operators. The idea behind the construction of Egr)n can
be generalized to higher k’s. For example, in Proposition E.2, we construct a third-order

extrapolation operator E(Dgr)n through higher degree Taylor series approximation

L5 q:s = (~geLp), +5L5), —§Lp), — $LD) +3L5) Jals).
While this idea of expressing the k-th order operator as an affine combination of lower-order
operators works for every k, explicit constructions soon become tedious.

In Fig. 6.1, we empirically demonstrate the effectiveness of extrapolation in stochastic
estimation. * In Fig. 6.1a, we choose ¢(s) = s?/2, § ~ N(10,100). For both Eggmq(s) and
Eg’;q(s), their estimation errors converge to 0 with increasing number of estimates. This
coincides with Proposition 6.1 as a3 = 0 and a4 = 0 for quadratic ¢q. In contrast, biased first
order method only converges to a neighborhood. In Fig. 6.1b, we consider ¢(s) = s* and
p(d) = /2 where 6 € [0,2]. All three methods are biased and their biases decrease with m,
i.e. O(m~*) for kth order method. Depending on the constants (e.g. a;, 0;), a higher-order
extrapolation method may need decently large m (burn-in phase) to outperform lower-order

methods.

6.4 Applying Stochastic Extrapolation in the CSO Problem

In this section, we apply the extrapolation-based scheme from the previous section to reduce
the bias in the CSO problem. We focus on variants of BSGD and their accelerated version
BSpiderBoost based on our second-order approximation operator (Definition 6.6). Let He, ﬁg,
and H é indicate different sets, each of which contains m i.i.d. random variables/samples drawn
from the conditional distribution P(n|£). Remember that, as mentioned earlier, we use g,(x) to
represent gp(x;§).

Extrapolated BSGD. At time ¢, BSGD constructs a biased estimator of VF(z!) using one

sample ¢ and 2m i.i.d. samples from the conditional distribution as in (6.1)

Gsap = (m el Vgﬁ(mt))Tfo (m > _neH, gn(x")). (6.5)

4We use Lgfm, ll(gém, Eg’:ﬂ to ensure that each estimate uses same amount of samples (12m).
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To reduce this bias, we apply the second-order extrapolation operator from (6.4). At time ¢,

we define DZJ? to be the distribution of the random variable -1 > ne He gn(z'). Then we apply
Egt)ﬂ by setting ¢ to V f¢ and s =0, i.e.

g,

E(ggﬂvfé(O) =2V /e (ﬁ ZT]EH& gn(@') + ﬁ Zn’eHé Iy’ (wt)))

3
3 (VSelE Zoen 90@) + VIe(E Sypemy 9(@1)) s (66)

where L Z??GHg gn(z") and %Zn’eHé gy (x?) are iid. drawn from D;%l. In Algorithm 16

(Appendix E.1), we present our extrapolated BSGD (E-BSGD) scheme, where we replace

Vfe(L ZTIGHg gn(x')) in (6.5) by E(;t)HVfg(O) resulting in this following gradient estimate:
9,¢

.
Giftsan = (i Lger, Y91(@)) Lt VI(0) (6.7
g9,

Extrapolated BSpiderBoost. BSpiderBoost, proposed by Hu et al. [2020b], uses the variance
reduction methods for nonconvex smooth stochastic optimization developed by Fang et al. [2018];
Wang et al. [2019]. BSpiderBoost builds upon BSGD and has two kinds of updates: a large
batch and a small batch update. In each step, it decides which update to apply based on a
random coin. With probability pout, it selects a large batch update with B; outer samples of
&, With remaining probability 1 — poys, it selects a small batch update where the gradient
estimator will be updated with gradient information in the current iteration generated with
By outer samples of £ and the information from the last iteration. Formally, it constructs a

gradient estimate as follows,

¢ 1 t+1 ¢ :
Ghsp + B; 2oeeBs Boj=B, (Gnsap — Gisgp)  With prob. 1 — poyt

Gt+1 _
BSB —

1 t+1 .
B Z561’51,|lf>’1|:B1 GBSGD with prob. Dout -

(6.8)

We propose our extrapolated BSpiderBoost scheme (formally defined in Algorithm 17,
Appendix E.1) by replacing the BSGD gradient estimates in (6.8) with E-BSGD.

1 t+1 .
t+1 GE-BSB + 35 desz,|62|:BQ(GE-BSGD - GE-BSGD) with prob. 1 — pout
GE—BSB - (69)

1 i+1 .
Br ZéeBl,lBl\:Bl GEBsaD with prob. pout.

Sample Complexity Analyses of E-BSGD and E-BSpiderBoost. We adopt the stan-
dard assumptions used in the literature [Qi et al., 2021b; Wang and Yang, 2022; Wang et al.,
2022b; Zhang and Xiao, 2021]. All proofs are deferred to § E.4.

Assumption G (Lower bound). F' is lower bounded by F*.



76 Debiasing Conditional Stochastic Optimization

Assumption H (Bounded variance). Assume that g, and Vg, have bounded variances, i.e.,
for all & in the support of P(€) and x € RP, o7 := E¢[llgy(2;€) — Epelgn(x: O)]II3] < 0o and
Co = Eniell Vgn(@: ) — Eypje[Vay(z: ]3] < oo

Assumption I (Lipschitz continuity /smoothness of f¢ and g,). For all £ in the support of
P(&), fe(-) is Cy-Lipschitz continuous (i.e., ||fe(x) — fe(2)]]2 < Cfl|le — &'||2 Vo, x’ € RP)
and L¢-Lipschitz smooth (i.e., |V fe(x) — Vfe(a')||2 < Ly||le — 2|2, YV, 2’ € RP) for any .
Similarly, for all § in the support of P(§) and n in the support of P(n|), gy(-:&) is Cy-Lipschitz

continuous and Lgy-Lipschitz smooth.

The smoothness of f¢ and g, naturally implies the smoothness of F'. Zhang and Xiao [2021,
Lemma 4.2] show that Assumption I ensures F is: 1) Cp-Lipschitz continuous with Cr = C;Cy;
and 2) Lp-Lipschitz smooth with Ly = L,Cy + C’gLf. We denote Ly = ¢Cr + a4,CyLy.
Moreover, Assumption I also guarantees that f¢ and g, have bounded gradients. In addition,
fe and g, are assumed to satisfy the following regularity condition in order to apply our

extrapolation-based scheme from § 6.3.

Assumption J (Regularity). For all £ in the support of P(§), V f¢ is 4th-order differentiable with
bounded derivatives (i.e., a; := supgeRpHV(l)fg(g)Hg < oo forl=1,2,3,4, Ve € RP) and g, has
bounded moments upto fth-order (i.e., o}, = SUpzera Supg Eyj¢ [Zle [gn(x) — En\E[gn(w)Hﬂ <
0o k=1,2,3,4).

Remark 2. The core piece of Assumption J is the 4th order differentiability of V f¢ as other parts
can be easily satisfied through appropriate boundedness assumptions. This condition though is
satisfied by common instantiations of CSO/FCCO. We discuss some examples including invariant
logistic regression, instrumental variable regression, first-order MAML for sine-wave few-shot
regression task, deep average precision mazximization in § 2.7. Therefore, our improvements in

sample complexity apply to all these problems.

Consider some time ¢ > 0. Let G'*! be a stochastic estimate of VF(z') where x! is the
current iterate. The next iterate z'*! := 2! — vG*. Let E[-] denote the conditional expectation,
where we condition on all the randomness until time ¢. We consider the bias and variance terms
coming from our gradient estimate. Formally, we define the following two quantities

£l = V(') — E[CY[3, €4 = Efle™ — E[G ).

bias var

Our idea of getting to an e-stationary point (Definition 6.1) will be to ensure that L and

bias
t+1
gvar

and variance terms for the various gradient estimates considered. For this purpose, we first

are bounded. The main technical component of our analyses is in fact analyzing these bias

analyze the bias and variance terms for the (original) BSGD (Lemma E.5) and BSpiderBoost
(Lemma E.7) algorithms, which are then used to get the corresponding bounds for our E-BSGD
(Lemma E.6) and E-BSpiderBoost (Lemma E.8) algorithms. Through these bias and variance

bounds, we establish the following main results of this section.
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Theorem 6.2. [E-BSGD Convergence] Consider the (CSO) problem. Suppose Assumptions
G, H, I, J hold true and LF,CF,EF,Cg,F* are constants and Ce(f;g) := 8‘1303+186;éo§+5a4o4
defined in § E.4.1 are associated with second order extrapolation in the CSO problem. Let step
sizey < 1/(2Lp). Then the output ° of E-BSGD (Algorithm 16) satisfies: E[|VF(z*)|3] < €,

for nonconvez F, if the inner batch size m = Q(Cnge_1/2), and the number of iterations

T = Q(Lp(F(@) — F*) (B fm+ C2)e ™).

The E-BSGD takes O(e~?) iterations to converge and compute O(e~%%) gradients per
iteration. Therefore, its resulting sample complexity is (’)(6*4'5) which is more efficient than
O(e7%) of BSGD. Similar improvements can be observed for E-BSpiderBoost in Theorem 6.3.

Theorem 6.3. [E-BSpiderBoost Convergence] Consider the (CSO) problem under the same
assumptions as Theorem 6.2. Let step sizey < 1/(13Lp). Then the output *° of E-BSpiderBoost
(Algorithm 17) satisfies: E[||VF(x®)||3] < €2, for nonconvex F, if the inner batch size m =
O(C.Cye="?), the hyperparameters of the outer loop of E-BSpiderBoost By = (i%/m—&—C%)e*Q, By =
V/Bi, pouw = 1/Ba, and the number of iterations

T = Q(Lp(F(x®) — F*)e ?).

The resulting sample complexity of E-BSpiderBoost is O(e=3%), which improves O(e~)
bound of BSpiderBoost [Hu et al., 2020b] and O(¢~*) bound of V-MLMC/RT-MLMC [Hu et al.,
2021].

6.5 Applying Stochastic Extrapolation in the FCCO Problem

In this section, we apply the extrapolation-based scheme from § 6.3 to the FCCO problem.
We focus on case where n = O(e~2). For larger n, we can treat the FCCO problem as a CSO
problem and get an O(e~3%) bound from Theorem 6.3. All missing details are presented in
Appendix E.5.

Now, a straightforward algorithm for FCCO is to use the finite-sum variant of SpiderBoost
(or SPIDER) |Fang et al., 2018; Wang et al., 2019] in Algorithm 17. In this case, if we choose the
outer batch sizes to be By = n, By = \/n and the inner batch size to be m = max{e~2/n, e /2}.
The resulting sample complexity of E-BSpiderBoost now becomes, O(max{y/n/e??,1/y/ne*}),
which recovers O(e3-%) bound as in Theorem 6.3 for n = ©(e~2). However, when n is small, such
as n = O(1), the sample complexity degenerates to O(¢~*) which is worse than the Q(e~3) lower
bound of stochastic optimization [Arjevani et al., 2022]. We leave the details to Theorem E.5.
We still use Assumptions G, H, I, J for the analysis of FCCO problem, replacing the role of £

with 1.
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Algorithm 7 E-NestedVR
1: Input: z° € RY, step-size v, batch sizes Si, Sa, Bi, Ba, Probability pin, Pout
2: fort=0,1,..., 7 —1do
3: if (¢t =0) or (with prob. poy) then > Large outer batch

4: for i € By ~ [n] with |Bi| = By do
5: draw y!*! from distribution D;‘j‘il defined in (6.10)
6: compute 2/ using (6.11) and define ¢! = x*
2)
T Gitive = B% Zzegl(ZtH)Tﬁ( t+1sz( )
8: else > Small outer batch
9: for i € By with ’BQ| = By do
10: draw y!t! and y! from distribution Dtﬂ and D, ; defined in (6.10)
11: compute th usmg (6. 11) and define d)t = !
2
1
13: ' = 2! — VG R

14: Output: 2 picked uniformly at random from {x!} !

Extrapolated NestedVR. We now introduce a nested variance reduction algorithm E-NestedVR
which reaches low sample complexity for all choices of n. Missing proofs from this section are
presented in § E.5. For the stochasticities in the FCCO problem, our idea is to use two nested
SpiderBoost variance reduction components: one for the outer random variable 7 and the other
for the inner random variable n|i. In each outer (resp. inner) SpiderBoost step, we choose large
batch By (resp. S7) with probability pout (resp. pin); otherwise we choose small batch. Let H;
denote a set of m i.i.d. samples drawn from the conditional distribution P(|i). Similarly, let H;
denote another set of m i.i.d. samples drawn from the same conditional distribution. For each

given i, we approximate E,;[g,(z")] with yt from distribution DHI where,

1) 3 ger, 9n(xh) with prob. pi, or ¢ =0 (6.10)
i = . ‘
Yi + 55 Dopem (9n(a") — g5(}))  with prob. 1 —py,.
Similarly, we approximate Eg;[Vgz;(x")] with 2! defined as follows
1 : . _
2t 5 EneH Vgi(x") with prob. py, or t =0 (6.11)

2+ g Yieir,(Voa(®') — Vgi(@h))  with prob. 1 — pin,

where ¢! is the last time i is visited before time ¢. If 4 is not selected at time ¢, then yf“ =yt

1
l— z . Note that we use independent samples for yl“r1 and th

and z;
Finally, we present E-NestedVR in Algorithm 7 where second-order extrapolation operator
£ is applied to each occurrence of V f;. We now analyze its convergence guarantee. Our

analysis works by first looking at the effect of multi-level variance reduction without the
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extrapolation (that we refer to as Nested VR, Theorem E.6, Appendix E.5.2), and then showing

how extrapolation could further help to drive down the sample complexity.

Theorem 6.4. [E-NestedVR Convergence] Consider the (FCCO) problem. Under the same
assumptions as Theorem 6.2.
o Ifn=0(e?/3), then we choose the hyperaparameters of E-NestedVR (Algorithm 7) as
By =Bs=n,pout =1,51 = I~/2Fe_2,5’2 = f/FG_l,pm = fz;,ﬂle,’y = O(ﬁ)
o Ifn= 9(6_2/3), then we choose the hyperaparameters of E-NestedVR as By =n, Bs =
Vit Do = 1/, 81 = 85 = max { C.Cye /2, B3/ (n€)} pin = 1,7 = O(1%).
Then the output ° of E-Nested VR satisfies: E[|VF(x®)||3] < €2, for nonconver F with iterations

T=Q(Lp(F(x®) — F*)e?).

From Theorem 6.4, E-NestedVR has a sample complexity of O(ne~3) in the small n regime
(n = O(e~%/?)) and O(max{y/n/e*®,1/y/ne*}) in the large n regime (n = Q(e~2/3)). Therefore,
in the large n regime, this improves the O(ne=3) sample complexity of MSVR-V2 [Jiang et al.,
2022).

6.6 Applications

In this section, we demonstrate the numerical performance of our proposed algorithms. We focus
on the application of invariant logistic regression here. In Appendix E.6, we discuss performance
of our proposed algorithms on other common CSO/FCCO applications, including instrumental
variable regression and first-order model-agnostic meta-learning.

Invariant Risk Minimization. Invariant learning has wide applications in machine learning
and related areas [Anselmi et al., 2016; Mroueh et al., 2015]. Invariant logistic regression [Hu
et al., 2020b]| is formulated as follows:

min Be— (q,p) log(1 + exp(—bE,¢[n] )],

where a and b represent a sample and its corresponding label, and 7 is a noisy observation of the
sample a. This first part can be considered as a CSO objective, with fe(y) := log(1 + exp(—by))
and gp(x;§) == n'x. As the loss fe € C% is smooth, our results from Sections 6.4 and 6.5 are
applicable.

An /5-regularizer is added to ensure the existence of an unique minimizer. Since the gradient
of the penalization term is unbiased, we only have to consider the biasness of the data-dependent
term. We generate a synthetic dataset with d = 10 dimensions. The minimizer is drawn
from Gaussian distribution * ~ N(0,1) € R?. We draw invariant samples {(a;, b;)}; where
a; ~ N(0,1) € R? and compute b; = sgn(a; =*). Given each ¢ = (a;,b;), we draw perturbed
observations 1 ~ A(a;, 100) € RY.
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(a) CSO: Large n = 50000 (b) FCCO: small n = 50

Fig. 6.2 Performances of algorithms and their extrapolated versions on the invariant logistic
regression task. Algorithms in each subplot use the same amount of inner batch size in each
iteration. The shaded region represents the 95%-confidence interval computed over 10 runs.

We consider drawing ¢ from a large set (n = 50000) and a small set (n = 50) as CSO
and FCCO problems respectively. As baselines, we implemented the BSGD and BSpiderBoost
methods from [Hu et al., 2020b], V-MLMC approach from [Hu et al., 2021], and NestedVR
approach from Appendix E.5.2 which achieves the same complexity as MSVR-V2 [Jiang et al.,
2022| for the FCCO problem. The results are shown in Fig. 6.2. In the CSO setting, we compare
biased gradient methods with their extrapolated variants (BSGD vs. E-BSGD, BSpiderBoost
vs. E-BSpiderBoost, and NestedVR vs. E-NestedVR). The extrapolated versions of BSGD,
BSpiderBoost, and NestedVR, consistently reach lower error than their non-extrapolated coun-
terparts, as is evident in Figure 6.2a. In this case, the performance of BSpiderBoost is similar
to BSGD as also noted by the authors of these techniques [Hu et al., 2020b|, and a drawback
of BSpiderBoost seems to be that it is much harder to tune in practice. However, it is clear
that E-BSGD outperforms BSGD, and E-BSpiderBoost outperforms BSpiderBoost, respectively.
In the FCCO setting, we compare extrapolation based methods and MLMC based methods.
Figure 6.2a, shows that E-NestedVR outperforms all other extrapolated algorithms, including
the V-MLMC approach of [Hu et al., 2021], matching our theoretical findings.

6.7 Concluding Remarks

In this paper, we consider the conditional stochastic optimization CSO problem and its finite-sum
variant FCCO. Due to the interplay between nested structure and stochasticity, most of the
existing gradient estimates suffer from large biases and have large sample complexity of O(e~%).
We propose stochastic extrapolation-based algorithms that tackle this bias problem and improve
the sample complexities for both these problems. While we focus on nonconvex objectives, our
proposed algorithms can also be beneficial when used with strongly convex, convex objectives.
We also believe that similar ideas could also prove helpful for multi-level stochastic optimization

problems [Zhang and Xiao, 2021| with nested dependency.
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Chapter 7

Conclusion and Future Work

Summary of Contributions

Machine learning, particularly deep learning, has become an indispensable tool for addressing
a broad spectrum of challenges. The growing need for distributed training allows models to
leverage collaborative data and computational resources, yielding better outcomes compared to
isolated training. However, the distributed paradigm introduces unique hurdles, primarily con-
cerning participant honesty and protocol compliance. Without adequate safeguards, Byzantine
adversaries can degrade model quality, while privacy adversaries might infer sensitive data from
inter-participant message exchanges. Such actors severely compromise the utility of collaborative
learning. In addition to utility, the expanding sizes of machine learning models and datasets
place a substantial burden on computational resources, making optimization a highly debated
subject. This thesis aims to enhance both the wtility and efficiency of distributed training.

For utility, we develop Byzantine-robust optimizers and extend them to be compatible with
secure multiparty computation (MPC) protocols. Our dual strategy for Byzantine robustness
involves clipping-based aggregation at the receiver’s end and variance reduction at the sender’s
end. Employing these techniques, we achieve Byzantine tolerance while preserving scalability.
Further, we amalgamate Byzantine robustness and input privacy by using secure MPC protocols
on multiple non-colluding servers.

On the efficiency front, we introduce a relay mechanism to decentralize communication,
mitigating slowdowns caused by data heterogeneity. We also address bias in conditional stochastic
optimization problems by applying extrapolation and variance reduction techniques, thereby
reducing sample complexity.

Despite our contributions, significant work remains. Certain limitations and assumptions

warrant further investigation:

e Improved Privacy: Our model assumes non-colluding servers to combine input privacy

and robustness but this assumption is not satisfied in typical federated learning setups.
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Other single-server solutions are computationally intensive [Burkhalter et al., 2021]. An

efficient single-server solution remains a challenge.

e Output Privacy: We focus on input privacy through secure MPC protocols; however,
output privacy, as a separate concern, has not been considered. Future work could

incorporate differential privacy primitives to preserve output privacy.

e Efficiency: Our current solutions for conditional stochastic optimization rely on higher-
order regularity conditions for the objective function. Although these assumptions serve
to derive our extrapolation scheme, they are not explicitly required by the algorithm. We

aim to relax these assumptions in future work.

In summary, this thesis contributes to the advancement of the utility and efficiency of
distributed machine learning. Nonetheless, it uncovers myriad avenues for future research,

inviting further study to fully harness the potential of this emerging field.



Appendix A

Byzantine-robust Learning on

Heterogeneous Dataset via Bucketing

A.1 Experiment setup and additional experiments

A.1.1 Experiment setup
General setup
The default experiment setup is listed in Table A.1. We use number of iterations T = 8 for

Table A.1 Default experimental settings for MNIST

Dataset MNIST

Architecture CONV-CONV-DROPOUT-FC-DROPOUT-FC
Training objective Negative log likelihood loss

Evaluation objective Top-1 accuracy

Batch size 32 x number of workers

Momentum 0or 0.9

Learning rate 0.01

LR decay No

LR warmup No

# Iterations 600 or 4500

Weight decay No

Repetitions 3, with varying seeds

Reported metric Mean test accuracy over the last 150 iterations

RFA, b=q for TM, and 7 = % for CCLIP.
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Constructing datasets

The MNIST dataset has 10 classes each with similar amount of samples. In this part, we discuss
how to process and distribute MNIST to each workers in order to achieve long-tailness and

heterogeneity.

Long-tailness. The long-tailness (*-LT) is achieved by sampling class with exponentially
decreasing portions € (0, 1]. That is, for class ¢ € [10], we only randomly sample +* portion of
all samples in class ¢. We define « as the ratio of the largest class over the smallest class, which
can be written as o = % For example, if v = 1, then all classes have same amount of samples
and thus o = 1; if v = 0.5 then o = 2? = 512. Note that the same procedure has to be applied
to the test dataset.

Heterogeneity. Steps to construct IID/non-iid dataset from MNIST dataset
1. Sort the training dataset by its labels.
2. Evenly divide the sorted training dataset into chunks of same size. The number of chunks
equals the number of good workers. If the last chunk has fewer samples, we augment it
with samples from itself.

3. Shuffle the samples within the same worker.

Heterogeneity + Long-tailness. First transform the training dataset into long-tail dataset,

then feed it to the previous procedure to introduce heterogeneity.

About dataset on Byzantine workers. The training set is divided by the number of good
workers. So the good workers has to full information of training dataset. The Byzantine worker
has access to the whole training dataset.

Setup for each experiment

In Table A.2, we list the hyperparameters for the experiments. In Figure 2.1 and Figure 2.2,
we use IPM Attack with e = 0.1. In Figure 2.1, we use ALIE attack with hyperparameter z
computed according to |[Baruch et al., 2019]

= max (0(:) < "1

n—q

where s = |§ + 1| — ¢ and ¢ is the cumulative standard normal function. In our setup, the
z =~ 0.25.

Running environment

We summarize the running environment of this paper as in Table A.3.
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Table A.2 Setups for each experiment.

n q momentum Iters LT NonlID
Table2.1 24 0 0 4500 a =1, a =500 iid/ non-iid
Table 22 25 5 0 600 o« =1 (balanced) iid/ non-iid
Table23 24 0 0 4500 a =1, a =500 iid/ non-iid
Table2.4 25 5 0 600 « =1 (balanced) iid/ non-iid
Figure2.1 25 5 0/09 600 «a =1 (balanced) non-iid
Figure 2.2 53 5 0/0.9 600 « =1 (balanced) non-iid
Figure A1 25 5 0/05/0.9/0.99 600 «=1 (balanced) non-iid
Figure A2 25 5 0/05/0.9/0.99 1200 «=1 (balanced) non-iid
Figure A3 20 3 0 1200 « =1 (balanced) non-iid
Figure A4 20 3 0 3000 «a =1 (balanced) non-iid

3 ( )

Figure A.6 24 0 1200 « =1 (balanced) non-iid

Table A.3 Runtime hardwares and softwares.

CPU
Model name Intel (R) Xeon (R) Gold 6132 CPU @ 2.60 GHz
# CPU(s) 56
NUMA node(s) 2

GPU

Product Name Tesla V100-SXM2-32GB
CUDA Version 11.0

PyTorch
Version 1.7.1

A.1.2 Additional experiments
Clipping radius scaling
The radius 7 of CCLIP depends on the norm of good gradients. However, PyTorch implements
SGD with momentum using the following formula
m! = Bmf‘l +gi(x™1)  for every i € VR

which may leads to the increase in the gradient norm.

Gradient norms. In Figure A.1 we present the averaged gradient norm from all good workers.
Here we use CCLIP as the aggregator and 7 = %. The norm of gradients are computed before
aggregation. Even though the dataset on workers are non-iid, the gradient norms are roughly of

same order. The gradient dissimilarity (? also increases accordingly.
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Fig. A.1 The ratio of norm of good gradients with momentum £ over no momentum under
different attacks.

Scaled clipping radius. As the gradient norm increases with momentum #, the clipping

radius should increase accordingly. In Figure A.2 we compare 3 schemes: 1) no scaling (7 = 10,
10

1-8
slower while with momentum. The linear scaling is usually better than sqrt scaling and with

B =0); 2) linear scaling %; 3) sqrt scaling . The no scaling scheme convergences but
bucketing it becomes more stable. However, The scaled clipping radius fails for g = 0.99 under
label flipping attack. This is because the gradient can be very large and ¢(? dominates. So in

general, a linear scaling of clipping radius with momentum S = 0.9 would be a good choice.
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Demonstration of effects of bucketing through the selections of KRUM

In the main text we have theoretically show that bucketing helps aggregators alleviate the
impact of non-iid. In this section we empirically show that after bucketing aggregators can
incorporate updates more evenly from good workers and therefore the problem of non-iid among
good workers is less significant. Since KRUM outputs the id of the selected device, it is very
convenient to record the frequency of each worker being selected. Since bucketing replicates

each worker for s times, we divide their frequencies by s for normalization. From Figure A.3, we



A.1 Experiment setup and additional experiments 89

can see that without bucketing KRUM basically almost always selects updates from Byzantine

workers while with larger s, the selection becomes more evenly distributed.

700
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Fig. A.3 The selected workers of KrRUM for bucketing coefficient s = 0, 2, 3. There are 20 workers
and the last 2 workers (worker id=18,19) are Byzantine with label-flipping attack.

Overparameterization

The architecture of the neural net used in the experiments can be scaled to make it overparame-
terized. We add more parameters to the model by multiplying the channels of 2D Conv layer
and fully connected layer by a factor of ‘scale’. So the original model has a scale of 1. We show
the training losses decrease faster for overparameterized models in Figure A.4. As we can see,
the convergence behaviors are similar for different model scales with overparameterized models

having smaller training loss despite the existence of Byzantine workers.
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Fig. A.4 The training loss of models of different levels of overparameterization.

In Figure A.5, we explicitly investigate the influence of overparameterization on B? defined
n (2.3). As we can see, heterogeneity bound B? decreases with increasing level of overparame-
terization, showcasing how overparameterization minimizes the local objectives in the presence
of Byzantine workers. It supports our theory in § 2.6.4 that overparameterization can fix the
convergence, making it possible to achieve practical Byzantine-robust learning. The underlying

base aggregator is RFA.
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Fig. A.5 The B? in (2.3) for different levels of overparameterization.

Resampling - variant of bucketing

In the previous version of this work we repeat the gradients for s times and then put sn gradients

into n buckets. The results in Figure A.6 suggest that the convergence rate of bucketing and
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resampling is almost the same. So aggregators can benefit more from bucketing as it reduces

the number of input gradients and therefore reduce the complexity.
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Fig. A.6 The convergence SGD with bucketing and resampling under different attacks. The
underlying aggregator is RFA.

A.2 TImplementing the mimic attack

The § 2.4.2 describes the idea and formulation of the mimic attack. In this section, we discuss
how to pick i, and implement the mimic attack efficiently. To pick 74, we use an initial phase

(Z° ~ 1 epoch) to compute a direction z of maximum variance of the outputs of the good

workers:

1
z—argmasz<ZZw—pm—u)T>z where ”:W Z xk.
RIIZo

Hz” 1 teZy i€EVR 1€EVR,tELy
Then we pick a worker ¢* to mimic by computing

Ix = argmax‘ g z a!

il -
1€VR teTy

In the following steps, we show how to solve the optimization problem.

First, rewrite the mimic attack in its online version at time ¢t € 7

2! = argmax h'(z)
llzll=1

where p! \VRIt Y r<t 2uicvy X7 and
D (@] - ph) (] —ph) | 2
T7<t i€EVR

Thus we can iteratively update u! by

t
t+1 _ t b+l
H it T 1+tyVR| Z
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Fig. A.7 Error with random vectors with variance p? = d and § fraction of Byzantine workers imitating
a fixed good worker (say worker 1 € Vg). RFA performs slightly better than CM and KruM, but all
have higher error than simply averaging across various settings of § and p.

and then

t 1
argmaxh () s g2+ g aemaxe || 3@t - pt @l - utT )2
l2l=1 L+t 141t 2= 5

to 1 1t Lt INT |

e ] DGR [CASEy T
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The above algorithm corresponds to Oja’s method for computing the top eigenvector in a

streaming fashion [Oja, 1982|. Then, in each subsequent iteration ¢, we pick

it = argmax zTa:f .
1€EVR
Example. Each of the good workers i € Vg C [n] has an input a z; € {£1}% where each
coordinate is an independent Rademacher random variable. The inputs then have mean 0 and
variance E||z;||? = p? = d. Now, the Byzantine attackers j € Vg have dual goals: i) escape
detection, and ii) increase data imbalance. For this, we propose the following simple passive
attack: pick some fixed worker i, € Vg (say 1) and every Byzantine worker j € Vg outputs
x; = x1. The attackers cannot be filtered as they imitate an existing good worker, but still can

cause imbalance in the data distribution. This serves as the intuition for our attack.

A.3 Constructing a robust aggregator using bucketing

A.3.1 Supporting lemmas
We first start with proving the main bucketing Lemma 2.2 restated below.

Lemma’ 2.2. Suppose we are given n independent (but not identical) random vectors {x1, ..., xy}
such that a good subset Vg C [n] of size at least |Vr| > n(1 — ) satisfies:

EH:I:Z-—a:sz < p*,  forany fizredi,j € Vg.
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Define & := ﬁ > jeve & and~m = [n/s]. Let the outputs aft~er s-bucketing be {y1,...,Ym}-
Then, a subset of the outputs Vg C {1,...,m} of size at least |Vgr| > m(1 — ds) satisfies

Elyi) =E[x] and E|y —yjl < p*/s  for any fived i,j € Vg .

Proof. Let us define the buckets used to compute y; as
B;:={n(s(i—1)+1),...,m(min{s - i,n})}.

Recall that for some permutation = over [n] and for every ¢ = {1,...,m}, we defined

m = [n/s] and

min(n ,-s)

1
|Bi| Z Lr(k) -

k=(i—1)-s+1

Then, define the new good set
Vr={i€[m]|B; CVr}

Vr contains the set of all the resampled vectors which are made up of only good vectors i.e. are
uninfluenced by any Byzantine vector. Since |Vg| < dn and each can belong to only 1 bucket, we
have that |Vg| > (1 —ds)m. Now, for any fixed i € Vg, let us look at the conditional expectation

over the random permutation 7 we have

min(n ,-s)

1 1
— Exlz p)|m(k) € VR = = T, =2.
Bl 2 Elenwlrh) eVl =50 > e

Exlyili € VR] = |
N k=(i—1)-s+1 FJEWR

This yields the first part of the lemma. Now we analyze the variance. Thus, we can write
Yi = %ZkeBi @). Further, |B;| = s for any i, and B; C Vg if i € Vr. With this, for any fixed

1,] € Vr the variance can be written as

2
1 1
Elly —yl” =E|| D we— [ D@
kEBi lGBj
_r
S

O

This additional lemma about the maximum expected distance between good workers will

also be useful later.

Lemma A.1 (maximum good distance). Suppose we are given the output of bucketing yi, ..., Ym

which for m = [n/s] satisfy for any fized i € Vr, E[y;] = p and E||y; — p||? < p?/s. Then, we
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have
e s — w?| < g/

1€VR

Further, there exist instances where

E [m@XHyz- - MH > Q(np®/s”).

i€VR
Proof. For the upper bound, we simply use
E[m%XIIyi - MH2] <Y Ellyi — gl <mp?/s.
1€VR . N3
1EVR

For the lower bound, let Vg = [m] and consider y; ~ py/mBern(p = +). This means y; is

m

either 0 or jy/m. Further, its variance is clearly bounded by 5%. Upon drawing m samples, the
probability of seeing at least 1 y; = py/m is

1-Pr(y;=0vViem])=1-(1-21)">1-1/>0.5.
Thus, with probability at least 0.5 we have
mexx|y; - pl?> > mp?/2.
S

This directly proves our lower bound by defining % := p?/s and recalling that m = [n/s].
Note that this lemma can be tightened if we make stronger assumptions on the noise such as
Elly; — p||” < (p/v5)" for some large r > 2. However, we focus on using standard stochastic

assumptions (r = 2) in this work. O

A.3.2 Proofs of robustness

Let {y1 ...,ym} be the resampled vectors with bucketing using s = 5“‘%. By Lemma 2.2, we
have that there is a Vg C [m] of size [Vr| > m(1 — max) which satisfies for any fixed i, € Vg

Elly: — y;l* <
This observation will be combined with each of the algorithms to obtain robustness guarantees.

Robustness of KRUM. We now prove that KRUM when combined with bucketing is a robust

aggregator. We can rewrite the output of KRUM as the following for dyax = 1/4 — v for some
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arbitrarily small positive number v € (0,1/4):

KrRUM(y1,...,Yn) = argmin _min ZHyl —y;l*.
yi  ISI=3m/4iog

Let S* and k* be the quantities which minimize the optimization problem solved by KRUM.

The main difficulty of analyzing KRUM is that even if we succeed in selecting a k* € Vg, k*

depends on the sampling. Hence, we cannot claim that the error is bounded by p? i.e!

Ellyxs — yjl|* £ p* for some fixed j € WR.

This is because the variance is bounded by p? only for a fized i, and not a data dependent k*.

Instead, we will have to rely on Lemma A.1 that

Ellyr — y;l* < Emax|ly; — y;l|> <mp”.

1€ VR

Lemma A.1 shows that this inequality is essentially tight and hence relying on it necessarily
incurs an extra factor of m which can be very large. Instead, we show an alternate analysis
which works for a smaller breakdown point of dyax = 1/4, but does not incur the extra m factor.

For any good input ¢ € VR, we have

e — &[° < 2llyee — will* + 2lys — &
= 2y — yill* > Iy — 1> — 2/|ys — 2)°.

Further, for a bad worker j € Vg we can write
20y —yill* 2 lly; — 2)* — 2llyw- — )*.

Combining both and summing over S,

D 2y —wilP= D 2Dy —wlP+ DY 2y -yl

ieS* i€EVRNS* FEVRNS*
> > yi-zP-2 ) yi— =
jEVENS* i€EVRNS*

+ (VNS = 2Ve N S*))lys — 2[*.

IThis issue was incorrectly overlooked in the original analysis of KRUM [Blanchard et al., 2017]
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We can rearrange the above equation as

1
lyp — &|* < ——= = (> 2y —will* + 2|y — z|*)
(VRN S*| = 2[Vg N S*) ZEZS ie§8*
1 _
< (> 2y —wl’+ D 2ui—z|?)
(‘S ’_ 3’1)8’) ieS* iEVRNS*
1
< -————=-(2 min lye = wil > + > 2llyi — &),
(15*[ — 3[Vg)) k,3|3m/4; ! zEZVR ‘

Taking expectation now on both sides yields

_ 4mp?
Ellye — @l < — P
|5 = 3|Vl
Now, recall that we used a bucketing value of s = dmax/s where for KRUM we have dyax = /4 —v.
Then, the number of Byzantine workers can be bounded as |Vg| < m(1/4 — v). This gives the
final result that
4mp? _A4p? 4 5

Ellyus — 2|12 < = < —$p°.
Iy =21 = 3 =) ~ 30 S 3=’

Thus, KRUM with bucketing indeed satisfies Definition 2.1 with dpax = (1/4 — v) and ¢ =

4/(3v(1/a —v)).

Robustness of Geometric median. Geometric median computes the minimum of the

following optimization problem

y* = argmin Z ly — vill2 -
i€[m]

We will adapt Lemma 24 of Cohen et al. [2016], which itself is based on [Minsker et al., 2015].
For a good bucket i € Vg and bad bucket j € Va:

ly* = yill2 > |ly* — 2|2 — |lyi — @|2 for i € Vg, and
ly* = yjll2 > lly; — @ll2 — |ly* — |2 for j € Vg.
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Summing this over all buckets we have

Doyt =il = (VR = Vehlly" =2l + D lly; — 2l = Y llyi — |

i€[n] j€V~B iEVR
_ 1 _ _
Sy -2 < —————( D lv —wl - D lly—zl+ > llvi— 2|
(Ve — Vel \ &2 2 2
JEVR 1€VR
1
:m mlely yill — leyg—iBH-l-ZHyl—iBH
R B i€[n] jEVB ZEVR
2
S == ly: — x|
([Vrl = Vsl) Z

i€V~R
The last step we substituted y = . Squaring both sides, expanding, and then taking expectation
gives

2

Ely* -2l < —— > ly: — ||
(IVr| - |V )? %}R
4 5
< o | VRl D Ellyi — 2|
(Ve = [Vel])? ZEZ:VR
4| Vel? P
-~ (n—2Ve))?

Now, recall that we used a bucketing value of s = dmax/s where for KRUM we have dyax = /2 —v.

Then, the number of Byzantine workers can be bounded as [Vg| < n(1/2 — v). This gives the

final result that

An® L, P 1 5
<3S o

Elly* — | < < (12— V)(Sp .

/\

Thus, geometric median with bucketing indeed satisfies Definition 2.1 with dpax = (1/2 — v) and
c=1/(v(1/2 —v)). Note that geometric median has better theoretical performance than Krum.

Robustness of Coordinate-wise median. The proof of coordinate-wise median largely
follows that of the geometric median. First, we note that we can separate out the objective by

coordinates

d

E||CM(y1a--~aym) _$||2 ZE CM yl] a[ym]l) - [j]l)z'
=1

Then note that, for any fixed coordinate [ € [d] and fixed good worker i € Vg, we have
E([yi]; — [2]:)? < E|ly; — 2||* < p*. Thus, we can simply analyze coordinate-wise median as d
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separate (geometric) median problems on scalars. Thus for any fixed coordinate [ € [d], we have

Y]
SN

E(CM([y1li, - -, [yml) — [&])* <

<

dp? d 5

E[|CM(yq,... —z|* < - '
= E|CM(y1,...,ym) —2[|° < 2 —1/(1/2—1/)5p

Thus, coordinate-wise median with bucketing indeed satisfies Definition 2.1 with dmax = (1/2—v)
and ¢ = d/(v(1/2 — v)).

A.4 Lower bounds on non-iid data (Proof of Theorem 2.3)

Our proof builds two sets of functions {f!(x)|i € Vi} and {f?(z)|i € V3} and will show that
in the presence of d-fraction of Byzantine workers, no algorithm can distinguish between them.
Since the problems have different optima, this means that the algorithm necessarily has an error
on at least one of them.

For the first set of functions, let there be no bad workers and hence V& = [n]. Then, we

define the following functions for any ¢ € [n]:

ba? — (67122 forie{l,...,6n}

fz‘l(ﬂf) = )
L2 forie{on+1,...,n}.

o=

Defining G := (5'/2, the average function which is our objective is
P =15 i) =t
i ' 2 .

The optimum of our f!(z) is at = % Note that the gradient heterogeneity amongst these
workers is bounded as

Eion IV (@) = V()2 =0(¢07Y2 = (6Y/2)? + (1 — 6)(¢6Y/?)?
=C2(1 = 8)2+ 21— 6)5 = 21— 8) < (2.

Now, we define the second set of functions. Here, suppose that we have dn Byzantine

attackers with Vé ={1,...,9n}. Then, the functions of the good workers are defined as

ff(m):%mQ fori € V& ={0n+1,...,n}.
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We then have that the second average objective is

> i) -4

’ R| zEV2

Here, we have gradient heterogeneity of 0 and hence is smaller than ¢2. The optimum of f?(x)

is at x = 0. The Byzantine attackers simply imitate as if they have the functions:

ff(x) = ng — ¢ Mg forje VE={1,...,6n}.

Note that the set of functions, { f{(z), ..., f}(z)} is exactly identical to the set { fZ(x), ..., f2(z)}.

Only the identity of the good workers Vé and VF% are different, leading to different objective
functions f!(x) and f2(z). However, since the algorithm does not have access to VR, its output

on each of them is identical i.e.

— ALG(f (@), fL(2)) = ALG(f(@), ... f2(x)).

However, the leads to making a large error in least one of f! and f? since they have different

optimum. This proves a lower bound error of

2 2
max fE(o) — frat) > p( ) = 2
ke{1,2} 2,u 4u
Similarly, we can also bound the gradient norm error bound as
G\? 62
k(, .outy|2 > - >
s [V > (o) =5

O]

A.5 Convergence of robust optimization on non-iid data (Theo-
rems 2.2 and 2.4)

We will prove a more general convergence theorem which generalizes Theorems 2.2 and 2.4.

Theorem A.1l. Suppose we are given a (Omax,c)-ARAGG satisfying Definition 2.1, and n
workers of which a subset Vg of size at least |Vg| > n(1 — ) faithfully follow the algorithm for
0 < dmax- Further, for any good worker i € Vg let f; be a possibly non-convex function with
L-Lipschitz gradients, and the stochastic gradients on each worker be independent, unbiased and

satisfy

Eellgi(x) - Vfi(@)|I* < 0® and Ejur [V fi(x) — V(@) < ¢+ B*|Vf(=)[*, Ve,
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where § < 1/(60cB?). Then, for FO := f(x°) — f*, the output of Algorithm 2 with step-size

7 = min <(9< m) , 81L> and momentum parameter 3 = (1 — 8Ln) satisfies

T
1 12 1 5 LF© LF°
— < S B 1/n, i I
th_lE”vf(w I < O(—goesgn + (¢3¢ + o/ S ted ) + =)

Notes on § < 1/(60cB?). In practice the upper bound & < 1/(60cB?) does not put an extra
strict constraint on §. This is because one can always decrease B? and increase (? such that
E;owlIVfi(x) — Vf(2)||? < ¢* + B?||Vf()|? holds for a sufficiently large domain of .

Definitions. Recall our algorithm which performs for ¢ > 2 the following update with

(1-8) =a:

m! = (1-a)m!™! +ag;(z')

=gl —pARAGcG(m!,...,m}).

n

for every i € VR,

8
|

For t = 1, we use a = 0 i.e. m} = g;(x). Let us also define the actual and ideal momentum
aggregates as
t._ t t e L t
m' := ARAcG(m,...,m;) and m' := Z m; .

We state several supporting lemmas before proving our main Theorem A.1. We will loosely
follow the proof of Byzantine robustness in the iid case by Karimireddy et al. [2021b], with the

key difference of Lemma A.2 which accounts for the non-iid error.
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Lemma A.2 (Aggregation error). Given that ARAGG satisfies Definition 2.1 holds, the error
between the ideal average momentum m! and the output of the robust aggregation rule m! for
any t > 2 can be bounded as

Ellm' —m'|* < copf
where we define for t > 2
t
p7 = 4(6a0” +3¢%) +4(60% - 3¢1)(1 - a)f + 12 (1 — ) FaB?E||V f(zF1)|*.
k=1
Fort =1 we can simplify the bound as p? = 24céo? + 12¢5¢? + 12¢5B2||V f(2°)|?.

Proof. Let Egt := Efery
good workers until time ¢ and let E; := E;cy; and E = E¢ E;. Expanding the definition of the

VR T =0 Lo be the expectation with respect to all of the randomness of

worker momentum for a fixed good worker i € Vg,

Eee [llm! — Ege[m]|a’ '] = Eet [Jalgi(@’™") = Viila' ™)) + (1 — @) (m! ™" — Ege[m! )| !]
< Egmt[[(1— a)(md™! — Efmd )2 + a?o?

<(1—a)Eg [mit — Efm! |2 + o?o?.

Unrolling the recursion above yields

t

Eet||m! — Ece[ml]||* < (2(1 — a)H> ?0? + (1 —a)lo? <o?(a+ (1 —a) ).
=2

Similar computation also shows

0_2

E§t||mt — Eet [fn,t]H2 < z(a +(1—a) Y.

So far, the expectation was only over the stochasticity of the gradients of worker ¢. Note that
we have Egt[ml] = Eqe1[aV fi(2!1) + (1 — a)m!1]. Now, suppose we sample i uniformly at

random from Vg. Then,

Ey|[Ect[m] — Egifm]||”
=Eif|aEar [Vfi(@' ™) = V(@' )] + (1 — a)(Egr[m '] — Egioa [m! 1))
<(1 = a) Ef||Eger [m] | —Egerr [P+ B |1 [V fi(2' ™) =V f (2" )]||?
<(1 - ) Eil|[Eg1[m| '] ~Egs[m' [P +a Ei Bt | Vi) - V(@)
<1 — @) Ei[Egr-1[mi ] = Ega [ V|| + aC® + aB*E||V f(z' 1) ||?

1

where the second inequality uses the probabilistic Jensen’s inequality. Note that here we only

get o instead of o as before. This is because the randomness in the sampling i of V f;(x!~1!) is
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not independent of the second term Ege—1[m; - Eci-1[m!~1]. Expanding this we get,
¢

Eil[Egi[mi] — Ee[mf]||* < 21— (1 - a)t) + > (1 — &) FaB2E|V f(z"1)|2.
k=1

We can combine all three bounds above as

E[|m; — m'|?
<3E[m{ — Eg[mi]||* + 3E[lm’ — Egt[m]||* + 3Ei|[Ege[mf] — Egt[]||?
=3E; Egt[mi — Egt[m{]||* + 3Ege|lm' — Ege[m']||* + 3Eil|E¢: [m] — Ege[m']||?

t

<(6a0® +3¢%) + (602 —3¢H)(1— )" +3> (1 — ) FaB?E||Vf (= ).

k=1
Therefore for 7,5 € VR

Ellm; — mj|[* <2E[m; —m!|* + 2E[|mj — '

<4(6a0® + 3¢%) + 4(60% — 3¢H)(1 — )t

t
+12) (1 —a)"*aB?E|Vf(z")|?.

Recall that the right hand side was defined to be p?. Using Definition 2.1, we can show that the
output of the aggregation rule ARAGG satisfies the condition in the lemma. O

One major caveat in the above lemma is that here p? cannot be known to the robust
aggregation since it involves E||V f(x*~1)||?> whose value we do not have access to. However,
this does not present a hurdle to agnostic aggregation rules which are automatically adaptive
to the value of p?. Deriving a similarly provable adaptive clipping method is a very important

open problem.

Lemma A.3 (Descent bound). For any a € [0,1] for t > 2, n < 1, and an L-smooth function
f we have for any t > 1

E[f(z")] < f(z'™") - gIIVf(fﬂt_l)ll2 +nElle]? +nE[m’ —m!||.

where & = m! — Vf(x!~1).
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Proof. By the smoothness of the function f and the server update,

(&) < @) = (9 @), m) + 2L
< @) = (Vi) m) + 2 m'|?
= f@ )+ Dt~ Vi@ - DIV AP
= (@) + J|m' £ ! — Vf<“>|r2 NI
< o) e+l — va-l)u?.

Here we used the identities that —2ab = (a — b)? — a? — b%, and Young’s inequality that
(a+b)?<(1+7)a®+(1+ %)b2 for any positive constant v > 0 (here we used v = 1). Taking

conditional expectation on both sides yields the lemma. O

Lemma A.4 (Error bound). Using any constant momentum and step-sizes such that 1 > a >
8Ln fort > 2, we have for an L-smooth function f that E||&!||? < % and fort > 2

Elle!| < (1 - 2)Ele | + 5 E|V/ ()2 + £ Ellm ™ —mi P + 022

n

Proof. Let us define g(x) := IVRI > _icvy 9i(). This implies that

o2 202

— 2
Ellg(z) — Vf()[]” < Rl <—-

Then by definition of m, we can expand the error as:

Ellé'|? = E[lm! — Vf(z')|?

=Elag(z"") + (1 —a)ym!~' — Vf(:fct‘l)ll2

2 2
<Elav(@ ) + (1 —a)m! ™ = Vi@ 2+ 22

2 2
= (1— 0 E[(mi™! — VA@2) + (Vi(?) - Vi) + 227
< (1—a)(1+ 2 E|(m!" = Vf(a'2)|
2 t—2 t—1\12 2002
+(1—a)(1+ 2)E|VF(2) - Vi) +
<(1-2)Eje + % Ellat~? — gt 2 4 257
(1= %) B2 4 222 Efjnt 2 4 20
< (1-2)E[le|? + Wn e
0[20'2

2
+ S Bt -t Y2 4 S W ()2
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Our choice of the momentum parameter o implies 64L%7n? < a? and yields the lemma statement.
O

Proof of Theorem A.1. Scale the error bound Lemma A.4 by 3—2 and add it to the descent
bound Lemma A.3 taking expectations on both sides to get for t > 2

E[f ()] + 52 Elle’l* < E[f (") = SEIVf(@")II* + nE|e'|* + nE|lm’ —m'|*+

SLE[le Y —nElle > + FE[V (=)
2
+ TE[m! Tt —m! 2 + 51701%.

Now, let use the aggregation error Lemma A.2 to bound E|m!~! — m!~1||? and E||m! — m?||?

in the above expression to get

Elf ()] + ZLE[e!|? < E[f(at)] — JEIV F(atY) |2 + nEfel|?
e 4 _ 2
+ e Elle ! = nElle” 1 + FEIV S (=" ?)|* + 5nad
+ 5ncd((6ao? + 3¢2) + 60%(1 — a)'™?)

t—1
#es(3 31— ) e eV @) P)
k=1
t
+anes (3300 - ) FaBPEIV @),
k=1

Let us define S; := >t (1 — )t *aB2E||Vf(x*')||>. Then, S; satisfies the recursion:

18, = (L —1)S_1 + B2E|Vf(='")*.

3ned( g —4)
a

Adding
t>2

St on both sides to the bound above and rearranging gives the following for
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3ncd(2 —4)

E f(wt)—f*+(§’%—n)EIIétHQ+ZE||Vf(wt_1)ll2+ Si

=:&

3ncd(2 —4)

<E f@') — f 4+ (3L - mEle P + TEIVI@ ) + Si-1

=:&1
(=2 +150e6 B E||V f(=' )|
+ 5777&02 + 5ned ((6ao? + 3¢%) + 60°(1 — a)'?)
< &4 - 2(1 — 60c6 B2 E|V (x|

+ 5na02(% +6c5(1+1(1- oz)t_Q)) + 159c6¢? .

::’75?—1

Further, specializing the descent bound Lemma A.3 and error bound Lemma A.4 for t = 1 we

have
£ —E flaV) — £+ e 2 + TV f(a®)|? SB2(2 — )|V (20
1=E fl@) = "+ S Ele’]” + L EIV (@) + 3ne (a NV £zl

L0 )
< f(a”) = £+ FEE'* — (1 - 60c5B2) E[[V £(2")|* + nE|lmy —

2
< S — 5= 1= 60 B2 BNV F@)F + 1T 4 12e8m(20% + ¢+ B2V S()]?)

= f(@") = J* = J(1 ~ 60c8B) E|[V £ (@) |* + e .
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Above, we defined &2 := % +12¢6(202% + ¢2 + B?||V f(x")||?). Summing over ¢ from 2 until T,

again rearranging our recursion for &, and adding (1 — 3c§B2) E||V f(x")||? on both sides gives

T 0y _ p* T
(1- 60c532)% S E[VFET? < W + % > ag,
t=1 t=1
_A(f(=%) — f) n 46
N 0T T

T
1 _
+ T 522 200402(% +6c5(1+L1(1—a)f 2))

+ 200402(% + 60(5) +

CA(f(=%) = f*)  120c60? 91
= T + o RIT +n160Lo” (= 4 6¢d)

4 2
+ % + 60e0¢2.

The last equality substituted the value of & = 8Ln. Next, let us use the appropriate step-size of

N
= T(160L0%) (% +6ed)  '8L)°

This gives the following final rate of convergence:

1 T
= EIVE)?
t=1

1 160Lo2 (L + 6¢d
S TG0 BE (60054“2 + \/ : (T D) Jif o) — 1)+ B+ 202)
0\ _ rx 2
n 32L(f(f;) ) N 15cT50
. 200% 4 1965(202 + (2 + BQIVf(azO)H2)>

T



Appendix B

Byzantine-robust decentralized

learning via ClippedGossip

B.1 Existing robust aggregators

In this section, we describe existing robust aggregators mentioned in this paper. Regular nodes
can replace gossip averaging (GOSsIP) with robust aggregators in the federated learning. Let’s
take geometric median and trimmed mean for example.

e Geometric median (GM). Pillutla et al. [2019] implements the geometric median
GM(z1,...,@y) :=argmin) ;. [|[v — x|
v

e Coordinate-wise trimmed mean (TM). Yang and Bajwa [2019a]; Yin et al. [2018b]
computes the k-th coordinate of TM as

[TM(@1,- -, ®n)]k = gty Licu, [k

where Uy, is a subset of [n] obtained by removing the largest and smallest S-fraction of its
elements.
These aggregators don’t take advantage of the trusted local information and treat all models
equally.
The Mozl algorithm [Guo et al., 2021] leverages local information to filter outliers.
e Mozi. Guo et al. [2021] applies two screening steps on worker ¢ € Vg

MS = aﬁ‘/%énin Z le - :DjH,
AR

N =NEO{j € [n] (x5, &) < (=i, &)}
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where &; ~ D; is a random sample. If N = ), then redefine Ny := {arg min; £(x;,&;)}. Then
they update the model with

t+1 ,__ t 1— .

where « € [0, 1] is an hyperparameter.

B.2 Byzantine attacks in the decentralized environment

In this section, we first describe how to transform attacks from the federated learning to
the decentralized environment. Then we introduce the dissensus attack for decentralized
environment.

B.2.1 Existing attacks in federated learning

A little is enough (ALIE). The attackers estimate the mean py;, and standard deviation
oy; of the regular models, and send pn;, — zo;, to regular worker ¢ where z is a small constant
controlling the strength of the attack [Baruch et al., 2019]. The hyperparameter z for ALIE is
computed according to [Baruch et al., 2019]

> = max <¢(z) < ”bs) (B.1)

n—>ob

where s = [§ + 1] — b and ¢ is the cumulative standard normal function.

Inner product manipulation attack (IPM). The inner product manipulation attack is
proposed in [Xie et al., 2019a] which lets all attackers send same corrupted gradient u based on
the good gradients

u; = —eAvG({v; : i € VR}) vV je Ve

If € is small enough, then u; can be detected as good by the defense, circumventing the defense.

There are 3 main differences where IPM need to adapt to the decentralized environment:
1. Byzantine workers may not connected to the same good worker.
2. The model vectors are transmitted instead of gradients.
3. The AVG should be replaced by its equivalent gossip form.

This motivates our dissensus attack in the next section.

B.2.2 Dissensus attack and other attacks in the decentralized environment
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In this section, we introduce a novel dissensus attack inspired by

our impossibility construction in Theorem 3.2 and the IPM attack

X1
described above. The dissensus attack aims to prevent regular
worker models from reaching consensus. Roughly speaking, dis-
sensus attackers around worker ¢ send its model weights that are VA 2>
X3 X2

symmetric to the weighted average of regular neighbors around

1. Then after gossip averaging step, the consensus distance drops
Fig. B.1 Example of the DIs-

SENSUS attack. The gray
We can parameterize the attack through hyperparameter ¢; (resp. red) denotes regu-

slower or even grows which motivates the name “dissensus”.

and summarize the attack in Definition 3.5 lar (resp. Byzantine) nodes.
The blue dots represents the

(B.2) parameters of regular nodes
after gossip steps.

T @ E.ZkGNﬂVR Wik (ek—x;)
T Yjengnvg Wai

The ¢; determines the behavior of the attack. By taking
smaller ¢;, Byzantine model weights are closer to the target updates ¢ and difficult to be detected.
On the other hand, a larger ¢; pulls the model away from the consensus.

Note that this attack requires omniscience since it exploits model information from across
the network. If the attackers in addition can choose which node to attack, then they can choose
either to spread about the attack across the network or focus on the targeting graph cut, that is

min-cut of the graph.

Effect of the dissensus attack. The dissensus attack enjoy the following properties.

Proposition B.1. (i) For alli € VR, under the dissensus attack with €; = 1, the gossip averaging
step (GOSSIP) is equivalent to no communication on i, a:ﬁ“ = xt. Secondly, (i) If the graph is

fully connected, gossip averaging recovers the correct consensus even in the presence of dissensus
attack.

The above proposition illustrates two interesting aspects of the attack. Firstly, dissensus
works by negating the progress that would be made by gossip. The attack in [Peng and Ling,
2020] also satisfies this property (see Appendix for additional discussion). Secondly, it is a
uniquely decentralized attack and has no effect in the centralized setting. Hence, its effect can

be used to measure the additional difficulty posed due to the restricted communication topology.

Proof. For the first part, by definition (GOssIP) we know that

1
2 = Wi = @i + Yjen, Wij(a — o)

t+1 t

By setting ¢; = 1 in the attack (3.6), the second term 0 and therefore ;" = x;. For part

(ii), note that in a fully connected graph the gossip average is the same as standard average.
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Fig. B.2 Example topology that does not satisfy the robust network assumptions in [Su and
Vaidya, 2016a; Sundaram and Gharesifard, 2018].

Averaging all the perturbations introduced by the dissensus attack gives

€3, ieve Wiyl —f) = 0.

All terms cancel and sum to 0 by symmetry. Thus, in a fully connected graph the dissensus

perturbations cancel out and the gossip average returns the correct consensus. O

Relation with zero-sum attack and dissensus. Peng and Ling [2020] propose the
“zero-sum” attack which achieves similar effects as Proposition B.1 part (i). This attack is
defined for j € Vg

ZkeNiva Tk
[N:NVg|

iEj = -
The key difference between zero-sum attack and our proposed attack is three-fold. First, zero-
sum attack ensures ) jen; i =0 which means the Byzantine models have to be far away from
x! and therefore easy to detect. This attack pull the aggregated model to 0. On the other hand,
our attack ensures 1

o Wy e T =

and the Byzantine updates can be very close to @} and it is more difficult to be detected. Second,
our proposed attack considers the gossip averaging which is prevalent in decentralized training
[Koloskova et al., 2020b] while the zero-sum attack only targets simple average. Third, our
attack has an additional parameter € controlling the strength of the attack with € > 1 further

compromise the model quality while zero-sum attack is fixed to training alone.

B.3 Topologies and mixing matrices

B.3.1 Constrained topologies

Topologies that do not satisfy the robust network assumption in [LeBlanc et al.,
2013; Su and Vaidya, 2016a; Sundaram and Gharesifard, 2018]. The robust network
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assumption requires there to be at least b + 1 paths between any two regular workers when
there are b Byzantine workers in the network [LeBlanc et al., 2013; Su and Vaidya, 2016a;
Sundaram and Gharesifard, 2018|. The topology in Figure B.2 only has 1 path between regular
workers in two cliques while having 2 Byzantine workers in the network. Therefore this topology
does not satisfy the robust network assumption. But the graph cut is not adjacent to the
Byzantine workers and, intuitively, it would be possible for an ideal robust aggregator to help
reach consensus. The experimental results are given in § B.4.4.

(Randomized) Small-world topology. The small-world topology is a random graph
generated with Watts-Strogatz model [Watts and Strogatz, 1998]. The topology is created using
NetworkX package [Hagberg et al., 2008a| with 10 regular workers each connected to 2 nearest
neighbors and probability of rewiring each edge as 0.15. Two additional Byzantine workers are
linked to 2 random regular workers. There are 12 workers in total.

Torus topology. The regular workers form a torus grid 73 3 and two additional Byzantine
workers are linked to 2 random regular workers. There are 11 workers in total.

The mixing matrix for these topologies are constructed with Metropolis-Hastings algorithm
introduced in the previous section. The spectral gap for small-world topology and torus topology
are 0.084 and 0.131 respectively. In contrast, the dumbbell topology in Figure B.10 is more
challenging with a spectral gap of 0.043. The data distribution is non-IID.

B.3.2 Constructing mixing matrices

In this section, we introduce a few possible ways to construct the mixing weight vectors in the
presence of Byzantine workers. The constructed weight vectors satisfy Assumption B in § 3.4.
e Metropolis-Hastings weight [Hastings, 1970]. The Metropolis-Hastings algorithm lo-

cally constructs the mixing weights by exchanging degree information (d; and d;) between

two nodes ¢ and j. The mixing weight vector on regular worker ¢ € Vg is computed as follows

1 .
maddyr €N
Wi =41 =2 en Wa j=1,
0 Otherwise.

If worker j € Vg is Byzantine, then the only way for j to maximize its weight W;; to regular
worker 7 is to report a smaller degree d;. However, such Byzantine behavior of node j has
limited influence on worker i’s weight W;; because it can not be greater than ﬁ.

e Equal-weight. Let d.x be the maximum degree of nodes in a graph. Such upper bound
dmax can be a public information, for example, a bluetooth device can at most connect to

dmax Other devices due to physical constraints. The Byzantine worker cannot change the
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value of dp.x. Then we use the following naive construction

Tt JENS
Wi,=<1- d{lﬁﬂrl j=1i, (B.3)
0 Otherwise.

Note that these construction schemes are not proved to be the optimal. In this work, we focus
on the Byzantine attacks given a topology and associated mixing weights. We leave it as future

work to explore the best strategy to construct mixing weights.

B.4 Experiments

We summarize the hardware and software for experiments in Table B.1. We list the setups and

Table B.1 Runtime hardwares and softwares.

CPU
Model name Intel (R) Xeon (R) Gold 6132 CPU @ 2.60 GHz
# CPU(s) 56
NUMA node(s) 2
GPU
Product Name Tesla V100-SXM2-32GB
CUDA Version 11.0
PyTorch
Version 1.7.1

results of experiments for consensus in § B.4.1 and optimization in § B.4.2.

B.4.1 Byzantine-robust consensus

In this section, we provide detailed setups for Figure 3.3. The

Figure B.3 demonstrates the topology for the experiment. The

4 regular workers are connected with two of them holding value i i
0 and the others holding 200. Then the average consensus is l I'

100 with initial mean square error equals 10000. Two Byzantine
Fig. B.3 The topology for the

attacks on consensus. The
can tune the weights of each edge to change the mixing matrix grey and red nodes denote

workers are connected to two regular workers in the middle. We

and . Then we can decide the weight § on the Byzantine edge. regular and Byzantine work-
The v and § used in the experiments are ers respectively.
e p:=1—(1—v)? €[0.06,0.05,0.04,0.03,0.02,0.01,0.005,0.0014,3.7e-
4,1e-4,1e-5|
e 0 €10.05,0.1,0.2,0.3,0.4,0.5]
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Table B.2 Default experimental settings for MNIST

Dataset MNIST
Architecture CONV-CONV-DROPOUT-FC-DROPOUT-FC
Training objective Negative log likelihood loss

Evaluation objective ~ Top-1 accuracy

Batch size per worker 32

Momentum 0.9

Learning rate 0.01

LR decay No

LR warmup No

Weight decay No

Repetitions 1

Reported metric Mean test accuracy over the last 150 iterations

where non-compatible combination of v and § are ignored in the Figure 3.3. The dissensus attack
is applied with € = 0.05. The hyperparameter 3 of trimmed mean (TM) is set to the actual
number of Byzantine workers around the regular worker. The clipping radius of CLIPPEDGOSSIP
is chosen according to (B.21).

In Figure B.4, we show the iteration-to-error curves for all possible combinations of v and
0. In addition, we provide a version of TM and MEDIAN which takes the mixing weight into
account. As we can see, the naive TM, MEDIAN, and MEDIAN* cannot bring workers closer
because of the data distribution we constructed. The TM* is performing better than the
other baselines but worse than CLIPPEDGOSSIP especially on the challenging cases where
is small and ¢ is large. For CLIPPEDGOSSIP, it matches with our intuition that for a fixed ~
the convergences is worse with increasing d while for a fixed § the convergence is worse with

decreasing ~.

B.4.2 Byzantine-robust decentralized optimization

In this section, we provide detailed hyperparameters and setups for experiments in the main text
and then provide additional experiments. For all MNIST tasks, we use the default setup listed
in Table B.2 unless specifically stated. The default hyperparameters of the robust aggregators:
1) For GM, we choose number of iterations 7' = 8; 2) The TM drops top and bottom 8 = dyaxn
percent of values in each coordinate; 3) The clipping radius of CLIPPEDGOSSIP is 7 = 1; 4) The

model averaging hyperparameter of Mozl is o = 1.

Setup for “Decentralized defenses without attackers”

The Fig. 3.4 uses the dumbbell topology in Fig. 3.1 with 10 regular workers in each clique.
There is no Byzantine workers. The experiments run for 900 iterations. M0ZI uses o = 0.5 and

pi; = 0.99 in this setting. For bucketing experiment, we choose bucket size of s = 2. It means we
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Fig. B.4 The iteration-to-error curves for defenses under dissensus attack. The TM* and
MEDIAN* refer to the version of TM and MEDIAN which considers mixing weight.
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Fig. B.5 Dumbbell variant where Byzantine Fig. B.6 Accuracy of aggregators with or

workers maybe added to the central worker. without the honest majority everywhere
(H.M.E.) assumption. Regular workers are
connected through a ring and have IID
data.

randomly put at most two updates into one bucket and average within each bucket and then

apply robust aggregators to the averaged updates.

Setup for “Effects of the number of Byzantine workers”

The Fig. 3.6 uses a dumbbell topology variant in Fig. B.5. The experiments run for 1500
iterations. In this experiment we choose n —b =11 and b =0, 1,2,3. We choose the edge weight
of Byzantine workers such that the W and p remain the same for all these b. Then we can
easily investigate the relation between dpax € [0, b-%?,] and p by varying b. The hyperparameter

of dissensus attack is set to ¢; = 1.5 for all workers and all experiments.

Setup for “Defense without honest majority”

The Fig. B.6 uses the ring topology of 5 regular workers in Fig. B.7. 11 Byzantine workers are
added to the ring so that 1 regular worker do no have honest majority. The experiments run
for 900 iterations. We use ¢; = 1.5 for dissensus attacks. We use clipping radius 7 = 0.1 for
CLIPPEDGOSSIP.

In the decentralized environment, the common honest majority assumption in the federated
learning setup can be strengthen to honest majority everywhere, meaning all regular workers have
an honest majority of neighbors [Su and Vaidya, 2016b; Yang and Bajwa, 2019a,b]. Considering
a ring of 5 regular workers with IID data, and adding 2 Byzantine workers to each node will still
satisfy the honest majority assumption everywhere. Now adding one more Byzantine worker to

a node will break the assumption.
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Fig. B.7 Ring topology without honest majority.

Figure B.6 shows that while TM and GM can sometimes counter the attack under the honest
majority assumption, adding one more Byzantine worker always corrupts the entire training.
The CLIPPEDGOSSIP defend attacks successfully even beyond the assumption, because they
leverage the fact that local updates are trustworthy. This suggest that existing statistics-based
aggregators which take no advantage of local information are vulnerable under this realistic

decentralized threat model.

Setup for “More topologies and attacks.”

In Figure 3.5, we use the small-world and torus topologies described in § B.3.1. More specifically,
we created a randomized small-world topology using NetworkX package [Hagberg et al., 2008a]
with 10 regular workers each connected to 2 nearest neighbors and probability of rewiring each
edge as 0.15. Two additional Byzantine workers are linked to 2 random regular workers. There
are 12 workers in total. For the torus topology, we let regular workers form a torus grid 733
where all 9 regular workers are connected to 3 other workers. Two additional Byzantine workers
are linked to 2 random regular workers. There are 11 workers in total.

The mixing matrix for these topologies are constructed with Metropolis-Hastings algorithm
in § B.3.2. The spectral gap for small-world topology and torus topology are 0.084 and 0.131
respectively. In contrast, the dumbbell topology in Figure B.10 is more challenging with a
spectral gap of 0.043. The data distribution is non-IID.
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Table B.3 Default experimental settings for CIFAR-10

Dataset CIFAR-10
Architecture VGG-11[Simonyan and Zisserman, 2015]
Training objective Cross entropy loss

Evaluation objective =~ Top-1 accuracy

Batch size per worker 64

Momentum 0.9

Learning rate 0.1

LR decay 0.1 at epoch 80 and 120

LR warmup No

Weight decay No

Repetitions 1!

Reported metric Mean test accuracy over the last 150 iterations

B.4.3 Experiment: CIFAR-10 task

In this section, we conduct experiments on CIFAR-10 dataset Krizhevsky [2012]. The running
environment of this experiment is the same as MNIST experiment Table B.1. The default setup
for CIFAR-10 experiment is summarized in Table B.3.

We compare performances of 5 aggregators on dumbbell topology with 10 nodes in each
clique (no attackers). The results of experiments are shown in Figure B.8. In order to investigate
if consensus has reached among the workers, we average the worker nodes in 3 different categories
(“Global”, Clique A, and Clique B) and compare their performances on IID and NonlIID datasets.
The “IID-Global” result show that GM and TM is much worse than CLIPPEDGOSSIP and
Gossip, in contrast to the MNIST experiment Figure 3.4 where they have matching result.
This is because the workers with in each clique are converging to different stationary point —
“ITD-Clique A” and “IID-Clique B” show GM and TM in each clique can reach over 80% accuracy
which is close to Gossip. It demonstrates that GM and TM fail to reach consensus even in this
Byzantine-free case and therefore vulnerable to attacks.

The NonlID experiment also support that CLIPPEDGOSSIP perform much better than all
other robust aggregators. Notice that CLIPPEDGOsSIP’s “NonlID-Global” performance is better
than “NonIID-Clique A” and “NonIID-Clique B” while GM and TM’s result are opposite. This
is because CLIPPEDGOSSIP allows effective communication in this topology and therefore clique
models are close to each other in the same local minima basin such that their average (global
model) is better than both of them. The GM’s and TM’s clique models converge to different

local minima, making their averaged model underperform.

B.4.4 Experiment for “Weaker topology assumption”

As is mentioned in Remark 1 and § B.3.1, the topology assumption in this work is weaker than

the robust network assumption in Su and Vaidya [2016a]; Sundaram and Gharesifard [2018].
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Fig. B.8 Train models on dumbbell topology with IID and NonlIID datasets. The three figures in
each row correspond to the same experiment with “Global”, “Clique A”, “Clique B” denoting the
performances of globally averaged model, within-Clique A averaged model, and within-Clique B
averaged model.

We use the topology in Figure B.2 which consists of 10 regular workers and 2 dissensus attack
workers. While this topology does not satisfy the robust network assumption, it intuitively
should allow communication between two cliques as no Byzantine workers are attached to the
cut. However, both GM and TM will discard the graph cut due to data heterogeneity. This
shows that GM and TM impede information diffusion. On the other hand, CLIPPEDGOSSIP is
the only robust aggregator which help two cliques reaching consensus in the NonIID case. The

CLIPPEDGOSSIP theoretically applies to more topologies and empirically perform better.

B.4.5 Experiment: choosing clipping radius

In Figure B.10 we show the sensitive of tuning clipping radius. We use dumbbell topology
with 5 regular workers in each clique and add 1 more Byzantine worker to each clique. The
clipping radius is searched over a grid of [0.1,0.5,1,2,10]. The Byzantine workers are chosen to
be Bit-Flipping, Label-Flipping, and ALIE.

We also give an adaptive clipping strategy for different ¢ € Vg and time t. After commu-
nication step at time ¢, the value of :B?Ll/ ?

t+1/2 t+1/2
|2~ a

is available. Therefore we can sort the values of

2
) for all j € N;. We denote the set of indices set S! as the indices of workers
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Fig. B.9 Compare robust aggregators under dissensus attacks over dumbbell topology Figure 3.5.
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Fig. B.10 Tuning clipping radius on the dumbbell topology against Byzantine attacks. The
y-axis is the averaged test accuracy over all of the regular workers.

that have the smallest distances to worker ¢

St = arg min Z ‘

S:Z]’GS Wijg]-*émax jes

2
t+1 t+1
T, /Q—a:j /2

) .

Then the adaptive strategy picks clipping radius as follows

2

1 _ ’
T = \/Zjes; Wi

t+1/2 t+1/2
‘m;r/ —$j+/

i (B.4)

Note that this adaptive choice of clipping radius is generally a bit smaller than the theoretical
value (B.21). It guarantees that the Byzantine workers have limited influences at cost of small
slow down on the convergence.

As we can see from Figure B.10, the performances of CLIPPEDGOSSIP are similar with
different constant choices of 7 which shows that the choice of 7 is not very sensitive. The
adaptive algorithms perform well in all cases. Therefore, the adaptive choice of 7 will be

recommended in general.
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B.5 Analysis

We restate the core equations in Algorithm 3 at time ¢ on worker ¢ as follows

m; ™ = (1 - a)m{ + agi(z;) (B.5)
m§+l/2 =z! — nm!t! (B.6)
2t =2 7y CLip(z, A AR (B.7)
a!tl = Z Wizit) (B.8)

In addition, we define the following virtual iterates on the set of good nodes Vg
Tl = ﬁ > icv, T the average (over time) of good iterates.

Fat — 1 t ; -
* M = g ZieVR m; the average (over time) of momentum iterates.

In this proof, we define p := 1 — (1 — )2 € (0, 1] for convenience.
In this section, we show that the convergence behavior of the virtual iterates @'. The

structure of this section is as follows:

e In § B.5.1, we give common quantities, simplified notations and list common equali-

ties/inequalities used in the proof.

e In § B.5.2, we provide all auxiliary lemmas necessary for the proof. Among these lemmas,

Lemma B.3 is the key sufficient descent lemma.

e In § B.5.3, we provide the proof of the main theorem.

B.5.1 Definitions, and inequalities

Notations for the proof. We use the following variables to simplify the notation

e Optimization sub-optimality:

e Consensus distance:

1 _
=t = ‘7 Z”x —thz

1EVR

e The distance between the ideal gradient and actual averaged momentum

it = E|Vf(@") - m T3
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Similarly, the distance between the ideal gradient and individual momentums

e o SO EIVS@) - mit
‘ ’ 1€EVR

Similar, distance between individual ideal gradients and individual momentums which is

weighted by the mixing matrix

é§+1 ' ’V ‘ Z E” Z VVTJ Vf] t+1>||%

1€EVR jEVR

Similar we have distance between individual ideal gradients and individual momentums

= g Y Elm - VA3
1EVR

o Let et;'l be the averaged squared error introduced by clipping and Byzantine workers
2
et . o t+1/2 t+1 t+1/2
€y - VRl ZE Z Wij(zh —z; ) + Z Wij(zi5 —a; )
VR i€VR JEVR JEVB 2

Lemma B.1 (Common equalities and inequalities). We use the following equalities and in-

equalities

e The cosine theorem: ¥ &,y € R¢
1 1 1
(@, 5) = —5 e — yl3 + S lel3 + 5 lyl3 (5.9)

e Young’s inequality: For e >0 and =,y € R?

le + yll3 < (1 +e)llll3 + 1+ )]yl (B.10)

If f is conve, then for a € [0,1] and x,y € R?

floax+ (1 -a)y) <af(z)+(1-a)f(y) (B.11)

Cauchy-Schwarz inequality
(z,y) < [lzl2lyll2 (B.12)

Let {x; : i € [m]} be independent random variables and Ex; = 0 and E|x;||*> = o2 then

2

Bl Xl i3 =% (B.13)
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B.5.2 Lemmas

The following lemma establish the update rule for Z°.

Lemma B.2. Assume Lemma 3.3. Let A" be the error incurred by clipping and Vg
1 t41 141
A ST (S W e W el | ay
R i€VR \JEVR JEVE
Then the virtual iterate updates
! =zt — gttt 4 AL (B.15)
Proof. Expand ! with the definition of z!*! in (B.8) yields

1 1
—t+1 E t+1 E E W t+1 § W.. t+1
xr —7’VR| T, = 7’VR‘ zgzj 7,+ szj i
i€VR i€VR \JEWR JEVE

. 1 t+1 t+1/2 t+1/2
ey Do Do Wulei -l + Y Wi

i€VR \JEVR JEVR

1 t+1 t+1
i 2 | 2 WalE -l + 3 Wl
R 1€VR JEVE JEVE

Reorganize the terms to form A!*!

1
o 3 | Wl Y Wil ot

1€VR \JEWR JEVE

1 1 1 1

o T B S st
| R’jEVR VR iEVR

1 1
A > At = VRl > (ah —gmiTh) + A

Rl ievs Rl ievk
—at it 4 AL -

Note that the AT can be written as the follows

1 S gyt _ 1 41
AL — il Z Cc§+1 _ Z Wijwf /2] _ gttl _ i Z $i+ /2
R i€VR JEVR R i€EVR
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where measures the error introduced to &'*! considering the impact of Byzantine workers and
clipping. Therefore when Vg = () and 7 is sufficiently large, A" = 0 and £'*! converge at the
same rate as the centralized SGD with momentum.

Recall that e/t! := E||V f(2!) — m!™!||2. The key descent lemma is stated as follow

Lemma B.3 (Sufficient decrease). Assume Assumption D and n < then

oL
_ _ 7 _ [/ 1 1
E (@) <(2") ~ JIVAGIE - TEIm' ™ — LA el + Je,
Proof. Use smoothness Assumption D and expand it with (B.15)

_ _ _ _ L, _
F@) <f(@") = (Vf(@'),nm T = AT 4 S lpm T — AP
Apply cosine theorem (B.9) to the inner product n(V f(&!), mi*t — %Atﬂ) yields
_ N ey n—Lp*\ 1
E f(e"*) <f(@) - JIVA@HIE - (15 ) Bl - LAt
1
+ BNV (@) —mi AT

then — "_2L”2

If step size n < < —Z. Applying inequality (B.10) to the last term

2L’
1 1
g EIVF(&") —m™ + HAMH% < nE|Vf(@") —m T3+ p E[JA“3.
Since e} := E||Vf(&") — m!*!||3 and E[|A*F!||2 < €5, then we have
1 1
Ef(@*) <f(@) - JIVA@IE - JEm - LA et 4t O
In the next lemma, we establish the recursion for the distance between momentums and
gradients
Lemma B.4. Assume Assumptions C and D and lemma 3.3, For any doubly stochastic mixing

matriz A € R™*"
= G SEIY Agmit - V@),

1EVR ]EVR
then we have the following recursion

2 2

_ 212 77 _
VRl |Al|%y, + 20 L?E" + ———|m' — NH%- (B.16)

i‘+1 (1 o O[)Bt

where we define HA||%WR =D eV 2jeVk A?- Therefore,

o If Ajj = [y for alli,j € VR, then ! = ef™! and ||A||%,, = 1.
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o [f A=W, then ¢! = &' and A3y = Yiewe ZjevR 2 <|Wrl.
o If A=1, then HAH%,VR = |VRr|. In addition,
et < 2eft 4 2¢2

where A = 1.

Proof. We can expand e ! by expanding m +1

o i S EIS A1+ agyaf) - V(NI
1EVR JEWR
|VR|ZVEHZVAU (1=a)mi+a(g;(@)) + V(@) =V f; (@)l
1EVR JEWR

Extract the stochastic term g;(z}) — V fj(z}) inside the norm and use that E g;(z) = V f;(}),

il = ’V‘ZHZAU (1—a)mf+aV f;(xf) =V f;(2")I3

ZEVR Vi €VRr

+ ] D EIY Agala(a) - Vh(ah)IE

1EVR JEVR

<5 |ZHZAm (L—a)mj+aV fi(z;) -V fi(2")]3

’LEVR JEVR

| Z Z A EHQJ — Vi@ )”%

1€EVR JEVR

Then we can use Assumption C for the last term to get

a202
i |ZHZAW (A=ymi+aVfj(@) = VL@ DIE + Al

i€VR JEVR

Then we insert +(1 — )V f;(£'~!) inside the first norm and expand using (B.11)

t+1

1]

V@ TH)IE+ ,V | H vk
i€VR JEVR

Vel TN AVl - V@) + ! ;Q(ij(@t_l) — Vfi@)l3-

i€VR JEVR
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Note that the first term is €'y and by the convexity of ||-|| for the last term we have

el <(1- )€A+ HAHFVR

v
+ g 2 IV i@h) = V() +

JEVR

L= @) - v )2

Then we can further expand the last term

a?o?

2
WHAHF,VR
T 2953 = V@B + |vw LS I9sa) - v aE

JGVR JEVR

e <(1—a)ely +

Then we can apply smoothness Assumption D and use (1 — a)? < 1

2 2
212
e <1~ a)ely + Ty Al +20L°2 + i

—t At 2'

Besides, consider eHl

Gt = !V|ZEH mit = Vi@ = g Y Elm{ £ VG - V@)

1€VR zEV
> Elmitt = V@5 + 25 > IVAE) - VY3
|V | 1€EVR |V | 1€VR

=2¢7t! 4 2¢7.

As we know that [|A*1|3 < eb™ | then we need to finally bound 5™

Lemma B.5 (Bound on e5™)

1 |1

==
0
JEVR

5t < c10max (202 (el 4 ¢?) + 2.

. For dmax 1= max;cyy 05, if

2
t+1 t+1
113»+/2—i13-+/2
7 J 9

)

then we have

where constant ¢; = 32.
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Proof. Use Young’s inequality (B.10) to bound 6t+1 by two parts
2
et — t+1 t+1/2 t+1 t+1/2
€2 |V | ZE Zvvij(zj—n‘_ ZWU Zjsi T Xy )
R i€VR JEVR JEVR 2
2 2
1 gty b
< S| S Wetth el o S| S Wl
Rliewe  [lievk ZEVR jEVe )
:;Al :ZAQ
Look at the first term use triangular inequality of ||-|| and the definition of 7/
g q Yy i
2
t+1 t+1/2
hxg S e w-e,
JEVR
2
t+1/2 _ _t+1/2]|?
—, R|ZE t+1zmﬂ‘ il
i€VR Ti JEWR

The second inequality holds true because we can consider two cases of zj i L for all j € Vr

1 1
o If H:c?rl/2 - ar:;Jr /2H2 < 7/71 then CLIP has no effect and therefore 2/} = AN

J—1 J
0= |27 —a}")s < m it — 2.
o If ||z, e g +1/2H2 711 then z§+1 sits between x§+/ and :lc?rl/2 with
12458 — 2l + 7 = |l = 2.

Therefore, using the inequality a — 7 < § for @ > 0 we have that

1 t+1 t+1 t+1 1 t+1 t+1 2
242 — P = ™" — o — < Y B,
Z
Therefore we justify the second inequality.
On the other hand,
2 2
t4+1 t+1/2 2 t41
Lye[sw ) < Ly (Tw
ZEV jEVe Rlievr \seve

52 t+1
\VR! Z

1E€EVR
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t+1

Then minimizing the RHS of e;"" by tuning radius for clipping

+1/2 . +1/2 2
j 2

t+1
= Z Wij ||x

Then we come to the following bound

et < |V!Z5 ZVVU

1€VR JEVR

t+1/2_ t+1/2 2
j 2

Then we expand the norm as follows

t+1/2 t+1/2 2
i -

t+1

E‘a: nm,

— :13 + nthH

to ot t t+1 - t+1
x; £ & —x; +nm; + V(@) —nm! H (B.17)
<4’ E[lmi™t — Vf(&")|3 + 4n” E[|mST — Vi(@")|3

+dl|lf — &3 + 4ll=f — 23

Use the fact that ;.\, Wij =1—6; we have

el < |77‘ 25 (1—6,) Emt — Vf(@)|2 + 77| ZZ&VVZ]EHmt“ V@3

’LEV JEVR I€EVR
+ o O =dllal —aF+  Y S AWl — a3
i€VR JEVRzEVR

Use the fact that §; < dmax and 1 —§; < 1 for all 7 € VR,

O

Theorem 3.1'. Let T := W%\ ZievR x; be the average iterate over the unknown set of reqular
nodes with N 5

7= \/57_ e, Wis E i — 512 (B.18)

If the initial consensus distance is bounded as |V71R‘ > E|lx; — z||? < p?, then for all i € VR,

the output x; of CLIPPEDGOSSIP satisfies

1€VR

~ _ 2
e v Bl — 2 < (1= + y/Faum)

where the expectation is over the random variable {x;}icy, and ¢ > 0 is a constant.
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Proof. We can consider the 1-step consensus problem as 1-step of optimization problem with

El|zi™ — &!|2 in terms of

p? = E" and = 0. Then we look for the upper bound of ﬁ ZieVR

p27 p? a‘nd 6max-

Do S Ela @l = ST RIS Wt - a8

1€VR 1€VR j=1
. _
!V | STEND Wil — 2t +(ZW 2= wiah)|s.
Rlicvk  jewr j= JEVR

Apply (B.10) with € > 0 and use the expected improvement Lemma 3.4

’V | Z E”mtJrl - thQ

1€VR
1 + € W
1> Wijal - E| Wzgz;i% =D Wyall3
=Tl |V
R 1€EVR JEVR 1€VR 7j=1 JEVR
(14 €)( 1 W
<ot PLS et — a3 + %= D Wl
R i€VR ieVg  j=1 JEWR
<(1+e)(1-p)E , Z E||Z Wizt = > Wiall3
i€Vr  J=1 JEWR

Replace acz = :I: 2 77m ! using (B.6), then apply (B.12) and n = 0

S Elett - 2|3 < (1+e)(1-p)= wazjii S Wil
i€VR i€V ||J=1 JEWR 2

!Rl

Recall the definition of €g+1

2
ot W zttl G Y2
€2 - IVRI >_E Z 4§55 ) Wi,

i€Vr ||7=1 JEWR 2

Then use Lemma B.4 with the case A = W and apply Lemma B.5 with n =0

_ 1
IVRI > Ellzit — &3 <(1+e)(1 - p)E" + (1 + g)etz+1
1EVR

1
<(1+e)(1—p)E + (1 + 6)325maxa )
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325max
€

Let’s minimize the right hand side of the above inequality by taking e such that ¢(1—p) =
which leads to e = / 32‘5”‘;" then the above inequality becomes

D E2it — &3 <(1— p+ 320max + 2¢/320max(1 — p)) =’

|V ‘ 1€EVR

=(/1 = p+ v/3200max)*E".

The consensus distance to the average consensus is only guaranteed to reduce if /1 —p +
V320max < 1 which is
1
Smax < 33(1 —/1—-p).

Finally, we complete the proof by simplifying the notation to spectral gap v:=1—+/1 —p. O

Recall that

2

t+1 (it t+1/2 STl t+1/2
Z Z Zii T Z VVZ] i T Ly ) : (Blg)
’LEVR JEWVR JEVR 2
Next we consider the bound on consensus distance =t.

Lemma B.6 (Bound consensus distance Z'). Assume Lemma 3.4, then =t has the following

iteration

EH <1+ e)(1—p)E!

1 1
bl D) (e R 4RIV + P Elmt - LAt ).

where € > 0 is determined later such that (14 ¢€)(1 —p) <1 and ca = 5.

Proof. Expand the consensus distance at time ¢ + 1

Et—i—l Z E thrl t+1 — Z E ZW thrl 7jt+1 2
] Sl I8 = iy 2 EIS Wizt — a3

1€VR 1€VR J=1
- SEIY Wit -
’ | 1€V 1
R J=
~ ] EIY Waal - Z%zjiﬂ > Wyal) + & — 2[5,

i€VR JEVR JEVR
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Apply Young’s inequality (B.10) with coefficient ¢, like the proof of Theorem 3.1, and use the

expected improvement Lemma 3.4

%1”3J2%mt@

1EVR jEVR
1%*6 o~ -
S Y Wt Y Wosl et
lGVR j=1 JEVR
(1 +€ 2
LD S 0t
| R‘ ZEVR
1""6 1 - _ _ 112
]V | > E”ZW 25— D Wiy + & — a3
i€Vr  j=1 jEVR

1 _|_ € —~
t § E “7 t+1 E W.. t
§(1+€)(1 6’V | E” zj—)l Z]xj)+m

1€EVR j=1 JEWR

—t a—:t-l-l Hg

=T

t = a: AL 77m ! using (B.6), then apply (B.12)

Replace x* J

1+e€ — B
T =y 2 1Y Wyt Y Wal o Y Wmi

i€Vgr  j=1 JE€EVR JEVR
1+e€ - t+1
<5 | w2 EID Wiz ti— 3 Wil 3
ieVg  j=1 JEWR
1 - 2
+ 1 IVRI Z E|l Z Wij(m t+ ij(wt»Hz
1€VR JEVR

i€VR JEVR

Recall the definition of egﬂ

t+1 t+1 t+1/2 t+1
2+ ) |ZE ZWU ]:i_wj )‘f‘zvvij(zj:i_

i€VR JEVR JEVR

|wzm2m¢22m*%b

i€V j=1 JEVR

T3

(B.20)

7t+1H%

ey 21D WV (@) - V@3 +n?IIV ()3 +E|l - 2

2
t+1/2
i)

2
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Then use Lemma B.4 with the case A = W,

1 2 ~ B B B B B
Ty <514+ ) [+t + 2 SIS Wy V(e - V@) + w3 + Ellat a3
i€VR JEWR

Use convexity of ||[|2 and Assumption C we have
1
Ty <514 —) (o3 e + 0" C P [ V(@3 + Ella’ — 273

Use (B.15) for the last term
T <5014 1) (7 4 PP IV Bl - SATR )
Finally, by the definition of &1, we have
B <1+ -p)= +5(1+ %) ( ot + 0P |V f(@Y)]13 + 0 Ellmt nAt“!@) :

O

Lemma B.7 (Tuning stepsize.). Suppose the following holds for any step size n < d:

70

— b+ en® + f.
DT +1) n+en” + fn

Uy <

Then, there exists a step-size n < d such that

b’l"o
T+1

)

)% +26%(
T+1

Uy < 2(

1 1 1
Proof. Choosing n = min { (%) : (e(:}:il)> : (f(%il)) ! Cll} < é we have four cases

1 1
3 1
; (e(Trin) ; <f(:F0+1)) ; then

1 2 3
dro b / dro bro \2 | 43 T \*®, 4 o \*
Uy < e/ s _ro_ o )

T_T+1+d+d2+d3_T+1+< ) e i

= e

o= é and is smaller than (b(Trﬂrl)>

1

*n= ( (T+1)> < mm{( T+1))é g (f(%il))i}’ then

1 3 1
brg \?2 ero 0 2 bro 2 13 0
Uy <2 <2(—2 /B
T <T+1) +b(T+1)+f<b(T+1)> = (bT+1> e\ T

wlno

3
1af "o \*
7 <T+ 1) '
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< minf (i) (sepy) ) then

2 1 1
3 3 br 2 T ro \*
coul/3( T \? ro s fro . 0 1/3 0 1/4 _
Pr < 2e <T+1 ) Ty S\7+1) P \r) T \ra

< min () (i) then

Wi
w

3 1 1 1 2 3

1 1 2 br 2 T 0 1

< ofl/d 0 1 0 1 To 2< 0 1/3 0 1/4 _
Yr < 2f <T+1 P\ rrry) " \Gosy) S\re1) T \r 2 T+1

Then, take the uniform upper bound of the upper bound gives the result. O

B.5.3 Proof of the main theorem

Theorem 3.3'. Suppose Assumptions A-3.4 hold and Spmax = O(¥?). Define the clipping radius

as
t+1 _ /1
T’i - \/52 EjEVR

Then for o := 3nL, the iterates of Algorithm 3 satisfy
2 1/2
%H Z?:O”vf( )H2 <2006162 5maxc2 + 2(IV \ + 320762102 5“13”‘)1/2 (3%1{0)
2/3 1/a 3/a
()" (p5)" 02 () ()" 91

where o := f(x°) — f* and c1 = 32 and c3 = 5. Furthermore, the consensus distance has an
upper bound

(B.21)

2
- t41/2 t41/2
ij E||T; -z

2.

e vl — 213 = O(orry)-
Remark 8. The requirement dpax = 0(72) suggest that dmax and v are of same order. The
exact constant are determined in the proof and can be tighten simply through better constants in
equalities like (B.17), (B.20). In practice CLIPPEDGOSSIP allow high number of attackers. For
example in Figure B.9, 1/6 of workers are Byzantine and CLIPPEDGOSSIP still perform well in
the non-1ID setting.

Proof. Denote the terms of average ¢t from 0 to T" as follows

N

T
1 1
Cy:= Cyi=—— ’t“——At*lQD:_ =t
1 1+TZIIVf B Car= o Y ™! = SAT Dy ;
T

1 T

T
_ 1 1
— t+1 —t+1 Er = t+1 By = t+1
1 1+TZ€ 4+Tt:0€1 ] I 1—}—th%€1 ) 2 1+Tt:0€
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First we apply average to Lemma B.5

Ey < ca0max(20*(Er + ¢?) + Dy). (B.22)

Then we rewrite key Lemma B.3 as

1 1 2 2
IVF@5+ 5 Ellm™ = — A <= (' = ™) 4 2617 + ST,
n n n
and further average over time t
1 21y 2
Ci1+-C < ———— +2E,+ =F
1+2 2_77(T+1)+ 1+772 2

where we use —f(z? 1) < —f*. Combined with (B.22) gives

1 2T0 2 2025max
Ci+ -0y < ————— +2F1 +4co0max E1 + 4c26
1+ 9 2> 77(T+ 1) + 1+ 4C20max iy + 4c2 maxC + 172

D (B.23)

+1

Now we also average Lemma B.4 for e'i over t gives

T T 2,2 2,2 T
e} : 9 oo 2L*n* 1 1oy
< 2aL°D S
Z S TZ€1+ a 1+ Vil + o 1_|_TZHm 7 112
t=0 t=0 t=0
T
11—« t+1 2 04202 2L2772
< ett + 2al“D1 + —(CY
1 +T; ! VR
=0 _ .0 50 2L2 2
where we use Z° = € = 0 and m" = A = 0. Then let 8 :=
o2
By <2L2Dy + 22 4 B1Ch. (B.24)

[VR|
Similarly, Lemma B.4 for etf'1 the only difference is that we don’t have % for o2
Er <2L*D; + ac? + ,Co. (B.25)
Similarly, let’s call 8o := ﬁ D icVe 2ujeVr w2 <1

] —

El < 2L2D1 + B2a02 + 51C%. (B26)
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The consensus distance Lemma B.6 has

T
1+e€) _ _
p, <TI0 =) 1+T Z: + DB+ o1+ D (BF + 4+ O+ Cy)
<A+ e)(L—p)D1+ 2l + 1By + eo(1+ D (BT + % + C1 + Os).
€ €
Replace Es using (B.22) gives

Dy <(1+€)(1 = p)D1 + c2(1 + £)(e16max (207 (EF™ + (%) + D1)) + co(1+ (BT + 4+ C1 + Co)
<((1+€)(1 —p) + erea(l + Domax) D1 + e2(1 + Hn?(2e18max By + EiT 4 (14 2¢10max) ¢ + C1 + C2).

Now replace Fy, Er with (B.26), (B.25), then

Dy <((1+€)(1 —p) + c2(1 + 1) (c16max(1 + 4L*n%) + 2L*n?)) Dy
+ (1 + HnP((2e10max + B2)a0? + (2¢10max + 1)¢ + ((2¢10max + 1)B1 + 1)Ca + C1).

2
By enforcing n < 3 L and dpax < 10c 5 we have

2c0 %" <77 /8
Clc2émax(1 + 4L27]2) §72/8

we can achieve

V/e1620max (1 + 4L22) + 2c, 1202 < %

Then

Dy <((1+e)(1—p)+ 1+ 2)%) Dy

+ 02(1 + %)772((2615111&)( + 52)040'2 + (2015max + 1)C2 + ((2016max + l)ﬁl + 1)02 + Cl)

Let us minimize the the coefficients of D1 on the right hand side of inequality by having
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that is e = o Then the coefficient becomes

4(1-p)-

Ty =(1+€e)(1—p)+(1+ i)f

VN2
:1——
Thenweuse%: 4(£f;p)§%andl—|—%§%

D, §4[;2727]2((2016max + Bo)ao? + (2¢10max + 1)C2 + ((2¢10max + 1)B81 + 1)Co + C1).
This leads to 2¢10max < g—; <1 and f9 <1, then we know

4 2
Dy < Cj;’ (200 +2¢2 + C1 + (1 + 26)C) (B.27)

Finally, we combine (B.23), (B.24), (B.26)

1 27‘0 ) 2@15max
C1+ =Cy <————— + 2F1 4+ 4¢10max E1 + 4¢10max D
15 2_77(T+1)+ 1+ 4¢10max Er + 4¢10max(” + . )
<20 (AL2D B 4 28,C0)+ 2018 (AL7 D + 2Baci0” + 26,C
_m‘F( 1+|VR\ + 261C2) +2¢1 0max( |+ 2002 + 251Ch)
2¢10max
+ 4C15max<.2 + 117;11& Dy
2r 2¢10max
<o) L B+ DL (20200

+481Co + 4¢16maxC?

Then we replace Dy with (B.27)

1
Cr+ =Cy <20 4 (b 4 2610 max ) 20002 +451Co + 4¢1 maxC?
1+2 2_,7(T+1)+(|VR|+ C10max) 200 +41Ca + 4¢10maxC (B.28)

+ (AL + 8¢10max L*n? + 2¢10max) 5% (200 + 2¢% + O + (1 + 261)C2)
To have a valid bound on C1, there are two constraints on the coefficient of the RHS C7 and Cs.

(4L2772 + 8615maxL2T/2 + 2Clémax)%},iz2 <1

1
(4L2772 + 8015maxLz772 + 2616max)%(1 + QBI) + 451 §§
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We can strength the first requirement to

1
(4L*n% + 8c10max L?n* + 201(5max)4—2 < 7 (B.29)
Then, apply this inequality to the second inequality gives
1 1
- 4B, < =
1t ﬁl +4p5 5
which requires 7 < 7. Next (B.29) can be achieved by requiring dmax < %
'y2
(4 + 8015max)L 77 + 2015max < 8L27]2 + QCl(Smax = T16e
2
which requires 8n?L? < 7 , and we can simplify it to n < 7. Now we can simplify (B.28)

with (B.29)

301 —n(%?l) + (ﬁ + 2615max)2a02 + 4015maXC2

(4L2772 + 8615maxL2772 + 2015max)%(2a(72 + 2(2)

Multiply both sides with 4 5 and relax conbtant 3 -2 < 3. Then by taking n < 57 we have that

C1 <y + (g + 7 216max)300” + 205926, + 282 (a0 + (%) L2

By taking o := 3nL and relax the constants we have

2
Cr < s + (2 + 29605, Loy + 52 (0% + () L2072 + 20526,

Minimize the the right hand side by tuning step size Lemma B.7 we have

32 320
(W —+ ’chl 5max)3L0'27“0

T+1
i 2 i 1 doro
o)’ (i) 2 () ()

T AR N 2
.90 00} = qor and

T+1ZHW I <20526,0¢2 42

1o
where 7~ := min{;

h\“
©
h
o
h

2rg 2 2rg7y /3 2rg7y /4 1
= min , N\ == y I
! (1 + D) Lo (T + 1) (wcirm) (wn) 4
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2L2772

Bound on the consensus distance D;. Since 51 = ~3

= %, we can relax (B.27) to

D, 34‘3;;72 (200% 4+ 2¢% +2(1 + 261)(C1 + 3C2))

<12 (2002 + 2¢2 + 3(C1 + 1Cv)).

For significantly large 7', we know that n = a = O( \/;—H) and find the upper bound of

200 + 2¢? + C1 + $Cs with O(¢?) where higher order terms of 1/T are dropped. Therefore,

the upper bound on the consensus distance D; is O (ﬁzﬂ)) ]

B.6 Other related works and discussions

In this section, we add more related works and discussions.

Byzantine resilient learning with constraints Byzantine robustness is challenging when
the training is combined with other constraints, such as asynchrony [Damaskinos et al., 2018; Xie
et al., 2020b; Yang and Li, 2021b|, data heterogeneity |[Data and Diggavi, 2021a; Karimireddy
et al., 2021c; Li et al., 2019; Peng and Ling, 2020], privacy [Burkhalter et al., 2021; He et al.,
2020b]. These works all assume the existence of a central server which can communicate with all
regular workers. In this paper, we consider the decentralized setting and focus on the constraint

that not all regular workers can communicate with each other.

More works on decentralized learning. Many works focus on compression techniques
[Koloskova et al., 2019, 2020a; Vogels et al., 2020], data heterogeneity [Koloskova et al., 2021;
Tang et al., 2018; Vogels et al., 2021], and communication topology [Assran et al., 2019b; Ying
et al., 2021al.

Detailed comparison with one line of work. Among all the works on robust decentralized
training, Sundaram et al. Sundaram and Gharesifard [2018] and Su et al. Su and Vaidya [2016a)
and their followup works Yang and Bajwa [2019a,b| have the most similar setup with ours.
They are all using the trimmed mean as the aggregator assumptions on the graph. We illustrate

our advantages over these methods as follows

1. Their methods (TM) make unrealistic assumptions about the graph while our method is
much more relaxed. Their main assumption on the graph has 2 parts: 1) each good node
should have at least 2b + 1 neighbors where b is the maximum number of Byzantine workers
in the whole network; 2) by removing any b edges the good nodes should be connected.
This assumption essentially requires the good workers have honest majority everywhere and
additionally they have to be well connected. This can be hardly enforced in the decentralized

environment. In contrast, our method has a weaker condition relating the spectral gap and
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0. Our method also works without a honest majority Figure B.6. The second part of their

assumption exclude common topologies like Dumbbell.

2. TM fails to reach consensus even in some Byzantine-free graphs (e.g. Dumbbell) while
SSClip converges as fast as gossip. For example, TM fails to reach consensus in NonlID
setting for MNIST dataset (Figure 3.4) and even fails in IID setting for CIFAR-10 dataset
(Figure B.8).

3. We have a clear convergence rate for SGD while they only show asymptotic convergence for
GD. In fact, we even improve the state-of-art decentralized SGD analysis [Koloskova et al.,
2020b].

4. Our work reveals how the quantitative relation between percentage of Byzantine workers (§)

and information bottleneck (y) influence the consensus (see Figure 3.3 and Theorem 3.1).
5. We propose a novel dissensus attacks that utilize topology information.

6. Impossibility results. Sundaram et al. Sundaram and Gharesifard [2018] and Su et al. Su
and Vaidya [2016a] give impossibility results in terms of number of nodes while we give a

novel results in terms of spectral gap (7).

Other related works and discussions. Zhao et al. Zhao et al. [2019] make assumption that
some users are trusted and then adopt trimmed mean as robust aggregator. But this assumption
is incompatible with our setting where every node only trusts itself. Peng et al. Peng and
Ling [2020] propose a “zero-sum” attack which exploits the topology where Byzantine worker j

construct
2keN; nvg Tk
[NiNVg]

:IZJ' = —
They aim to manipulate the good worker ¢’s model to 0, but it also makes the constructed
Byzantine model very far away from the good worker models, making it easy to detect. In
contrast, our dissensus attack (3.6) simply amplifies the existing disagreement amongst the good
workers, which keeps the attack much less undetectable. In addition, we take mixing matrix

into consideration and use ¢; to parameterize the attack which makes it more flexible.

Clarifications about our method. We make the following clarifications regarding our
method:

e Ideally we would like to replace the dmay = max; §; with an average § = %Zj 0;. However,
the requirement that dy.x be small may be achieved by the good workers increasing its weight

on itself. Note that Byzantine workers cannot alter good workers local behavior.

e Theorem 3.3 does not tell us what happens if the percentage of Byzantine workers 9§ is

relatively larger than spectral gap (), but it does not necessarily mean that CLIPPEDGOSSIP
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t+1 _ yn t+1
x; = L Wiz

(a) Before aggregation. (b) Clipping updates. (c) Gossip averaging.

Fig. B.11 Diagram of ClippedGossip at time t on worker . Let purple node be the model of
worker ¢ and green nodes be models of worker i’s regular neighbors and red nodes be models
of worker i’s Byzantine neighbors. The figure (a), (b), and (c) demonstrate the 3 stages of
ClippedGossip. First, in the left figure (a) worker ¢ collects models {w;+1/ ?:j € N;} from its
neighbors. Then in the middle figure (b) worker 7 clips neighbor models to ensure the clipped

models are no farther than Tf“ from node i. Nodes outside the circle (e.g. m§+1/2) clipped to
the circle (e.g. z'TL) while nodes inside the circle (e.g. %) remain the same after clippin

(e.g. zjfr_lm) In the right figure (c¢) worker ¢ update its model to :132+1 using gossip averaging

over clipped models.

diverges. Instead, it means reaching global consensus is not possible as Byzantine workers
effectively block the information bottleneck. We conjecture that within each connected good
component not blocked by the byzantine workers, the good workers still reach component-level
consensus by applying the analysis of Theorem 3.3 to only this component. We leave such a

component-wise analysis for future work.






Appendix C

Secure Byzantine-Robust Machine

Learning

C.1 Proofs

Theorem 4.1 (Privacy for S1). Let z = Y ;" | p;x; where {p;}I, is the output of byzantine
oracle or a vector of 1s (non-private). Let BV;j = (aij, bij, ¢ij) and BVp; = (al, b, ) be the
Beaver’s triple used in the multiplications. Let (-)(1) be the share of the secret-shared values {-)
on S1. Then for all workers i
Pla; = i | {(e) . (o) VY {BV @i — @) — ayj.@i — ) — bijhicy,
1
(Wl = ) DYicy, {BVDY pi = @l pi = BIYiy, 2) = Pla = il 2)

Note that the conditioned values are what S1 observes throughout the algorithm. {BVigl),azi
— x; — ajj,x; — Tj — bijtic; and {BVp,El),pi —a?, p; — b} | are intermediate values during

shared values multiplication.

Proof. First, we use the independence of Beaver’s triple to simplify the conditioned term.
e The Beaver’s triples are data-independent. Since (a?)®) and (b)) only exist in {p; —
a?, p;—bl'}; and they are independent of all other variables, we can remove {p;—al, p;—b"};
from conditioned terms.

e For the same reason {BVpZ(»l) 1, are independent of all other variables and can be
removed.

e The secret shares of aggregation weights (p;)(!) := (p; +1;)/2 and (p;)® = (p; — m;)/2
where 7; is random noise. Then {(p;)"}; are independent of all other variables. Thus it

can be removed.
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Now the left hand side (LHS) can be simplified as

LHS =P(z; = xi\{<wi>(1)}?:1,
{B ’L] 7
(s — 25]1*) M }ics, 2)

i — Ly —aij,a:i—a:j—bij, (Cl)

There are other independence properties:

e The secret shares of the input (x;) can be seen as generated by random noise &;. Thus
(x)V) = (& +x;)/2 and (x;)?) := (=& +x;)/2 are independent of others like x;. Besides,
for all j # i, (x;)() and (z;)() are independent.

e Beaver’s triple {B if;)}i<j and {BVé?}iQ are clearly independent. Since they are
generated before the existence of data, they are always independent of {mg)}J

Next, according to Beaver’s multiplication Algorithm 8,

(s — %)V = ) + (s — ; — aig)b)) + (i — x; — bij)al)

we can remove this term from condition:

LHS = P(x; = z;|{ ()M}, 2

1
{BVZ(]), T — Tj — ij, T — Tj — bijic))

(C.2)

By the independence between (a;)(") and BV

i > we can further simplify the conditioned term

LHS = P( = zil{(2) VY 2,

(C.3)
BV (@i — 25— ai)) @, (2 — ;- bij)P}icy)
Since BVig-l) and BV;;Q) are always independent of all other variables, we know that
LHS = P(z; = x;|{(z:) U}, 2) (C4)
For worker i, Vj # 4, (z;)() and (z;)(!) are independent
LHS =P(x; = zi|z).
O]

Theorem 4.2 (Privacy for S2). Let {p;}" is the output of byzantine oracle or a vector of 1s
(non-private). Let BV;; = (aij, bij, ¢ij) and BVp; = (al b, ) be the Beaver’s triple used in

'L?z?z

the multiplications. Let (-)?) be the share of the secret-shared values (-) on 82. Then for all
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workers i

2)
P(@; =i | {(z:)®, (pi)®, pi}i, {BV;(j (T — T — Qij, T — Tj — bijtic,
{lzi — 251D, l|2: — 2[*Yic, {BVDpi — af,pi = I}y) (4.1)

= P(zi =i | {llzi — =;]*}icy)

Note that the conditioned values are what S2 observed throughout the algorithm. {BV, i ), T;—
x; —a;j,x; — Tj — bjj}ic; and {BVpl- ,pi —al,p; — b}, are intermediate values during

shared values multiplication.

Proof. Similar to the proof of Theorem 4.1, we can first conclude
o {p;—al,p;— b’} and {BVpEQ)}?:l could be dropped because these they are data inde-
pendent and no other terms depend on them.
. {(pl->(2 ?_, is independent of the others so it can be dropped.
e {p;}" , can be inferred from {|x; — x;||*}i; so it can also be dropped.
e By the definition of {(||z; — x;]|2)?},;, it can be represented by {z;}(® and {BVZ§2), T —
Tj — aij, T — j — bijlicj.
Now the left hand side (LHS) can be simplified as

LHS =P(z; = x| {(x;) P,

(BVSD @i — xj — ayj, i — x; — by, (C.5)

s — @)% ics)

Because x; is independent of {(wi>(2)}?:1 as well as data independent terms like {BVZEQ) , 8), > },< s

we have

LHS = P(x; = z; | |[&; — 2] *}ic)

Theorem 4.3 (from DP to LDP). Suppose that the noise vy in (4.2) is sufficient to ensure
that the set of model parameters {w}cir) satisfy (€,6)-DP for e > 1. Then, running (4.2) with
using Alg. 4 to compute (xy + n¢) by securely aggregating {x1 4+ + nny, Tay, ..., Ty} satisfies
(¢,8)-LDP.

Proof. Suppose that worker i € [n] computes it gradient @; based on data d; € D. For the sake
of simplicity, let us assume that the aggregate model satisfies e-DP. The proof is identical for

the more relaxed notion of (e, §)-DP fo re > 1. This implies that for any j € [n] and d;, d; € D,

PrL(Cr, @i(di) +v =y]
P[RS (00) + ) + v = o]

<e€,Vy. (C.6)
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Now, we examine the communication received by each server and measure how much information
is revealed about any given worker j € [n]. The values stored and seen are:

e S1: The secret share (z1 +nv)1), {z;(d;)V}7_, and the sum of other shares (1 +nv)? +

S ai(di)® = (1 @i(di) + nv)®).

e S2: The secret share (@1 + nv)?), {z;(d;) P},

o Worker i: z = (D1 xi(d;)) + nv.
The equality above is because our secret shares are linear. Now, the values seen by any worker
satisfy e-LDP directly by (C.6). For the server, note that by the definition of our secret shares,

we have for any worker j,

wj(dj)(l) is independent of @ ;(d;)
= Prla;(d)") = y] = Prlz;(d)") = §], vy,
= Pr[ae;(d;)V) = y] = Prz;(d;)) V) =y

A similar statement holds for the second share. This proves that the values computed/seen by

the workers or servers satisfy e-LDP. O

C.2 Notes on security

C.2.1 Beaver’s MPC Protocol

Algorithm 8 Beaver [1991)’s MPC Protocol

input: (x); (y); Beaver’s triple ((a), (b), (c)) s.t. c=ab

output: (z) s.t. z =xy

for party 7 do
locally compute x; — a; and y; — b; and then broadcast them to all parties
collect all shares and reveal x —a = ¥;(z; — a;), y — b = 3;(y; — b;)
compute z; :=¢; + (x — a)b; + (y — b)a;

The first party 1 updates 21 := 21 + (z — a)(y — b)

In this section, we briefly introduce Beaver [1991]’s classic implementations of addition
(x +y) and multiplication (zy) given additive secret-shared values (x) and (y) where each party
1 holding x; and y;. The algorithm for multiplication is given in Algorithm 8.

Addition. The secret-shared values form of sum, (x + y), is obtained by simply each party i
locally compute x; + ;.

Multiplication. Assume we already have three secret-shared values called a triple, (a), (b),
and (c) such that ¢ = ab.
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Then note that if each party broadcasts x; — a; and y; — b;, then each party ¢ can compute

x —a and y — b (so these values are publicly known), and hence compute
zi=¢+(x—a)b+ (y—b)a

Additionally, one party (chosen arbitrarily) adds on the public value (z — a)(y — b) to their

share so that summing all the shares up, the parties get
Yizi=c+ (x—a)b+ (y—ba+ (x—a)(y—b) =zy
and so they have a secret sharing (z) of zy.

The generation of Beaver’s triples. There are many different implementations of the
offline phase of the MPC multiplication. For example, semi-homomorphic encryption based
implementations |Keller et al., 2018| or oblivious transfer-based implementations [Keller et al.,
2016]. Since their security and performance have been demonstrated, we may assume the

Beaver’s triples are ready for use at the initial step of our protocol.

C.2.2 Notes on obtaining a secret share

Suppose that we want to secret share a bounded real vector € (—B, B]? for some B > 0.
Then, we sample a random vector ¢ uniformly from (—B, B]?. This is easily done by sampling
each coordinate independently from (—B, B]. Then the secret shares become (£, — &). Since £
is drawn from a uniform distribution from [~ B, B]¢, the distribution of z — ¢ conditioned on x
is still uniform over (—B, B]? and (importantly) independent of . All arithmetic operations
are then carried out modulo [-B,B]i.e. B+1=—-B+1and —B — 1= B — 1. This simple
scheme ensures information theoretic input-privacy for continuous vectors.

The scheme described above requires access to true randomness i.e. the ability to sample
uniformly from (—B, B]. We make this assumption to simplify the proofs and the presentation.
We note that differential privacy techniques such as [Abadi et al., 2016] also assume access
to a similar source of true randomness. In practice, however, this would be replaced with a
pseudo-random-generator (PRG) [Blum and Micali, 1984; Yao, 1982].

C.2.3 Computational indistinguishability

Let {X,}, {Y.} be sequences of distributions indexed by a security parameter n (like the length
of the input). {X,,} and {Y,,} are computationally indistinguishable if for every polynomial-time
A and polynomially-bounded ¢, and sufficiently large n

IPr[A(X,) = 1] — Pr[A(Y,) = 1]| < (n) (C.7)
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If a pseudorandom generator, instead of true randomness, is used in § C.2.2, then the shares are
indistinguishable from a uniform distribution over a field of same length. Thus in Theorem 4.1
and Theorem 4.2, the secret shares can be replaced by an independent random variable of

uniform distribution with negligible change in probability.

C.2.4 Notes on the security of S2

Theorem 4.2 proves that S2 does not learn anything besides the pairwise distances between
the various models. While this does leak some information about the models, S2 cannot use
this information to reconstruct any @x;. This is because the pair-wise distances are invariant to
translations, rotations, and shuffling of the coordinates of {x;}.

This remains true even if S2 additionally learns the global model too.
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C.3 Data ownership diagram
Worker i S1 S2

Collect {{z;)M1},

Get Beaver’s triples: {(a;;,bij,ci;)M}ic;  Get Beaver’s triples: {(a;;, bij,c;;)?
(@i —z; —ai))V, (& —z; — b)) it

} Collect {(z;)® 1},

i<

o @i—z; - 0y)D, (@ —a; — byt

(s — 23V} iy

Compute {{||z; — 2;|3) M }icy Compute {([[z; — a;]|3)" )}m

Compute {|[z; — w]” }1<]‘
Call p =Multi-KRUM({||z; — :BJ||2}¢<J)‘
(1)

P e t}

7%\
7]\

Get Beaver’s triples: {(a?,b?,cl)M}n |

R l

{{pi —aD)® (o —b7) 37,

Get Beaver’s triples: {(a?,b?, Py},

1—\

=)D (T,

Compute (E?:lpi:cﬁ(l)f Compute <anlpz$z>( )}
! <Z" N2 wz>( )

<
s

Compute z = X7 1Pi

Fig. C.1 Overview of data ownership and Algorithm 4. The underlying Byzantine-robust oracle

is Multi-Krum.

In Figure C.1, we show a diagram of data ownership to demonstrate of the data transmitted

among workers and servers. Note that the Beaver’s triples are already local to each server so

that no extra communication is needed.
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C.4 Example: Two-server protocol with ByzantineSGD oracle

We can replace MultiKrum with ByzantineSGD in [Alistarh et al., 2018]. To fit into our protocol,
we make some minor modifications but still guarantee that output is same. The core part of
[Alistarh et al., 2018] is listed in Algorithm 9.

Algorithm 9 ByzantineSGD [Alistarh et al., 2018|

input: 7 is the set of good workers, {A;}icm, {11Bi — Bjll Yi<j {[|Vri— Vil bicj (4,5 € [m]),
thresholds 4,5 > 0

output: Subset good workers &

Amed := median{Ay, ..., An};

Bied < Bi where i € [m] is any machine s.t. [{j € [m]: |B; — Bi|| < g} > m/2;

Vied < Vi where i € [m] is any machine s.t. [{j € [m] : [|[Vi; — Vil <20} > m/2;
S« {2 el |AZ — Amed‘ <TAN HBZ — Bmed” <% A Hka - V]m” < 4U};

The main algorithm can be summarized in Algorithm 10, the red lines highlights the changes.
Different from Multi-Krum [Blanchard et al., 2017], Alistarh et al. [2018] uses states in their

algorithm. As a result, the servers need to keep track of such states.
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Algorithm 10 Two-Server Secure ByzantineSGD

Setup:
e n workers, at most « percent of which are Byzantine.
e Two non-colluding servers S1 and S2
e ByzantineSGD Oracle: returns an indices set S.
— With thresholds €4 and Tg
— Oracle state A9, (B9 for each worker i
Workers:
1. (WorkerSecretSharing):

(a) randomly split private x; into additive secret shares (x;) = {:I:Z(.l) , 331(2)} (such that

D4 ®)

;= mf i
(b) sends :L'El) to S1 and 21:2(2) to S2
Servers:

1. Vi, S1 collects gradient wgl) and S2 collects 3352).
(a) Use Beaver’s triple to compute A; := ({z;), (w — wo))inner + A4
(b) (By) := (@) + (B')

2. (RobustSubsetSelection):
(a) For each pair (i, j) of gradients computes their distance (i < j):

e On S1 and S2, compute (B; — Bj) = (B;) — (B;) locally

e Use precomputed Beaver’s triple and Algorithm 8 to compute the distance

1Bi — B;]l?
e On S1 and S2, compute (x; — x;) = (x;) — (;) locally

e Use precomputed Beaver’s triple and Algorithm 8 to compute the distance

i — 5113

(b) S2 perform Byzantine SGD S=ByzantineSGD({A;};,{||Bi — Bjl }i<j, {l|lzi —
x| }icj, Ta,Tp); if |S] < 2, exit; Convert S to a weight vector p of length n

(c) S2 secret-shares (p) with S1
3. (AggregationAndUpdate):

(a) On S1 and S2, use MPC multiplication to compute (> 7 | p;a;) locally
(

)
b) S2 sends its share of (31| piz;)? to S1
(c) S1 reveals z =) | pjx; to all workers.
(d) S2 updates A9 < A;, (BY') « (B;)
Workers:

1. (WorkerPullModel): Collect z and update model w <— w + z locally
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C.5 Additional experiments

We benchmark the performance of our two-server protocol with one-server protocol on the
google kubernetes engine. We create a cluster of 8 nodes (machine-type=e2-standard-2) where
2 servers are deployed on different nodes and the workers are deployed evenly onto the rest 6
nodes. We run the experiments with 5, 10, 20, 50 workers and a large model of 25.6 million
parameters (similar to ResNet-56) and a small model of 1.2 million parameters. We only record
the time spent on communication and aggregation (krum). We benchmark each experiment for
three times and take their average. The results are shown in Figure C.2.

Scaling with dimensions. In Figure C.2a, we compute the ratio of time spent on large
model and small model. We can see that the ratio of two-server model is very close to the
ideal ratio which suggests it scales linearly with dimensions. This is expected because krum
scales linearly with dimension. For aggregation rules based on high-dimensional robust mean
estimation, we can remove the dependence on d. We leave it as a future work to incorporate
more efficient robust aggregation functions.

Scaling with number of workers. In Figure C.2b, we can see that the time spent on both
one-server and two-server model grow with O(n?). However, we notated that this complexity
comes from the aggregation rule we use, which is krum, not from our core protocol. For other
aggregation rules like ByzantineSGD Alistarh et al. [2018], the complexity of aggregation rule is
O(n) and we can observe better scaling effects. We leave it as a future work to incorporate and
benchmark more efficient robust aggregation rules.

Setups. Note that in our experiments, the worker-to-server communication and server-
to-server communication has same bandwidth of 1Gb/s. In the realistic application, the link
between servers can be infiniband and the bandwidth between worker and server are typically

smaller. Thus, this protocol will be more efficient than we have observed here.
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Fig. C.2 Scaling two-server model and one-server model to 5, 10, 20, 50 nodes.






Appendix D

RelaySum for Decentralized Deep

Learning on Heterogeneous Data

D.1 Convergence Analysis of RelaySGD

The structure of this section is as follows: § D.1.1 describes the notations used in the proof;
§ D.1.2 introduces the properties of mixing matrix W and useful inequalities and lemmas;
§ D.1.3 elaborates the results of Theorem 5.1 for non-convex, convex, and strongly convex
objectives, all of the technical details are deferred to § D.1.4, § D.1.5 and § D.1.6.

D.1.1 Notation

We use upper case, bold letters for matrices and lower case, bold letters for vectors. By default,let
| - || and || - [|# be the spectral norm and Frobenius norm for matrices and 2-norm || - |2 be the
Euclidean norm for vectors.

Let 7;; be the delay between node 7 and node j and let Tyax = max;; 7. Let
Z0 =[xV 20T ¢ prxd
be the state at time ¢ and let

VFO = [V (2{;¢"),..., VE, (D) e R4
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be the worker gradients at time ¢. Denote Y!) and G as the state (models) and gradients

respectively, of all nodes, from time ¢ — Tyax to t.

yAQ) vE®
t—1 t—1
Y(t) — Z c Rn(Tmaerl)Xd’ G(t) — VF c Rn(TmaX+1)><d.
Zt—Tmax V Ft— Tmax

The mixing matrix W can be alternatively defined as follows

Definition D.1 (Mixing matrix W). Define W, W € R*(Tmaxt1)x(Tmax+1) sych, that RelaySGD

can be reformulated as

WO Wl e WT max — 1 WT max WO Wl e W'rmax_l WTmax
oy |T 0 0 0 lyo_ |0 O - 0 0 |
0 I 0 0 0 0
w w

where >0 Wy =11,1].

D.1.2 Technical Preliminaries

Properties of W.

In this part, we show that W enjoys similar properties as Perron-Frobenius Theorem in
Theorem D.1 and its left dominant eigenvector 7 has specific structure in Lemma D.1. Then
we use the established tools to prove the key Lemma 5.1. Finally, we define constants C' and C

in Definition D.3 which are used to simplify the convergence results in § D.1.3.

Definition D.2 (Spectral radius.). Let A1,..., A, be the eigenvalues of a matriz A € C™*™.
Then its spectral radius p(A) is defined as:

p(A) = max{|\i],..., | \l}.

Lemma D.1. The W in Definition D.1 satisfies
1. The spectral radius p(W') = 1 and 1 is an eigenvalue of W and 1. . 11y € R(Tmaxt1) g
its right eigenvector.
2. The left eigenvector € R™maxt1) of eigenvalue 1 is nonnegative and [7]; =m0 >0,V i€

[n] and w1, 1) =1.
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Proof. Since W is a row stochastic matrix, the Gershgorin Circle Theorem asserts the spectral

radius
p(W) =M (W) < 1.

It is clear that 1 is an eigenvalue of W and 1, 11) is its right eigenvector, we have p(W) =1.

Let 7 € R™(mmaxt1) he the left eigenvector corresponding to 1 and denote it as

™o
™
T = 1 c Rn(Tnlax+1)
Tmax
where 7m; € R*,V i =0,1,..., Tmax. Since # = W, we have
_ T -
T
1 W, o + m2
—r=W'm= :
T
T WTmax—].TrO + T rmax
Tmax T T
L Tmax 0 i

which holds true in each block. Then summing up all blocks yields
Tmax Tmax Tmax 1 Tmax
Simi- (zg W;) mot 3w lm Y
1= 1= 1= 1=

which means my = %lnll— mo and therefore mg = mpl,, is a vector of same value.

Other coordinate blocks of v can be derived as

Tmax
T .
= E W, | m Vi=1,..., Tmax-
k=1

Since W; are nonnegative matrices, we can scale 7 such that my > 0 and 177 = 1. Therefore

is a nonnegative vector. [

Lemma D.2. If A\ € C is an eigenvalue of W and |\ = p(W) = 1, then X = 1 and its
geometric multiplicity is 1.

Proof. Let v € C™(maxt1) be a right eigenvector corresponding to eigenvalue A € C which
Al = 1.
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Denote v as
Vo

v
v = ' e C™MTmaxtl),

vaax

where v; € C™",V i =0,..., Tmax. Then Wwv = v implies

e -
2t Wivg AV
Vo
Avl
Wo = : = )\v =
UTmax_Q
)\UTmax
| vaaxfl |

The last 7 equations ensures v; = A"*vy and thus the first equality becomes

(TZ mxi> vy = Mg
1=0

Denote vy = [21,2,...,2,] € C™, thenVi=1,...,n
Z?:l %)\77—”3}]’ = \x;. (D.1)

Pick i such that |\z;| = max; |Az;|, then

[Nl = 1305y ATy < 3Ty Nl = 0 IV | = 5 30 ] < il

where we use the triangular inequality |a + b| < |a| 4 |b| and |ab| = |a||b| for all a,b € C.
Note that as |Az;| = |\||x;| = |z;], the triangular inequality is in fact an equality which

means A\ "“x; could be written as
)\_TijSL’j = aijf Vje [n]

where a;; > 0 and £ € C. Here § # 0, otherwise v = 0 which contradicts to v is an eigenvector.
Then (D.1) becomes

= > i1 i€ = Aagé.
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which implies |1 > j=1aij| = |ai]. As [Az;| = max; [Az;|, we know a;; > a;; for all j, thus

aﬂ:...:am:azo,
moreover, ¢ > 0 as a = 0 again leads to v = 0. Then (D.1) becomes
A& = App = £ Y0 N Ty = £ 30 af = aé

which shows A =1as a >0 and £ # 0.
Therefore, vg = al, € R" and v = al, (.. +1) € R™(Tmaxt1) It mean the eigenspace of 1 is

one-dimensional and thus its geometric multiplicity is 1. O

Lemma D.3. The algebraic multiplicity of eigenvalue 1 of W 1is 1.

Proof. Proof by contradiction. Let P € R™maxt1)xn(Tmax+1) he the invertible matrix which

transform W to its Jordan normal form J by
Ji
P 'WP=J=
Jp

where J7 is the block for eigenvalue 1. If we assume the algebraic multiplicity of 1 greater equal

than 2, and use the Lemma D.2 that its geometric multiplicity is 1, then J; should look like

Ji

which is a square matrix of at least 2 columns. Denote the first two columns of P as p; and ps.

We can see that p1 = 1,,(-,...+1)- Then inspecting P~ 'WP = J for p, yields
Wp2 = pl +p2 = 1n(T[1\ax+1) +p2'
Multiply both sides by 7' gives

FTWPQ :WTln(Tmax—i—l) + 7er2
ﬂ'Tp2 :ﬂ—rln('rmax—i-l) + ﬂ'sz

0 :TrTln(Tmax‘i’l)

which contradicts Lemma D.1 that WTln(Tmax—H) = 1. Thus the algebraic multiplicity of 1 is
1. O
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Theorem D.1 (Perron-Frobenius Theorem for W). The mizing W of RelaySGD satisfies
1. (Positivity) p(W') =1 is an eigenvalue of W.
2. (Simplicity) The algebraic multiplicity of 1 is 1.
3. (Dominance) p(W) = [\ (W) > [Xa(W)| = ... > [Apirpaet1) (W)
4. (Nonnegativity) The W has a nonnegative left eigenvector m and right eigenvector

1n(Tmax+1) ‘

Proof. Statements 1 and 4 follow from Lemma D.1. Statement 2 follows from Lemma D.3.

Statement 3 follows from Lemma D.2 and Lemma D.3. O

Lemma D.4 (Gelfand’s formula). For any matriz norm || - ||, we have
. kol
p(A) = lim || A%},
— 00
We characterize the convergence rate of the consensus distance in the following key lemma:

Lemma’ 5.1 (Key lemma). Given W and 7 as before. There exists an integer m = m(W) > 0
such that for any X € R™MTmaxt1)xd g0 hage

WX — 17" X|” < (1 -p)*™| X — 17" X|?,

where p = (1 — |X2(W)|) is a constant.

All the following optimization convergence results will only depend on the effective spectral
gap p = £ of W. We empirically observe that p = ©(1/n) for a variety of network topologies,

as shown in Figure D.1.

Proof of key lemma 5.1. First, let {\;} and {v;} be the eigenvalues and right eigenvectors of
W where A\; = 1 and v1 = 1,5, +1), then

(W —1x o, =(W —1x')1 =0
(W — ]_TFT)’Ui =Wwuv, — ]_TK'T’UZ' =Wuv;, = \v; Vi>1

T

where 7' v; = 0 because

(1 — )\i)7TT’Ui = TI'T’UZ' - )\ﬂTT’Ui = (ﬂ'TW)’Ui - TFT(W'UZ‘) =0.

The spectrum of W — 17" are
{07 )\27 sy )\n(Tmax—i-l)}v

and thus the spectral radius of W — 17" is [A2| < 1. Since

Wm—1x' = (W —1x )™,
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Fig. D.1 Optimal ratios for p = p/m for Lemma Lemma 5.1 computed empirically for three
common types of graph topologies.

then W™ — 1m T has a spectral radius of [\o|™ < 1.
Then, we apply Gelfand’s formula (Lemma D.4) with A = W — 17" and can conclude that

for a given € € (0,1 — |A2]), there exists a large enough integer m > 0 such that
(W — 1T = (W — 12T < (oW — 1T) + )™ = (D] + )™ < 1.
Thus
W"X 17T X2 < W™ -1 T 2| X - 17T X|? < (1 -p)*™"|| X — 17 X||?
where p € (0,1 — [Az|). O
Definition D.3. Given W and m, and I € R TmaxtD)xn(tmax+1) s o matriz which satisfies

- 1 1=5<n
[Li; =

0 Otherwise.

We define constants C3 := maxi—o__m—1 |W'I|? and C = C(W) such that

2 Cf
W]

where W := 17! .

In addition, the |17 I||2 can be computed as follows.
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Lemma D.5. Given I in Definition D.3, we have the following estimate
|17 T I||2 = n%(Tinax + 1)72 < n7d.
Proof. For rank r matrix ||A||? < ||A||% < r||A||. Since 17T is a rank 1 matrix, we know that
J1m T E)2 = |1 T
As the first n entries of 7 are my, we can compute that

Hlﬂ'TINH% = ng(TmaX + 1)7r8.

Useful inequalities and lemmas

For convex objective, the noise in Assumption B can be defined only at the minimizer &* which

leads to Assumption D. This assumption is used in the proof of Proposition D.2.

Assumption D (Bounded noise at the optimum). Let * = argmin f(x) and define
G=IVAEEIIE  C=E ¢ (D.2)
Further, define
of = Eg, |[VFi(*, &) — Vfi(z")|

.. -2 .1 n 2
and similarly as above, 6% := - > 1" | 0}

2. We assume that 2 and (* are bounded.

Lemma D.6 (Cauchy-Schwartz inequality). For arbitrary set of n vectors {a;}?,, a; € R?

2 n
<n il (D.3)
=1

n
D
i=1

Lemma D.7. If function g(x) is L-smooth, then

IVg(x) — Vg(y)|* < 2L(g(x) — g(y) — (x —y.Vy(y))), Vx,ycR% (D.4)

Lemma D.8. Let A be a matriz with {a;}1, as its columns and @ = 2> 1 a;, A =al’
then

lA—AE =" llai—al* <) flail* = || Al (D.5)
i=1 =1
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Lemma D.9. Let A,B be two matrices
IAB|% < [|Al 7B (D.6)

D.1.3 Results of Theorem 5.1

In this subsection, we summarize the precise results of Theorem 5.1 for convex, strongly convex
and non-convex cases. The complete proofs for each case are then given in the following § D.1.4,
§ D.1.5 and § D.1.6.

Theorem’ 5.1. Given mizing matric W and W, constant m, p defined in Lemma 5.1, C, Cy
defined in Definition D.3. Under Assumption A and B, then for any target accuracy e > 0,
Non-convex: if the objective is non-convez, then T%rl Z;f:o IV£(@®)|? < € after

a2 Cmao Cim
O(—+——= L
<M+ﬁw+m>m

iterations, where ro = f(x(0)) — f*.
Convex: if the objective is convex and x* is the minimizer, then TLH ZtT:o (f(j(t)) _ f(a:*)) <

€ after

o 72 CmvVLé  Lmy/nC
o 52 "o
/e pe

iterations, where ro = ||x° — x*||?.

Strongly-convex: if the objective is u strongly convex and x* is the minimizer, then
T _
Wy Lo wi(Ef(@D) = f*) + pE[|2TH) — 2|2 < € after

_ [ 52 Lm2C?3% s bsrg
@) 5+ 5— +—log——
pne unp?e a €
; ; 2 nmo \—(t+1 T nm
iterations, where ro = ||2° — z*||2, wy, = (1 — L) =+ and Wy = 3/ wy and a = L2,
_ 2 _ aT
nmo’ In max{ ba T2r0 2}

In all three cases, the convergence rate is independent of the heterogeneity ¢2.

D.1.4 Proof of Theorem 5.1 in the convex case

Let 2 = (71'TY(t))T and Y® := 12 TY® . Let 2* be the minimizer of f and define the
following iterates
o= 60 2|,
o = f(&") - f(z¥),
. S LTO YO,
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The consensus distance =; can be written as follows

oI ML EE el (D7)
i=1 7=0
There is a related term Y, 377, |2®) gt_nj ) |2 which will be used frequently in the

proof. The next lemma explains their relations.
Lemma D.10. For allt >0
n n
>o> 120 —af P <n’=
i=1 j=1
where (0 = (-1 = | = g(-Tmax),

Proof. Rewrite the 7;; as an indicator function

n T Tmax

D) DUCLE IR 3 D) DETRRELER RS

i=1 j=1 i=1 j=1 7=0

This term can be relaxed by removing the indicator function

n n ( ) N Tmax
_ t—Ti _ t—
oD le —a TP < Y Y e — ol TP
i=1 j=1 i=1 7=0
Then applying (D.7) for the consensus distance in vector form completes the proof. O

The next two propositions upper bound the difference between stochastic gradients and full

gradients.

Proposition D.2. Under Assumption A and B. Then fort > 0,
- 2
E HTFTW(E G - G(t))H < 3nmd(L*E, + 2Le; + 2).

Proof. Use Ty to denote the left hand side quantity

T, = EHWTW(EG(” —G<t>)H2
2
— E %ZZ(VJCJ(CUY_T” VF( (t Tij) 5(t TU)))
=1 j—1
2

Cauchy-Schwartz (D.3)

< ”OZE S (Vi) = VRl e
J=1
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Since the randomness inside the norm are independent, we have

2 "
T S% >0 E Hij(my_Tij)) V(] g ) H2 '

i=1 j=1

Inside the vector norm, we can add and subtract terms the same terms and apply Cauchy-
Schwartz (D.3)

371'2 v —Tij —Tij = —Tij —Tij _
T <=2 NS E|VE @) g ) = VE @Y g ) + V@) ) - V@)

=1 j=1

371'2 n n ) . o ) 2
+ JZZE ’IVFj(w(t)ng('t j)) - VFj(w*;gj(-t 7)) + ij(w(t)) _ vfj(il?*)

2 n n
* 3% DD E HvFj(ﬂf*;@(t_Tij))) — Vfi(x*) i

i=1 j=1

Use the inequality that for a = EY, E|[|Y — a||?> = E||Y||? — ||a||? < E||Y|?, then we have

2 n n
7, <703 S E[ VR T) - VR @i )|

i=1 j=1
2 N n
D |vE G ) - vE g )|
=1 j=
2 N n
* 3% 2 Z} : HVFJ(OC*; €7y - v
=1 j=

Applying Assumption A, Smoothness (D.4), and Assumption B (or Assumption D) to the three

terms gives

2 2 n n
LTS S |2l - 0|2 4 6Lnmd(£(21) — f(2*)) + 3n2ns?

n : -
i=1 j=1

Tp <

Lemma D.10 279 9
< 3nmy(L°E; + 2Ley + 7).

where in the last line we have used our previous Lemma D.10. O

The next proposition is very similar to the Proposition D.2 except that it considers the

matrix form instead of the projection onto .

Proposition D.3. Under Assumption A and B. Then fort > 0,

~ 2
E HW(E G — G(t))HF < 3(L%Z, + 2Le; + 52).
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Proof.
- 2
c|wiean -0
2
1 = T; T; T,
—ZE S (VRET ) - vl )
J=1
1 t—1is) (t—7i;) T 2
<L S SR ) v )|
i=1 j=1
The rest of the proof is identical to the one of Proposition D.2. O

Lemma D.11. (Descent lemma for conver objective.) If v < m, then

ree1 < (1 — M0y — ynmoe; + dyLnm= + 3y nmgo.

Proof. Expand ryy1 = E ||+ — 2*||? as follows

E ||zt — 2|2 =E |20 — ya T WG — 2|2
—E||2"¥) —yn T WEG® — 2" + v WEGY — GV))|?
Directly expand it into three terms
E 2+ — 2*2 =E (2 — 37T WEGY — 2*|2 + |7 TW(EG® — GO))?
+ <§c(t) —ym WEGY —a* vn T WEGY — G(t)))>)

where the 3rd term is 0 and the second term is bounded in Proposition D.2. The first term is

independent of the randomness

|20 — v TWEG® — z*|?
=|2® —2*|2+ % | x WEGY|? -2y (x  WEGY, 2" — *).

/

=T =:Ts



D.1 Convergence Analysis of RelaySGD 165

Since 7 TWEG®) = T ™7 1251 Vilz; (= T”)) first bound Ty

2
1 n o n o
T = 2 EZZV]%(:D? 2
i=1 j=1
2
= 3 *ZZ Vi) = V@) + Vfi(@0) - Vi)
=1 j=1
2 n 9
< 2w3( LS S (W) - VO] +|[S(VAE®) - Vi) )
i=1 j=1 i=1
2 n 2
< 2WZZH (t=7i5) _CEmH +2mrgZvai<59(t))_sz‘(ib‘*)
=1 j=1 =1
Smoothness (D.4) - 2
SO o33 el - a0 atnter) - )
=1 j=1
Using again Lemma D.10 we have
Ty < 2L*n°miE; + 4Ln’mle;.
Then bound Ts
n n t - ) N
T — J
2 n ZZ sz -z >
=1 j=1
- 20y S VAT, 80 - ) 4 (9T, T — )
=1 j=1

— fila! ) = S0 — a2

WY,
s |3
]
'Fﬁ
o
Iz?

+ L@ )~ fi(a*) + bl “‘””—w*u%

= nmo( (@) — Z Z 2l a2 LYz - 272

lel

_ 0 e _ _ -
> nro(f(@ ) = @) + 72 DS (G a 0 — 2t - 5520 - o))
=1 j=1
Lemma D.10
> — TZLT('()_t

where the first inequality and the second inequality uses the L-smoothness and p-convexity of

fi.
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Combine both T3, T5 and Proposition D.2 we have

Tep1 <ty +2n2ms (2L°E; + 4Ley) — 2ynmo (e + bry — LE;)
+ v?n(3L*735 + 6Lnles + 3m3a?)
=(1 — 20y — (2ynmy — 4Ly*n’1g — 6Ly>nmg)e;

+ (292 L?n?*71E + 2yLnmo + 3L*y*nmd) = + 3y nnda?
In addition if v < 357,—, then we can simplify the coefficient of e; and =;

4Ly*n? 7T0 + 6L~2 nﬂ'O <vynmg
272 L*n*71d + 2yLnmg + 3L*y*nrg <4vyLnm

Then
rep1 < (1 — #5750y — ynmoey + dyLnmoZ; + 3y2nmiot]

Lemma D.12. For v < P we have

1 €t
pn P T+1 =
where C7 s defined in Definition D.3.

Proof. First bound the consensus distance as follows:

nE —E[[Y0 - YO < E[(Y© - YO - (70 -y

where the last inequality we use the simple matrix inequality (D.5). For ¢ > m unroll to t — m.

t—1 2

WmY(t m) — Wt 1-— k:WG(k:) (t m)
k=

t—m

nEt SE

F
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Separate the stochastic part and deterministic part.

2

t—1
nEt < WmY(t—m) — Z Wt—l—kW EG(k) _ Y(t—m)
k=t—m F
t—1 ) 2
+E|y Y. wiitw(EG® - g
k=t—m F
t—1 2
< me(t—m) —n Z Wt—l—k‘W EG(k) _ Y(t—m)
k=t—m F

tm S E|we e - o)

k=t—m

F

Given I and C in defined in Definition D.3, we know that W = IW. Then use (D.6) and
Proposition D.3

2

t—1
nZ < | WYt —y N Wit WEGH -yl
k=t—m F
t—1 _ 9
+Cm Y E HW(E G — G(’“))HF
k=t—m
t—1 2
<|wmyt=m —y N wittweg®) - ytom
k=t—m F

t—1
+CPPm Y 3(L°Ej + 2Leg + 5°)
k=t—m

Separate the first term as
t—1

v Z Wt—l—kw E G(k)

k=t—m

_ 2
nZ <(1 4 a) HWmY<t—m> - Y<t—m>‘

1
14 =
)

F

t—1
+CPyPm Y 3(LEy + 2Leg + 7°)
k=t—m
t—1
v Z WtflkaEG(k)

k=t—m

e e I

F

t—1
+CPy’m Y 3(L°Ex + 2Ley, + 5°)
k=t—m
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where the first inequality uses (a +b)* < (1+€)a? + (1 + 1)b? and take € = (22:—2’;)2’" -1

1 1— 1
I+l<i+l2<crp <2

“6\[0

Then by applying our key lemma (Lemma 5.1) we have

(O N e e e S ol LS

*t—m

tf
Civ’m > 3(L*Zg + 2Ley, +67)
k=t—m

Next we bound E HWG(t/)HZF;

EIWEGH |3} =31 EllE S0, Vil ™)
=S BN (VAT - 9 @E®) + V@) - V)2
<2 S (VAT - V@SP4 [V ED) -V fi@)]?)
<25 S (LT — W 4 [V hEW) - Vf()]?)

Lemma D.10

< 2LnEp 42307 IV (@P) - Vf(a)|?
Smoothness (D.4)

< 2L%n=, + 4nLey,.
Then
» t—1
nZ; <(1— 2)2mn_ i—m + ?C Z (2LnZ), + 4nLey) + C2r Z 3(L%Z;, + 2Ley, + 52)
k=t—m k=t—m
Then
2m = s
= <(1- 5)2m:t m+ 70%72 > (BLZj +10Ley) +3CTy m?—.
k=t—m

Unroll for t < m. We can apply similar steps

2

t—1 t—1
nZ <E|[[WOYO 4 S Wil hwe® —y O —g |y Y wi i bwa®
k=0 F k=0 F

C2 mZE HWG<k H < 20272mz (5L2nE), + 10nLey, + 352)
k=0 k=0
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Merge two parts together and sum over t.

T — m—1 t—1
2 1
+7mcffy2 S N 6+ 10Le) + Y Y 5L2Ek+10Lek)>

t=m k=t—m t=0 k=t—m

D\ 2m - 2 9 202  2m 2 a 2
< 177) Y = +6C 7 § (5L°Z; + 10L
_( 5 Tl ¢ +06CTy"m n+ » 2 ¢ + €t)

T T
1 2452 80Lm? 1
- = <02 2, 2<*Y 02 2 ] O
E t = 17mpn+ p2 i T+1t§:0€t

Lemma D.13 (Identical to [Koloskova et al., 2020b, Lemma 15|). For any parameters ro >
0,a > 0,b>0,c >0 there exists constant stepsizes v < % such that

win

o 9 arg \ 2 1 70 cro
Upi= —————— by <2 2b3 .
T STy TS <T+1> - <T+1> Tyl

Theorem D.4. Ifv < 30Lmo , then

1 2
T — 527 2 16Cm/Larg \ 3 30Lm~+/nC'r
751 Lo (f(@D) = f(a)) <8 (ﬁ(TfT)) +2 ( VP O) + p(T{l) =
where ro = ||2° — x*||? and C = C(W) is defined in Definition D.5.

Proof. Reorganize Lemma D.11 and average over time

1 T 1 T re  Ti+l
T+1 D€t < T+1 > t=0 <’yn7‘ro Jnmo )+ T+1 Zt 0=t + 370

Combining with Lemma D.12 gives

T+1 Zt o€t < T+1

a2 Lm?2 T -
ero +4L (0272 22;7 + 80p2m C’%vgﬁ tho ek) + 377?00'2

Select v < 30L 0LmCT such that 320L mQC% <

N[

1 T 96L +2m? 20
T+1 >oi—0€t < T+1 ’ynﬂo + 6ym5” + oh
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Applying Lemma D.13 gives

1 2
Z . ( 27“0 )2 P vmLarg 1601\/5 3 " dro
T+1 <4 (T +1) VBT +1) nmoy/n nmo(T + 1)

where d = max{%, 10Lnmy} = %. As in Lemma D.5,

= C|17 " I|| = Cnv/Tmax + 1mg < Cny/nimg.

We can further simplify it as

1 2
b — 3
Zet < 40 ( a%rg > 49 16CmvLarg N 30Lm\/ﬁC’rﬁ
T+1 T+1) Jp(T + 1) p(T+1)

D.1.5 Proof of Theorem 5.1 in the strongly convex case

The proof for strongly convex objective follows similar lines as Stich [2019]:

Theorem D.5. Let a = ¥250, b = n— c = 6mpa?, A = 0OLn2C252, and let v = % <

o’ P
1 ba2T2rg
— Inmax{ >0, 2}, then

T

— Z wyer + prrgy <O (bsro exp [—
=0

a(T +1) c A
s ] +a(T+1)+a2(T+1)2>

where wy = (1 — 7’”;‘”0)*(”1).

Proof. From Lemma D.11 we know that if v < then

10Ln7r ’

rep1 < (1 — H50) ey — ynmoes + dyLnmo=; + 32 nmp 252,

Then

1
e < (1 - KTy

1
< T — rev1 +4LE + 37%052.
YN 2 nmo

Multiply w; and sum over t = 0 to T" and divided by Wr
#’Ymro

T
Wr Zwte SWZ ( wyry — 71:;

ynmo

AL &
eyl |+ — wiZy 4 3ymoa?.
i)+ 2
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Set (1 — B30 ) w41 = wy, then
T T
1 1 1 — £anmo 1 — #nmo 4L
. < — (2 -2 — =43
W ;wtet SWr < Py, woTo Py wT+17"T+1> + Wo ;wt 1 + 3ymo5”.
Then using Lemma D.12 we have
T 1 — IVV;”TO
W tz: weg + WUJTJATTJA
1 1 - kanmo
WTT(?)UJOTO + 4L (800% 2 L Zt/ o Weey + ’Y mQC ) + 3’Y7T05'2
2,,272.2
By taking v < 55725 we have % < 3, then
d 1 - MMO 1 1= ’ymo 400L 2
— +—22 <— 2 Jugrg + 6 + m?Cia
W ;wtet Py WT17T+1 Wy ~mmo woro + 6770
. T\ — 2
Since Wp > wr = (1 — £570) (T+1) and Wy < %
T (1-— u'ymro)TH
—_— Z weer + Urrel S*Qwo’ro + 6’y7r00 + 4OOL 2 C
-0 YnTo
e T 400L Pm2C252
WQ'LUOTO =+ 6'771—00' + C
Let a = B572 b = nTo c=6myo?, A= 7422Lm201262, then
T
bro
W Z wee + prre1 <— expl—ay(T + 1)] + ey + Av?
T v
Tuning stepsize. Let v =3 < - Inmax{ ba® T 2270 91, then
1§T: + <0 (b Lar+y, e A4 O
wee r ST eX .
Wr t€t T UTT+1 0 €xXp s a(T+1) " 2T +1)?
t=0

D.1.6 Proof of Theorem 5.1 in the non-convex case

Let #® = (ﬂ'TY(t))T and Y® := 12 TY®, Let f* be the optimal objective value at critical

points. We can define the following iterates
1. 7= E f(&W) — f* is the expected function suboptimality.
2. e := ||V f(2")|?

3. 5= %HY(t) — Y ®|2 is the consensus distance.
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where the expectation is taken with respect to E(t) € R™ the randomness across all workers at
time t. Note that Lemma D.10 still holds.
Proposition D.6 and Proposition D.7 bound the stochastic noise of the gradient.

Proposition D.6. Under Assumption B, we have
E|lx"W(GY —EGW)|? < nxls>. (D.8)

Proof. Denote E = E¢. Use Cauchy-Schwartz inequality Equation (D.3)

2
EllxTW(G® —EGW)|2 =E|| ™ ZZ VE (T ) v gl )
=1 j=1
2
T8 . (t=7i;) o(t—7;) (t—7ij)
<TONTEIN VE @) g ) - v )
=1 j=1
Now the randomness inside the norm are independent
Ellxr " W(GY —EG)|?E|x"W(GY —EGWY)|? < nnls>. O
Proposition D.7. Under Assumption B, we have
E|W(GY —EGY)|% < o2 (D.9)

Next we establish the recursion of r;

Lemma D.14 (Descent lemma for non-convex case). Under Assumption A and B. Lety <
then

8Ln7r0

i1 Sryp— % + 2vL2nmoSy + 292 L'mroa
Proof. Since f is L-smooth,

Ef(@)) =E f(2® —ynTWGW)
jd 2 ~
<f(@9) -~y (V@) x"TWEGWY) -1-% E|lx"WG®|?
—_—

~~

=T :=To




D.1 Convergence Analysis of RelaySGD 173

The first-order term 77 has a lower bound

T :mro<Vf(5;<t>) L TWEGW)

nmo

IVF@O)2+ (V@) m T WEGY - V@)

=nmo »

>nmo (]| Vf(@D)][* - ' WEGY — vf(zD)|]?

2Hn7ro

e = wna LSV = v p@0)))12)
%et 2n2 Zz 123 1” (=) _j(t)HQ)

5%)

§
|
o
/ﬁ/\/—\/—\/-\
N[

as a? — {a, b>>%—%fora,b20.

On the other hand, separate the stochastic part and deterministic part of 75 we have
Ty <2E|xn "W (GY —EGW)|2 +2|n TWEGW |2
Under Assumption B and Proposition D.6, we know the first term
E[lx "W (GY —EGY)|? < nnis.

Consider the second term

Ty 2 _ || 70 < a(E=Tig)
|7 WEG()H = ;szf](wj )

i=1 j=1
2
—nr} 222% ) = Vi) + v @)
=1 1
& 2
<ot | LSS V@) - V)| + 20|
=1 j=1

ort S ated ) v e

=1 j=1

Combine Assumption B we have
7w "W EGW|? < 20?72 (L*E; + ¢,).
Therefore, the T5 can be bounded as follows

Ty < 4?2 (% + L2S; + ¢;). (D.10)
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Gathering everything together

Tt4+1 S?“t — 'yn;ro (et — LQEt) + 272Ln2 2(i2 + LQEt + et)
<ry — T (1 — 4y Lnmg)e; + yL2nmo(1 + 2yLnmg)Z; 4 272 Lnwla?

Let v <

1
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Next we bound the consensus distance

Lemma D.15 (Bounded consensus distance). Under Assumption B,

M S
w

1602 by 16C72M2 , 1 &
g 70+ P 7T+1z;e’“'

Proof. First bound the consensus distance by inserting y (t=m)

nZ =E|Y® -y O3 <E|(YD - Y — (YD — ylt=m)y)2
<E|Y® —yt-m)2

where we used [|A — A|: =31, la; — al? < 31, lail* = A7
For ¢ > m unroll Y® until t — m

2

t—1
nEt < E WmY(tfm) - Z WtflkaG(k) _ Y(tfm)
k=t—m F
Separate stochastic part and deterministic part
t—1 2
nZ < [Wmyltm —y N wittthweg® -yt
k=t—m F
t—1 ) 2
+E|y Y. witw(EGH - g
k=t—m
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then let C? defined in Definition D.3 and use [|AB||% < ||A||%||B||* and (D.9)

t—1 2
nZ < |WmY T —y N Wittt W EGH — ylim)
k=t—m F
t—1 ) 5
+Cm Y E HW(E Gk — G<k))H
k=t—m F
t—1 2
< WmY(t—m) — Z Wt—l—kW EG(k) _ Y(t—m) + 012")/27’”25'2
k=t—m F
Apply Cauchy-Schwartz inequality with a > 0
) ) t—1 ) 2
nZ <(1+a) HW’"Y”_W) _ym HF +a+h ]y S W WEGH| 4 ChyPms?
k=t—m F
Applying Lemma 5.1 to the first term
t—1 . 2
0 (14 a)(1 - pP2R Y - P2 4 (14 |l 3 WO EG®W|| 1 022
k=t—m F
Take o = (22:5;!))2’” —1=(1+ ﬁ)Qm — 12> 15 and use
1 1=p 1 <2
I+o <1+, s+ <7,
then use || AB|% < ||A||%] B
Dy 2m ) 9 t—1 . 2
nE,; < (1 _ 5) [y em —y=mpz 2y S Wl W EGW | 1 C3m?e
k=t—m F

p\?*m 3 5, 2CTm , — F K 2 2 2.9
< (1 - 7) [y =m) — ytmmg 4 =22 N HWEG( )H + C2y%m?52.
2 p k=t—m F



176 RelaySum for Decentralized Deep Learning on Heterogeneous Data

where the second term can be expanded by

n

IWEGHW | =Y —ij (k=ris)

=1

=3 fZij )y v p(@®) + v p@®)

=1

2
n

<23 znij] =)~ v @) +on|vr@®)|

<233 vl - v o esa

i=1 j=1
§2nL2:k + 2ney,

Combine and reduce the n on both sides

- P\ _ o 9 20>  4CTm , 2
:t§<1—§> Et—m +2CTmy ?+T§7 Z (L°Ek + eg).

k=t—m
Unroll for ¢ <m. Fort < m, we can apply similar steps
t—1 2 t—1 2
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k=0 F k=0 F
t—1 ) ) t—1
<C’1272mz E HWG(k) HF < 20%mA? 2(62 +nL*Z + ney,).
k=0 k=0
Finally, sum over ¢
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4012m2

by taking v < ;=7 we have VL2 < 2, then rearrange the all of the Z terms

T
1601m a* 5, 16CTm* 5 1
n T 7T+1t§_%e’“

—_
»—1
—t
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t=0

We can use the lemmas for recursion and the descent in the consensus distance to conclude

the following theorem.

Theorem D.8. Under Assumption A and Assumption B. For v < g7~

1
ET: IV f(z ||2 <16 <2L‘72m)2 +92 <160Lm0 8ro >§ . 16C1Lm 1o

where C = C(W) is defined in Definition D.3 and ro = f(x(©)) — f*. Alternatively, for any
target accuracy e, T%H Zfzo IVf(@M)|]? < e after

o Cma C
0 <02 T 1m> Lo

ne Ve pe
iterations.

Remark 16. For gossip averaging Koloskova et al. [2020b], the rate with ¢?> = 0 is

O< 2+ \/:U >L’I“0
ne /D€ /2

Proof. From Lemma D.14 we know that for v < ¢ Lmo

m — _
Tep1 ST — Oet + 27L2n770:t + 272Ln7r302.

Rearrange the terms and average over t

T
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On the other hand, from Lemma D.15 for v < ;=7 we have
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Then
T _ T
4rg 4 16C2m? , [ po? 1 _9
8L ——— — 4 — 8L
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By taking v < 157, such that gr210cim? m 7% < 1, then
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Then applying Lemma D.13 we have
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where d = max{16€1Lm gr,r) = 16C1Lm = Aqin Lemma D.5
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We can further simplify it as
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D.2 Detailed experimental setup

D.2.1 Cifar-10

Table D.1

D.2.2 ImageNet

Table D.2

D.2.3 BERT finetuning

Table D.3

D.2.4 Random quadratics

We generate quadratics = Y% | fi(z) of € R? where

filz) = | Aix + byf5.
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Table D.1 Default experimental settings for Cifar-10/VGG-11

Dataset

Data augmentation
Architecture
Training objective
Evaluation objective

Cifar-10 [Krizhevsky et al.]

random horizontal flip and random 32 x 32 cropping
VGG-11 [Krizhevsky, 2012]

cross entropy

top-1 accuracy

Number of workers
Topology

Gossip weights
Data distribution

16

SGP: time-varying exponential, RelaySGD: double binary trees, baselines: best of ring or
double binary trees

Metropolis-Hastings (1/3 for ring)

Heterogeneous, not shuffled, according to Dirichlet sampling procedure from Lin et al. [2021Db]

Batch size
Momentum

Learning rate

LR decay

LR warmup

# Epochs

Weight decay
Normalization scheme

32 patches per worker

0.9 (Nesterov)

Tuned c.f. § D.3.1

/10 at epoch 150 and 180

Step-wise linearly within 5 epochs, starting from 0
200

10—4

no normalization layer

Repetitions
Reported metric

3, with varying seeds
Worst result of any worker of the worker’s mean test accuracy over the last 5 epochs

Here the local Hessian A; € R™¢ control the shape of worker 4’s local objective functions and

the offset b; € R? allows for shifting the worker’s optimum. The generation procedure is as

follows:

1. Sample A; € R¥? from an i.i.d. element-wise standard normal distribution, independently

for each worker.

2. Control the smoothness L and strong-convexity constant p. Decompose A; = UiSiViT

using Singular Value Decomposition, and replace A; with A; + UiS’iViT, where S, €

RdXd

is a diagonal matrix with diagonal entries [, % 1w+ ﬁL, L.

3. Control the heterogeneity (2 by shifting worker’s optima into random directions.

(a) Sample random directions d; € R? from an i.i.d. element-wise standard normal

distributions, independently for each worker.

(b) Instantiate a scalar s <— 1 and optimize it using binary search:

C

(
(

Move local optima by sd; by setting b; < A;sd;.

)
)

d) Move all optima b; < b; — A;x* such that the global optimum z* remains at zero.
)

(e) Evaluate ¢* = 237 |||V fi(x*)||3 and adjust the scale factor s until ¢? is as desired.
Repeat from step (c).

4. Control the initial distance to the optimum rg. Sample a random vector for the optimum

x* from an i.i.d. element-wise normal distribution and scale it to have norm rg. Shift all

worker’s optima in this direction by updating b; < b; + A;x”*.



180 RelaySum for Decentralized Deep Learning on Heterogeneous Data
Table D.2 Default experimental settings for ImageNet
Dataset ImageNet [Deng et al., 2009]
Data augmentation random resized crop (224 x 224), random horizontal flip
Architecture ResNet-20-EvoNorm [Lin et al., 2021b; Liu et al., 2020]

Training objective
Evaluation objective

cross entropy
top-1 accuracy

Number of workers
Topology

Gossip weights
Data distribution

16

SGP: time-varying exponential, RelaySGD: double binary trees, baselines:
double binary trees

Metropolis-Hastings (1/3 for ring)

Heterogeneous, not shuffled, according to Dirichlet sampling procedure from Lin et al. [2021D]

best of ring or

Batch size
Momentum
Learning rate

LR decay

LR warmup

# Epochs

Weight decay
Normalization layer

32 patches per worker

0.9 (Nesterov)

based on centralized training (scaled to 0.1 x
/10 at epoch 30, 60, 80

Step-wise linearly within 5 epochs, starting from 0.1
90

1074

EvoNorm [Liu et al., 2020]

32x16 )
256

Repetitions
Reported metric

Just one
Mean of all worker’s test accuracies over the last 5 epochs

D.3 Hyper-parameters and tuning details

D.3.1 Cifar-10

For our image classification experiments on Cifar-10, we have independently tuned learning

rates for each algorithm, at each data heterogeneity level «, and separately for SGD with and

without momentum. We followed the following procedure:

1. We found an appropriate learning rate for centralized (all-reduce) training (by using the

procedure below)

2. Start the search from this learning rate. For RelaySGD, we apply a correction computed

as in § D.4.1.

3. Grid-search the learning rate by multiplying and dividing by powers of two. Try larger

and smaller learning rates, until the best result found so far is sandwiched between two

learning rates that gave worse results.

4. Repeat the experiment with 3 random seeds.

5. If any of those replicas diverged, reduce the learning rate by a factor two until it does.

For the experiments in Table 5.1, we used the learning rates listed in Table D.4.

D.3.2

ImageNet

Due to the high resource requirements, we did not tune the learning rate for our ImageNet

experiments. We identified a suitable learning rate based on prior work, and used this for all
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Table D.3 Default experimental settings for BERT finetuning

Dataset AG News [Zhang et al., 2015]
Data augmentation none

Architecture DistilBERT [Sanh et al., 2019]
Training objective cross entropy

Evaluation objective  top-1 accuracy

Number of workers 16

Topology restricted to a ring (chain for RelaySGD)

Gossip weights Metropolis-Hastings (1/3 for ring)

Data distribution Heterogeneous, not shuffled, according to Dirichlet sampling procedure from Lin et al. [2021b]
Batch size 32 patches per worker

Adam (1 0.9

Adam S2 0.999

Adam € 10-8

Learning rate Tuned c.f. § D.3.3

LR decay constant learning rate

LR warmup no warmup

# Epochs 5

Weight decay 0

Normalization layer LayerNorm [Ba et al., 2016]

Repetitions 3, with varying seeds

Reported metric Mean of all worker’s test accuracies over the last 5 epochs

experiments. For RelaySGD, we used the analytically computed learning rate correction from

§ D.4.1.

D.3.3 BERT finetuning

For DistilBERT fine-tuning experiments on AG News, we have independently tuned learning rate
for each algorithm. We search the learning rate in the grid of {le—5,3e—5,5¢ —5,7e —5,9¢ —5}
and we extend the grid to ensure that the best hyper-parameter lies in the middle of our search
grids, otherwise we extend our search grid.

For the experiments in Table 5.4, we used the learning rates listed in Table D.5.

D.3.4 Random quadratics

For Figures 5.2 and 5.3, we tuned the learning rate for each compared method to reach a
desired quality level as quickly as possible, using binary search. We made a distinction between
methods that are expected to converge linearly, and methods that are expected to reach a
plateau. For experiments with stochastic noise, we tuned a learning rate without noise first, and
then lowered the learning rate if needed to reach a desirable plateau. Please see the supplied

code for implementation details.
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Table D.4 Learning rates used for Cifar-10/ VGG-11. Numbers between parentheses indicate
the number of converged replications with this learning rate.

Algorithm Topology a=1.00 a=0.1 a=.01
(most homogeneous) (most heterogeneous)
All-reduce fully connected 0.100 (3) 0.100 (3)  0.100 (3)
+momentum 0.100 (3) 0.100 (3)  0.100 (3)
RelaySGD binary trees 1.200 (3) 0.600 (3)  0.300 (3)
+local momentum 0.600 (3) 0.300 (3)  0.150 (3)
DP-SGD ring 0.400 (3) 0.100 (3)  0.200 (3)
+quasi-global mom. 0.100 (3) 0.025 (3)  0.050 (3)
D2 ring 0.200 (3) 0.200 (3)  0.100 (3)
+local momentum 0.050 (3) 0.050 (3) 0.013 (3)
Stochastic gradient push  time-varying exponential 0.400 (3) 0.200 (3)  0.200 (3)
+local momentum 0.100 (3) 0.100 (3)  0.025 (3)

Table D.5 Tuned learning rates used for AG News / DistilBERT (Table 5.4)

Algorithm Topology Learning rate
Centralized Adam fully-connected 3e-5
Relay-Adam chain 9e-4
DP-SGD Adam ring le-6
Quasi-global Adam [Lin et al., 2021b] ring le-6

D.4 Algorithmic details

D.4.1 Learning-rate correction for RelaySGD
()

In DP-SGD as well as all other algorithms we compared to, a gradient-based update u, ’ from
worker 4 at time ¢t will eventually, as ¢ — oo distribute uniformly with weights % over all workers.
In RelaySGD, the update also distributes uniformly (typically much quicker), but it will converge
to a weight o < % The constant « is fixed throughout training and depends only on the network
topology used. To correct for this loss in energy, you can scale the learning rate by a factor chn

Experimentally, we pre-compute « for each architecture by initialing a scalar model for each
worker to zero, updating the models to 1, and running RelaySGD until convergence with no
further model updates. The worker will converge to the value a. The correction factors that
result from this procedure are illustrated in Figure D.2.

In our deep learning experiments, we find that for each learning rate were centralized SGD
converges, RelaySGD with the corrected learning rate converges too. Note that this learning rate
correction is only useful if you already have a tuned learning rate from centralized experiments,
or experiments with algorithms such as DP-SGD. If you start from scratch, tuning the learning

rate for RelaySGD is no different form tuning the learning rate for any of the other algorithms.
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RelaySum/Model learning rate correction for common topologies

40 == Binary trees

Chain topology
—=—=~ approximation
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Fig. D.2 This network-topology-dependent co;rection factor is computed as follows: Each
worker initializes a scalar model to 0 and sends a single fixed value 1 as gradient update through
the RelaySGD algorithm. For DP-SGD and all-reduce, workers would converge to 1, but for
RelaySGD, we lose some of this energy. If the workers converge to a value «, we will scale the
learning rate with 1/a for RelaySGD compared to all-reduce.

D.4.2 RelaySGD with momentum

RelaySGD follows Algorithm 6, but replaces the local update in line 3 with a local momentum.
For Nesterov momentum with momentum-parameter «, this is:
mgt) = Ozmgt_l) + Vfi(zcl(»t)) (initialize m} = 0)

2 — ) 5 (Vi) +aml").

D.4.3 RelaySGD with Adam

Modifying RelaySGD (Algorithm 6) to use Adam is analogous to RelaySGD with momentum
(§ D.4.2). All Adam state is updated locally. We use the standard Adam implementation of
PyTorch 1.18.

D.4.4 D? with momentum

We made slight modifications to the D? algorithm from Tang et al. [2018] to allow time-varying
learning rates and local momentum. The version we use is listed as Algorithm 11. Note that D?
requires the smallest eigenvalue of the gossip matrix W to be > —1/3. This property is satisfied
for Metropolis-Hasting matrices used on rings and double binary trees, but it was not in our
Social Network Graph experiment (Figure 5.3). For this reason, we used the gossip matrix
(W +1)/2, from the otherwise-equivalent Exact Diffusion algorithm [Yuan et al., 2019] on the

social network graph.
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Algorithm 11 D? [Tang et al., 2018] with momentum

Input: Vi, mgo) = (), learning rate y, momentum «, gossip matrix W e R"*", cl(»o) =0cR%
1: fort=0,1,... do
2: for node ¢ in parallel
3 Update the local momentum buffer mgt) =« mz(»tfl) + Vfi(:cgt)).
4 Compute a local update ugt) = —”y(Vfi(:BEt)) +a ml(t)).
5: Update the local model azEHW) = mgt) + ugt) + cgt).
6 Average with neighbors: azgtﬂ) = ZjeM Wijw§t+1/2).
7 Update the local correction cz(.tH) = mgtﬂ) — :BZ(»t) — ugt).
8 end for

D.4.5 Gradient Tracking

Algorithm 12 lists our implementation of Gradient Tracking from Lorenzo and Scutari [2016].

Algorithm 12 Gradient Tracking [Lorenzo and Scutari, 2016]

Input: V i, :BEO) = () learning rate v, gossip matrix W e R"™*™, CEO) =0¢cR?
1: fort=0,1,... do

2: for node ¢ in parallel

3 Compute a local update ugt) = —WVfi(a;gt)),

4: Update the local model :BEHI/Q) = zr:gt) + ugt) + cgt).

5 Average with neighbors: :cgtﬂ) = ZjeM- Wijw§t+l/2).

6: Update the correction and average: c§t+1) = ZjeNi W, (cgt) — uz(»t)>.
7: end for

D.4.6 Stochastic Gradient Push with the time-varying exponential topology

Stochastic Gradient Push with the time-varying exponential topology from Assran et al. [2019a]
demonstrates that decentralized learning algorithms can reduce communication in a data center
setting where each node could talk to each other node. Algorithm 13 lists our implementation

of this algorithm.

D.5 Additional experiments on RelaySGD

D.5.1 Rings vs double binary trees on Cifar-10

In our experiments that target data-center inspired scenarios where the network topology is
arbitrarily selected by the user to save bandwidth, RelaySGD uses double binary trees to
communicate. They use the same memory and bandwidth as rings (2 models sent/received per

iteration) but they delays only scale with logn, enabling RelaySGD, in theory, to run with very
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Algorithm 13 Stochastic Gradient Push with time-varying exponential topology [Assran et al.,
20194

Input: V 4, :I:Z(O) =z, learning rate 7, n = 2¥ workers, t’ = 0.

1: fort=0,1,... do

2: for node ¢ in parallel

3 a:EH_l/Q) = CCZ(-t) + ugt)—’\,/v,f,'(azgt)). (or momentum/Adam, like RelaySGD)
4 for 2 communication steps to equalize bandwidth with RelaySGD do

5 Compute an offset o — 2t mod k.

6: Send acZ(HI/Q) to worker ¢ — o.

7 Receive and overwrite m§t+1/2) — % (acl(-tJrl/z) + mg:;l/Q)).

8 t—t 4+ 1.

9 Set mEtH) = mEHl/Q).

10: end for

large numbers of workers n. Table D.6 shows that in our Cifar-10 experiments with 16 there are
minor improvements from using double binary trees over rings. Our baselines DP-SGD and D?,

however, perform significantly better on rings than on trees, so we use those results in the main

paper.

Table D.6 Comparing the performance of the algorithms in Table 5.1 on rings and double binary
trees in the high-heterogeneity setting a = 0.01. In both topologies, workers send and receive
two full models per update step. With 16 workers, RelaySGD with momentum seems to benefit
from double binary trees, RelaySGD has more consistently good results on a chain. We still opt
for double binary trees based on their promise to scale to many workers. Other methods do not
benefit from double binary trees over rings.

Algorithm Ring (Chain for RelaySGD)  Double binary trees

RelaySGD 86.5% ——4+— 84.6% —+—H—>
+local momentum 88.4% —#— 89.1% ——#»

DP-SGD 53.9% ——— 36.0%
+quasi-global mom. 63.3% ——— 57.5%

D2 382% ——— did not converge
+local momentum 61.0% ——— did not converge

D.5.2 Scaling the number of workers on Cifar-10

In this experiment (Table D.7), use momentum-SGD on 16, 32 and 64 workers compare the
scaling of RelaySGD to SGP [Assran et al., 2019a]. We fix the parameter « that determines the
level of data heterogeneity to v = 0.01. Note that this level of o could lead to more challenging
heterogeneity when there are many workers (and hence many smaller local subsets of the data),

compared to when there are few workers.
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Table D.7 Scaling the number of workers in heterogeneous Cifar-10. The heterogeneity level
a = 0.01 is kept constant, although it does change its meaning when the number of workers
changes. RelaySGD scales at least well as Stochastic Gradient Push [Assran et al., 2019a]
(with equal communication budget). It is surprising that RelaySGD with 64 workers performs
significantly better on a chain topology than on the double binary trees. This behavior does not
match what our observations on quadratic toy-problems.

Algorithm Topology 16 workers 32 workers 64 workers
All-reduce (baseline) fully connected 89.5% —#  88.9% —#  87.2% —+%
RelaySGD binary trees 89.3% ——#  86.1% — 4>  63.7T% —+H—
chain 88.4% —#>  86.6% —+H>  831% —H>
Stochastic gradient push  time-varying exponential 87.0% —++—>  689% ———  624% —H—

Table D.8 Tuned learning rates for Table D.7. We tuned the learning rate for each setting on
a multiplicative grid with spacing v/2, and then repeated each experiment 3 times. If both
repetitions diverged, we would change to a smaller learning rate in the grid. Numbers in
parentheses are the ‘effective’ learning rates corrected according to § D.4.1.

Algorithm Topology 16 workers 32 workers 64 workers
All-reduce (baseline) fully connected 0.1 (0.100) 0.05 (0.050) 0.05 (0.0
RelaySGD binary trees 0.282  (0.066) 0.2 (0.035) 0.2 (0. u‘)
chain 0.2 (0.047) 0.4 (0.070) 0.8 (0.108)
Stochastic gradient push  time-varying exp. 0.025  (0.025) 0.025  (0.025) 0.0125  (0.013)

D.5.3 Independence of heterogeneity

The benefits of RelaySGD over some other methods shows most when workers have heteroge-
neous training objectives. Figure D.3 compares several algorithms with varying levels of data
heterogeneity on synthetic quadratics on a ring topology with 32 workers. Like D?, RelaySGD
converges linearly, and does not require more steps when the data becomes more heterogeneous.
Note that, even though RelaySGD operates on a chain network instead of a ring, it is as fast
as D?. On other topologies, such as a star topology, or on trees, RelaySGD can even be faster

than D? (see Appendix D.5.4), while maintaining the same independence of heterogeneity.

D.5.4 Star topology

On star-topologies, the set of neighbors of worker 0 is {1,2,...,n} and the set of neighbors
for every other worker is just {0}. While D? and RelaySGD are equally fast in the synthetic
experiments on ring topologies in § D.5.3, RelaySGD is significantly faster on star topologies as

illustrates by Figure D.4.
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Fig. D.3 Random quadratics on ring networks of size 32 with varying data heterogeneity ¢? and
all other theoretical quantities fixed. To simulate stochastic noise, we add random normal noise
to each gradient update. For each method, the learning rate is tuned to reach suboptimality
< 107 the fastest. RelaySGD operates on a chain network instead of a ring. Like D?, it does
not require more steps when the worker’s objectives are more heterogeneous.
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Fig. D.4 Random quadratics on star networks of size 32 with varying data heterogeneity (2
and all other theoretical quantities fixed. For each method, the learning rate is tuned to reach
suboptimality < 1076 the fastest. Like D?, RelaySGD does not require more steps when the
worker’s objectives are more heterogeneous. Note that for ¢(? = 0 (left figure), our tuning
procedure found a learning rate where Gradient Tracking does converge to << 1075, but does
not converge linearly. It would with a lower learning rate.

D.6 RelaySum for distributed mean estimation

We conceptually separate the optimization algorithm RelaySGD from the communication
mechanism RelaySum that uniformly distributes updates across a peer-to-peer network. We
made this choice because we envision other applications of the RelaySum mechanism outside of
optimization for machine learning. To illustrate this point, this section introduces RelaySum for
Distributed Mean Estimation (Algorithm 14).

In distributed mean estimation, workers are connected in a network just as in our optimization
setup, but instead of models gradients, they receive samples d® ~ D of the distribution D at
timestep t. The workers estimate the mean d the mean of D, and we measure their average
squared error to the true mean.
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Algorithm 14 RelaySum for Distributed Mean Estimation

Input: V i, LL'Z(O) = O,yi(o) =0, sgo) f;lj)
1: fort=0,1,... do
for node ¢ in parallel
for each neighbor j € NV; do

2
3
4: Get a sample dz(.t) ~ D.
5
6
7

=0;Vi,7,m = 0, tree network

5 —1
Send mgzj = dgt) + ZkEM\j m,(f_>i).
—1
Send ngj =14 ken Cg—n')'
(t)

. t .
Receive m;”.. and c(- ) from node j.
j—i i

. (t+1) _ () 4 @) (t)
8: Update the sum of samples y; =y, i+ XN ™

) L) () (®)
9: Update the sum of counts s; "/ = s;" + 1+ ;¢

. . ® _ @, @
10: Output average estimate x;” =y, /s,
11: end for

method =1/nT method = RelaySum method = Gossip

10(]
_ 107
S
E n
B 10 — 8
g — 16
g
E 1073 32
g —
=

Lo — 128

107

0 100 200 300 400 0 100 200 300 400 0 100 200 300 400
Steps Steps Steps

Fig. D.5 RelaySum for Distributed Mean Estimation compured to a gossip-based baseline, on a
ring topology (chain for RelaySGD). Workers receive samples from a normal distribution N (1, 1)
with mean 1. RelaySum, using Algorithm 14 achieves a variance reduction of O (niT)

In algorithm 14, the output estimates wgt) of a worker 7 is a uniform average of all samples
that can reach a worker ¢ at that timestep. This algorithm enjoys variance reduction of O (%),
a desirable property that is in general not shared by gossip-averaging-based algorithms on
arbitrary graphs.

In Figure D.5, we compare this algorithm to a simple gossip-based baseline.

D.7 Alternative optimizer based on RelaySum

Apart from RelaySGD presented in the main paper, there are other ways to build optimization
algorithms based on the RelaySum communication mechanism. In this section, we describe
RelaySGD/Grad (Algorithm 15), an alternative to RelaySGD that does uses the RelaySum

mechanism on gradient updates rather than on models.
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RelaySGD/Grad distributes each update uniformly over all workers in a finite number of
steps. This means that worker’s models differ by only a finite number of O(7ax maxn) that are
scaled as % With this property, it achieves tighter consensus than typical gossip averaging, and
it also works well in deep learning. Contrary to RelaySGD, however, this algorithm is not fully
independent of data heterogeneity, due to the delay in the updates. When the data heterogeneity
¢%2 > 0, RelaySGD/Grad does not converge linearly, but its suboptimality saturates at a level
that depends on (2.

The sections below study this alternative algorithm in detail, both theoretically and experi-
mentally. The key differences between RelaySGD and RelaySGD/Grad are:

RelaySGD  RelaySGD/Grad

Provably independent of data heterogeneity ¢2 yes no
Distributes updates exactly uniform in finite steps no yes
Loses energy of gradient updates (§ D.4.1) yes no
Works experimentally with momentum / Adam yes no
Robust to lost messages + can support workers joining/leaving yes no

Algorithm 15 RelaySGD/Grad

Input: V 4, :I:Z(O) =z

1: fort=0,1,... do
2: for node ¢ in parallel

(=1)

Vi, 7, m, ;. =0, learning rate «y, tree network

3: ugt) = —")/Vfi(wl(t),fi(t))
4: for each neighbor j € NV; do

, & _ @ (t-1)
6: Receive myil from node j.
ro el e (w5 ml,)
8: end for

D.7.1 Theoretical analysis of RelaySGD/Grad

In this section we provide the theoretical analysis for RelaySGD /Grad. As the proof and analysis

is very similar to Koloskova et al. [2020b], we only provide the case for the convex objective.

Proof of RelaySGD/Grad for the convex case

Let * be the minimizer of f and define the following iterates
o =E Ha_z(t) —x*||?,
o o= f() - f(a*),

—_ t _
¢ 5= 13" a2l — &2,
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Proposition D.9. Let function Fi(x,§), i € [n] be L-smooth (Assumption A) with bounded
noise at the optimum (Assumption D). Then for any x; € R?,

2
< 3(L*Z; + 2Le; + 57)

n

LS @) - VEE?, &)

i=1

Egivvg'ft

Proof. In this proof we ignore the superscript ¢t as it does not raise embiguity.
1 n
- > (Vfilai) = VFi(wi,&))

=1

Z% > Ee Vi) = VFi(xi, &) + VF(®,&) £ Vi(®) + VFi(x*, &) + V fi(2")|°
=1

2 n
1
Bei.. < 3D Ee |Vfilw:) - VE (i, &)|°
1=1

<5 DB IV (@) - V@) + V(. 6) - V@)
IV A(@) — Vi) + VR, &) — V@ &) + [V i) — V@ 29)]?)

5% Z Ee,(|IVFi(zi,&) — VE(Z, &) + IVFi(2,&) — VE(z*, &) + (|[VEi(z*, ;) — V fi(z*

3 _ .
< S (B~ &P + 2L (@) - fila*)) + o?)
=1
O
Lemma D.17. (Descent lemma for convex objective.) If v < ﬁ? then

rep1 < (1— 2y — yey + 37LE; + 34262
Proof. Throughout this proof we use E = Egt . Expand iterate ry41 = E |2t — |2

E ||;f;(t+1) o w*HQ

=E[z® - 250, VR, ") £ 21, Vi) - *H2

=[z® 2" - 2 V)P +E2 T 1VF< 0,0 =13, Vi)
+2E@® — g -2 vm Y,z V() ,é“) IS Vi <“>>

=z — 2~ 25" V)P +ENL Y, VE@EY, (V) - 25 V"))
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The second term is bounded by Proposition D.9. Consider the first term

120 — 2 — 15 V()2
<|[2® — 2*|> + 2L S, ViED)2 —2y (@ - 2%, L5 VD).
=T =:T5

First consider 17,
Ty = |23, (V@) = V@YD) + V(@) - Vii@)|?
<225l — @02+ 250 [V fi(@D) - Vi)
(D.4)
< 2Ly gl —gO)2 4 Ly (1) - fi(ar) — (@0 — ¥, V(@)
e

=225 P — @02 pAL(f(@D) - f(z))

= 2L°Z, + 4Le;.

Consider 15,

T =250, (@0 -2 Vii(2") + (2] —a*, Vfi(2]"))
> 150 (£@9) — @) - 520 - 2l 2 + (@) — &, Vi)
> 150 (£@9) - fi@) - £120 - 202 + fi@l?) - fil@) + 42l - 27)?)
= F@Y) - f@) + 50 (4l - @) - L2 - 2)?)
> f(20) - f@) + 10 (4120 - 27 - 15220 - 27)?)

> e+ 4y — LE;

where the first inequality and the second inequality uses the L-smoothness and p-convexity of

fi-
Combine both T3, T5 and Proposition D.9 we have

Tt+1 S Tt + 72(2_[/2575 + 4.L6t) — 2’Y(€t + HT‘t — LEt) + §72(L2Et + 2L6t + 5’2)

= (1 —)r, — 29(1 — 5L7)er + YL(57L + 2)Z; + 3452

oy . 1
In addition if v < 157, then

riv1 < (1 — 4y — yey + 3yLE; + 3720—2
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Lemma D.18. Bound the consensus distance as follows
Et < 39 Tmax gty (2L7Ew +4Ley + (5% + (%)) .
Furthermore, multiply with a non-negative sequence {w;}¢>0 and average over time gives
T Yo WiZe < gty Sotmo weet + 672 Tmax (0% + ¢2)

where W —Zt owy and v < m.

Proof. Throughout this proof we use E =Eg ¢ . Denote [x T := max{x,0}. For all i € [n],

E||e§\|2=E||lz] Dy - s VE (6 £ 0 1l

<SS EIS s VEE ) £ V1 @)

<P S g EIVE @ €) £ v ))?
27'max ! ! !

=L 5o S EIVE@) ) — v ()2

2 Timax t—1 (t
ey S VAP

=:T3

We can apply Proposition D.9 to the first term

2 max t/ t/ t —_ _
e 5 S EIVE @) €)= O @l))1? < 39t Sy (D250 + 2Ley +52).
The second term T3 can be bounded by adding 0 = +V f;(2*)) + V f;(x*) inside the norm

13

IN

P s S V@) £ V(@) £ V()2

< Blmmyn s e (P2~ 8O 4 V@) - Vi) + [V )]?)
= 37 e S (L S+ LIV 5ED) - V@) + )

5 e D e (P50 2L @) = () + &)

Therefore

Ellefl|* <37 Tmax Xp_p_ e+ (2L2Ew + 4Ley + (52 + C%)).

Average over i on both sides and note the right hand side does not depend on index i,

E =2 T ie let]|? < 342 Tmaxz t Tmax] (QLQEt’ +4Ley + 52) .
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Multiply both sides by w; and sum over t gives

—_— 2 2 — —
WLT Ztho weE < M Z? o W (2L2:t +4Le; + 0'2)

2 2
— wzt Owt_tJrMZt owt6t+3’y Tmax(U +CQ)

where Wp 1= Zt o wt. Rearrage the terms and let v < 57— — give
]. 2 2 2 2 —
1 T — 129 LTmax T 3 max —2 2
Wi 2at=0 Wit < 272 2 ( s Yo weer + e (07 4 ¢ ))
T 1 — 6% L*Tmax T

T B _
< ﬁ Zt:(] wees + 6')/27-max2 (02 + C2)

Theorem D.10. For convex objective, we have

ZT 52\ L@ O\ | 100 1
( (t) :n*)) <4 351y +4 6Tmax\/ L(52 + (?)ro n 0L (Tmax + 1)ro
n(T +1) T+1 T+1

t=0

where ro = ||2° — x*||?.

Remark 19. For target accuracy € > 0, then T+L1 ZtT:O (f(:i(t)) — f(a:*)) < € after

77,62 63/2 €

) (02?“0 " Tmax L(62 + 52)71) n 10L(Tmax + 1)7‘0)

iterations. This result is similar to [Koloskova et al., 2020b, Theorem 2] except that here we

replace spectral gap p with the inverse of marimum delay — L

max

Proof. Consider Lemma D.17 and multiply both sides with % and average over time

T T T = 3y T -
W Sotmo Weet < = Do (Bre = Lorpg) + Do Wit + iy Do W

_ 52
S WLT Z?:O(%Tt — %Tt+1> + ﬁ Zf:() Wt€Et + 18’)’2Tmax2L(5'2 + €2) + 3'YT
where the second inequality comes from Lemma D.18. Then
2WT > imgwier < Zt o5ty — Shrepn + *’Y + 187Tmax” L(5% + C*)7?).

We can further consider

T — T — s
B S o WSt =gy Yo im Wier + 18Tmax? (52 + C2)y?
L o
SWLT ZtT:o(%Tt — SHrepn + 39y + 36Tmax L (5% + (?)y?) =: .
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Taking {w¢ = 1}4>0, then

Up < ﬁ + %7 + 36Tmax L(5° + C3)y2.

Apply Lemma D.13 we have

2
352rg 3 Lo 6Tmax\/ L(G2 + (?)rg 8 N dro
)

Up<2 20 .
n(T +1 T+1 T+1

where d = max{10L, 10L7yax} < 10L(Tmax + 1) and at the same time

T+1 T+1

T =2 3 /T.(52 & (2 i
1 Zet <9 30°ro 49 6TmaxV/ L(62 4+ (?)ro n drg
2(Tr+1) n(T +1)

) _ 2
3L _ 35%r) 2 6Tmax\/L(32 + (?)rg | ° dro
LS () (S 4o

T+1 T+1

D.7.2 Empirical analysis of RelaySGD /Grad

In Table D.9, we compare RelaySGD/Grad to RelaySGD on deep-learning based image classifi-
cation on Cifar-10 with VGG-11. Without momentum, and with low levels of heterogeneity,
RelaySGD/Grad sometimes outperforms RelaySGD.

Figure D.6 illustrates a key difference between RelaySGD/Grad and RelaySGD. While
RelaySGD behaves independently of heterogeneity, and converges linearly with a fixed step size,
RelaySGD/Grad reaches a plateau based on the learning rate and level of heterogeneity.

Table D.9 Comparing RelaySGD/Grad with RelaySGD on Cifar-10 Krizhevsky [2012] with the
VGG-11 architecture. We vary the data heterogeneity « [Lin et al., 2021b] between 16 workers.
For low-heterogeneity cases and without momentum, RelaySGD/Grad sometimes performs
better than RelaySGD.

Algorithm Topology a = 1.00 a=0.1 a=.01
(most homogeneous) (most heterogeneous)
All-reduce (baseline)  fully connected 87.0% ——#— 87.0% ——#—  87.0% —
+momentum 90.2% ——# 90.2% ——#  90.2% —#
RelaySGD chain 87.3% —#— 87.2% —#— 86.5% ——+—
+local momentum 89.5% ——H> 89.2% ——H>  884% ——H—
RelaySGD/Grad chain 88.8% ———#> 88.5% —#>  83.5% —H

+local momentum 86.9% —t+— 87.8% — 4+~  68.6% ———
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7% = 0 (equal optimum) 2% = 0.01 (heterogeneous) % = 1 (very heterogeneous)
% 107!
=
|

% 107
~ —— Gossip
%’ 105 RelaySGD/Grad
E ——— RelaySGD
g 107
=]
a

107

0 100 200 O 200 400 0 1000 2000
Steps Steps Steps

Fig. D.6 Comparing RelaySGD/Grad against RelaySGD on random quadratics with varying
levels of heterogeneity ¢2, without stochastic noise, on a ring/chain of 32 nodes. Learning rates
are tuned to reach suboptimality < 107% as quickly as possible. In contrast to RelaySGD,
RelaySGD/Grad with a fixed learning rate does not converge linearly. Compared to DP-SGD
(Gossip), RelaySGD/Grad is still less sensitive to data heterogeneity.






Appendix E

Debiasing Conditional Stochastic

Optimization

E.1 Missing Pseudocodes

We present pseudocodes of E-BSGD and E-BSpiderBoost scheme in Algorithms 16 and 17

respectively.

Algorithm 16 E-BSGD

1: Input: ¥ € RY, step-size 7, batch sizes m
2: fort=20,1,..., 7T —1do
- t+1
3: Dtrffv onetsaurnpl(;:_f1 and compute extrapolated gradient GEJ-FBSGD from (6.7)
4 ' " — vGLaeep
5

: Output: x® picked uniformly at random from {:1:’t}tT:_O1

E.2 Missing Details from § 6.2

E.2.1 Other Related Work

CSO. Dai et al. [2017] proposed a primal-dual stochastic approximation algorithm to solve a
min-max reformulation of CSO, employing the kernel embedding techniques. However, this
method requires convexity of f¢ and linearity of g,, which are not satisfied by general applications
when neural networks are involved. Goda and Kitade [2022| showed that a special class of CSO
problems can be unbiased, e.g., when f¢ measures the squared error between some () and
E,jelgn(=; &], giving rise to this objective function E¢[(u(§) — Eyegy(; €])?]. However, they did
not show any improvement over the sample complexity of BSGD (i.e., O(¢~%)). Hu et al. [2020b]
also analyzed lower bounds on the minimax error for the CSO problem and showed that for a

specific class of biased gradients with O(€) bias (same bias as BSGD) and variance O(1) the
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Algorithm 17 E-BSpiderBoost

1: Input: x° € RY, step-size v, batch sizes By, By, Probability pout
2: fort=0,1,..., 7 —1do

3: Draw Xout from Bernoulli(poyt)

4: if (t=0)or (Xous =1) then > Large batch
5: Draw B; outer samples {&1,...,¢B, }

6: Compute extrapolated gradient GE}%SGD with (6.7)

t+1 1 t+1
Grpsp = B deBl Grpscp

7: else > Small batch
8: Draw Bs outer samples {&1,...,&p,}
9: Compute extrapolated gradient GtEJ_réSGD with (6.7)
1 _ ot 1 t+1 t
Grupss = Gu-BsB T B; 2¢en, (Cupsep — CEBsan)
. 1 _ ot t+1
10: ' =z —vGy'pgp

11: Qutput: x® picked uniformly at random from {:Ijt}tT:_O1

bound achieved by BSpiderBoost is tight. However, these lower bounds are not applicable in
settings such as ours (and also to [Hu et al., 2021]|) where the bias is smaller than the BSGD

bias.

Variance Reduction. The reduction of variance in stochastic optimization is a crucial approach
to decrease sample complexity, particularly when dealing with finite-sum formulations of the form
ming £ 3" | f;(x). Pioneering works such as Stochastic Average Gradient (SAG) [Schmidt et al.,
2017, Stochastic Variance Reduced Gradient (SVRG) [Johnson and Zhang, 2013; Reddi et al.,
2016a|, and SAGA |Defazio et al., 2014; Reddi et al., 2016b] improved the iteration complexity
from O(e~%) in Stochastic Gradient Descent (SGD) to O(e~2). Subsequent research, including
Stochastic Path-Integrated Differential Estimator (SPIDER) [Fang et al., 2018] and Stochastic
Recursive Gradient Algorithm (SARAH) [Nguyen et al., 2017], expanded the application of
these techniques to both finite-sum and online scenarios, where n is large or possibly infinite.
These methods boast an improved sample complexity of min(y/ne 2, ¢~3). SpiderBoost [Wang
et al., 2019], achieves the same near-optimal complexity performance as SPIDER, but allows a
much larger step size and hence runs faster in practice than SPIDER. In this paper, we use
a probabilistic variant of SpiderBoost as the variance reduction module for CSO and FCCO
problems. We highlight that alternative techniques, such as SARAH, can also be applied and
offer similar guarantees.

Bias Correction. One of the classic problems in statistics is to design procedures to reduce
the bias of estimators. Well-established general bias correction techniques, such as the jackknife
[Tukey, 1958|, bootstrap [Efron, 1992|, Taylor series [Han et al., 2020; Withers, 1987|, have

been extensively studied and applied in various contexts |Jiao and Han, 2020|. However, these
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methods are predominantly examined in relation to standard statistical distributions, with
limited emphasis on their adaptability to optimization problems. Our proposed extrapolation-
based approach is derived from sample-splitting methods [Han et al., 2020], specifically tailored

and analyzed for optimization problems involving unknown distributions.

Stochastic Composition Optimization. Finally, a closely related class of problems, called
stochastic composition optimization, has been extensively studied (e.g., |[Ermoliev and Norkin,
2013; Wang et al., 2016, 2017; Yermol'yev, 1971]) in the literature where the goal is:

min Ee[fe(Ey[g,(2)])]- (E.1)

xcRd

Despite having nested expectations in their formulations (CSO) and (E.1) are fundamentally
different: a) in stochastic composite optimization the inner randomness 7 is conditionally
dependent on the outer randomness ¢ and b) in CSO the inner random function g,(x, ) depends
on both & and 7. These differences lead to quite different sample complexity bounds for these
problems, as explored in Hu et al. [2020a]. In fact, Zhang and Xiao [2021| presented a near
optimal complexity of O(min(e~3,/ne2)) for stochastic composite optimization problems using
nested variance reduction. While Wang et al. [2016] also use the "extrapolation" technique,

their motivation and formula are significantly different from ours and cannot reduce the bias in
the CSO problem.

E.3 Missing Details from § 6.3

Lemma E.1 (Moments of D,,). The moments of 6 € Dy, are bounded as follows

E[(6 —E[])*] = 2, [E[(6—E[6)°]| = 2, E[6—ED])'] =25+ %
More generally, for k > 2, |E[(6 — E[0]))¥]] = O(m~T+/21).
Proof. Define § = § — E[0] as the centered random variable. Now
E[(6 — E[5])"] = E[0"].

So we focus on E[6¥] in the remainder of the proof. For k = 2,

[E[?)] = 7z EIZE 6%l = 5z

E [Zz 02 + 2> i< S@'SJ‘” = 7.
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For k =3,
|EL%]| = s EICE, 61
= ‘E [EZ 5 +3 it 670;+6 2i<j<k 513]54 ‘
— 03
e
For k = 4,
|E6Y]] =l EICE &1
= LB [ 8+ 40 630+ 650, 8202+ 205 bbb
= [mE[B] + 6™ E[7] EL5]]
= gy 4 ool
For k =5,

[E[°)] = s | EDCT, 6]°)
B[00+ 105, 82|
mE[57] + 10m(m — 1) EI5}] E[5?)

1
= —5

1

mb

_ o5 10(m—1)os02
— m4 + m4

For general k > 0, we expand the following term as a function of m
|E[0")] = o | EIZTL, 6.

As E[SZ] =0 and ; and 3]- are independent for different ¢ and j, the outcome has the following

form
N 1 k
|E[6%]] = —0 E mxi=2%igl2gls .. ok (E.2)
m 2a2+3a3+---+kak:k
a;>0 Vi

where 25:2 a; is the count of independent {4;} used in 03205 -+ - 0y*. Among the terms in

(E.2), the dominating one in terms of m is one with largest 21'12 ai, i.e.

(772”“/2)012{:/2 if k even,

. O
O(mlF/2) oy o3 if k odd.

1
mk
1
F
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Then, we can simplify the upper right-hand side with
|E[0¥]| = O(mFHIR2]),

which gives all the desired results. O

Proposition E.1 (First-order Guarantee). Assume that D, and q(-) satisfy Assumption B
and C respectively with k = 1. Then, Vs € R, |E [ﬁgiq(s)] —q(s +E[0])| < aza2/(2m).

Proof. Let h = E[6]. If the function q € C?, then the Taylor expansion at s + h with remainders

leads to
Elg(s +0)] = q(s +h) + ¢/ (s + h) E[6 — h] + 5 E[¢"(¢1)(6 — h)?]
where ¢1 between s+ h and s + 6. Then the error of extrapolation becomes
|Elg(s + )] —a(s +h)| = |3 Elg"(¢1)(6 — h)*]| < G E[(6 — h)°].

By Assumption C and Lemma E.1, we have that

|Elg(s +0)] — q(s + k)| < ZE[(6 — h)?] = R E[(§ — h)?] = 2.

2m
This completes the proof. ]

Proposition 6.1 (Second-order Guarantee). Assume that distribution Dy, and q(-) satisfies

Assumption B and C respectively with k = 2. Then, for all s € R, |E [L‘gﬂlq(s)} —q(s+ E[(S])’ <

dazos+9as02 4 5ay 04—303
48m? 96 m3

Proof. Let h = E[§]. If the function ¢ € C*, then the Taylor expansion at s + h with remainders

leads to

Elg(s +81)] =q(s + ) +¢'(s + h) E[§y — b + TP E[(6; — h)?] + TCH E((§ — h)?)
+ % Elgd® (61) (81 — b))
Elg(s + d2)] =a(s + h) +¢'(s + ) E[d2 — h] + LG E[(3; — 1)?] + LG E[(8, — n)
+ 3 Elg@ (92) (52 — b))
Elg(s + *5%)] =q(s + ) + /(s + D) E[*5% — I + TR E(5% — b))

®) (s 3 !
44 (6+h) E[(&JQF(SQ _ h) ]+ o Elq (¢s3) (@ - h) ]

where ¢1, @2, 3 between s + h and s + d1, s + 02, s + I3 respectively.
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As E[6 — h] = 0, the error of extrapolation becomes

[E[LD,,a(s)] — a(s + h)|

<'2E[q(3
+ [2E
< |9F
+ [2E
< |9
+ [2E

<9 |2F

aq
+24

<61;62 — h>3_ — 2 (E[(61 — h)*] + E[(62 — 1))

(@ _ h)?’_ — L (E[(61 — 1)’ + E[(82 — h)?))

2_E [(51;52 — h)4] + 2 (E[(61 — )] + E[(62 — h)"])|.

)(s 3 3)(s B3 (s
e (s )] - (U242, )+ 22525 )
4

[ (4) )
g (st )] - (B4 -1+ S0 )|

r ) 4 (4) (4)
4@ (g3) (@ _ h) ] _1 <E[M(51 — )Y + E[£52) (5, — h)“])’

24 2 24

24

r 4
e (s — )| 4 4 (E1ES5 - ) + ELLSE 5 - 1))

(@ _ h)s] — L(E[(8, — h)*] + E[(6, — h)g])‘

where the second inequality uses the upper bound on ¢ (-) (Assumption C) and the third

inequality uses (6 — h)* is non-negative and the last inequality uses the uniform bound on ¢ (.)

(Assumption C)

. Then

|E[£%,.q(s)] — (s + h)|
4
<U|E(6 — h)3| + & <2E(61J552—h) +E(51—h)4>
m—1)o2 o m—1)o3
<imr + 3t (s + 2 g+ )

902 5(c4—303)
a3o3 a4 2 2
S12m2 + 9 <2m2 + 4m3

4a303+9a40§ 5a4 0'4—30'3
ST a8z T 06w

we first use that E[(6; — h)3] = E[(62 — h)3] = 4E[(@ — h)3] and the uses the bound on

moments in Lemma E.1. Note that E (@ — h) can be seen as the 4th order moments of a

batch size of 2m.

O]

Proposition E.2. Assume q € C. Then Eg’}n as defined below is a third-order extrapolation

operator.

L

D gisi (kLD 4 op®) 8p® 1620 1300 Yg(s).

m
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Proof. Let h = E[§]. If ¢ € C?*, then q has the following Taylor expansion

Elg(s +6)] = q(s+h) +q(s+h)ES—h]+ LS E(5—n)?)+...

\W—/
zero order term second order term
(2k—1) (4 B
+ LS ELS — W) + oy Bl ()6 - )

Eliminate the third order term in the Taylor expansion. Consider the following affine

combination which
]:gzq DS alﬁg)nq(s) + agﬁggmq (s).

We determine a; and as by expanding Eg)nq(s) and Eggmq(s) and analyze the coefficients of

terms:

e (Affine). Taylor expansion of ]-"giq(s) at s+ h should have zero order term ¢(s + h), i.e.

a1q(s + h) + azq(s + h) = q(s + h).

e (Eliminate third term). Taylor expansion of ff(DSqu(s) at s + h should have third order
term E[(§ — h)3]. That is,

a1 E[(61 — h)*] + as E {(51;52 . h>3] —0.

This is equivalent to

o1 E[(0y — h)3] + 22 E [(51 . h)?’] ~0.

Therefore, a1 and as can be determined through the following linear system

o] +ag =1

041+i042 = 0.

The solution is a1 = —% and ag = %.

For k = 3 order extrapolation, consider the following

Eg)znq DS (1,1-7:1(7321(](5) + 0/2}-7(3?;)771‘] (5) + ag}-g”)mq (8).-

We determine o}, of, and o by satisfying the following two conditions
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e (Affine). Taylor expansion of L(D?’T)nq(s) at s+ h should have zero order term ¢(z + h), i.e.
(] + o + o)g(xz + h) = q(z + h).

e Taylor expansion of Eg’iLq(s) at s + h should have 4th order term E[(6 — h)*]. That is

4 4
a’lE[((Sl—h)4]+a'2E[<51§‘s2—h> ] +agE[<&+t§>+<¥3_h) } = 0.

This is equivalent to

Therefore, o), oy and o can be determined through the following linear system

/ / /
a1+0[2+053:1

/ / /

/ / /
Oél+%a2+%a3:0.
3)

L and oy = % Then consider the Taylor expansion of E(qu(s)

The solution is o) = 15, o = —3

at s + h with (6.2), we can
[ELCE) ()] = als + )| S [¢® (s + W EI6 = 1)) + [Elg©(93)(0 = 1)]| S Ol(as + ag)m™)

() is an affine mapping and the last inequality

where the first inequality uses the fact that £,
) is a 3rd-order extrapolation operator. We can expand it into

uses Lemma E.1. Therefore, £’
3 2 2 2 2
E(Dr)nq ts <—%£(D3nq(s) + %E(qu (s)) ~ 3 (—%E%gmq(s) + %E(Dimq (s))
+5(-368),06) + 545, 0)
£ 1623 132 Yg(s).

O]

Lemma E.2 (Variance Bound). Assume that q : RP — R is in C* and Dy, is the distribution

in Assumption B. Suppose that the variance of q(s + 8) is bounded as

Elllg(s + 8) — E[a(s + 8)]|3] < L + C.
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)

Then the variance of extrapolation ,C( q(s) is upper bounded by

2 2 2
E |I1£5) a(s) — ELLE) a(s)IF] < 14(% + ).
Proof. Let us use the definition of Eggnq(s):

E [I£5) a(s) — ELLE) a(s)I1]

<E {HQq(s + 51—562) _ Q(s+61);Q(s+52) _E [2q(s + 51—562) _ q(s+61) +q (s+62) ]H ]

g3EUu«s+@%@y—EP4s+@§@ﬂM}+3EM“im>—EP“?1Mﬂ
+ 3E[| q(8+52) _E [q(s-l—éz)} H2]
<2Z+0)+ 32 +0)+ 32 10

_ 15v? 27C
— 2m + 2

This completes the proof. O

E.4 Stationary Point Convergence Proofs from § 6.4 (CSO)

In this section, we provide the convergence proofs for the CSO problem. We start by establishing
some helpful lemmas in § E.4.1. In § E.4.2, we reanalyze the BSGD algorithm to obtain explicit
bias and variance bounds, which are then useful when we analyze E-BSGD in § E.4.3. Similarly,
we reanalyze BSpiderBoost in § E.4.4 and use the resulting bias and variance bounds for the
analysis of E-BSpiderBoost in § E.4.5.

Note that throughout our analyses, we define E*1[-|t] as the expectation of randomness at
time ¢t + 1 conditioning on the randomness until time ¢. When there is no ambiguity, we use E[']
instead of EF1[-|¢].

E.4.1 Helpful Lemmas

Lemma E.3 (Sufficient Decrease). Suppose Assumption I holds true and v < ﬁ then

|V < 2EFE DR | poert | gt

¥ var bias’

where E[-] denote conditional expectation over the randomness at time t conditioned on all of

the past randomness until time t.

Proof. In this proof, we use E[-] to denote conditional expectation over the randomness at time

t conditioned on all the past randomness until time ¢.
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Let us expand F(x'*!) and apply the Lp-smoothness of F'
2
E[F(z)] < F(2') — yE[(VF ("), G")] + L2 E[[| "53],

Since E[[|G**13] = E[IG*! — E[G™|3] + [[E[G™H|I3 = £ + IE[G™™]]13, then

var

E[F('™)] < F(a') — yE(VF (&), "] + 255 (5 + [EIGI3).

var

Expand the middle term with

—yE[(VF(2"),G™)] = =3 VF (I3 - FIEGIZ + 3IVF (=) - E[G"|I3
= —3IVF@")3 - FIEIGTIE + 35

bias*
Combine with the inequality

E[F(2)] < F(a') = FIVF(@")[3 — 3(1 — LenEICHIE + &k + #5-E

bias var

1

550 We have that

By taking v <

2
E[F(2)] < F(a') = FIVF(@")[3 — FIEIGIE + 3€i + e

bias var
Re-arranging the terms we get the desired inequality. ]
A consequence of Lemma E.3 is the following result.
Lemma E.4 (Descent Lemma). Suppose Assumption I holds true. By taking v < ﬁ, we have,
7220 E[IVF@)IE] + 37 2020 E[IEIGAI13]
< W@)I) 4 LS T Ve + L Y T e
where the expectation is taken over all randomness fromt =0 to T.

Proof. We denote the conditional expectation at time ¢ in the descent lemma (Lemma E.3) as
E“*L[.|t] which conditions on all past randomness until time ¢. Then the descent lemma can be
written as

EMF(2 )] < F(a') - 3IIVE(@)|[3 - FIET G I3 + 3 B €5t + L5 B e .

bias var
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If we additionally consider the randomness at time ¢t — 1, and apply E[-|t — 1] to both sides

EF [ [F (2" )|t]|t — 1] <E'[F(a)t — 1] — JE[|[VF(2")|3]t — 1]
E' [JIEH G 51 — 1] + F EF [E sl — 1]
+ LF“{ Et 1] [Et+1[8t+1’t”t o 1] _

var
By the law of iterative expectations, we have E’ [Et+1[-|t]|t —1] =F EFHL[t — 1]

E'E [Pl — 1] <E'TF(@)|t - 1] - FENIVE()|Bl — 1]
E! [%"Et+1[Gt+1|t]||g|t _ 1] + % Et [Et+1 [gé;l’t . 1”
2
+ B EE [ I - 1)

var
Similarly, we can apply E1[-[t — 2], E*2[-|t — 3], ..., E?[-|1] and finally E'[]

E'...[E [F(='tH)]] <E'...[E'[F(z")]] - ZE' ... [E'|VF(z")|3]]
_ El o [Et[%“Et+l[Gt+1’t]”g]] + % El [Et+1 [gt—kl]]

bias

+ e ELE [E)].

var

Now that both sides of the inequality have no randomness, we can simplify the notation by
applying Ef*1 .. [E![]] to both sides and by denoting

E[]=E'"...[ET'[]].
Then the descent lemma becomes

E[F(a"™)] < E[F(a")] - JE[IVF (@3] — FE[IE G H13] + 3 Bl + 257 Bl

bias

Now we can sum the descent lemmas fromt=0to T — 1

Yo EIF(e")] < /5 E[F(2")] - § i E[IVE(h)]3]
— 3 S E[IES G IANE] + 3 o0 e + S5 Y .

bias

After simplification and division by T', we get

F 0 EIVE@3] + 5% ?OIE[||Et+1[Gt+1|tHﬂ
< AEREDEPEID 4 24 5T Elel + 252 4 YT ElEt
< —”E[F%T] )y LT V(g 4 b zf;ol E[€L1).



208 Debiasing Conditional Stochastic Optimization

The following corollary is a consequence of Proposition 6.1.  Assume V f¢ in CSO satisfies

a; == supsup|| V' fe(z)]|2 < oo, 1=1,2,3,4.
T ¢
Let’s further assume that the higher order moments of g,(-) are bounded,

k
Ok = Sup Slélp En|§ |:§ :?:1 [gn(m) - En\&[gn(m)]]l} < 00, k=1,2,3,4
x

where [-]; refers to the i-th coordinate of a vector. Consider the Egt) 11V fe(0) defined in (6.6),
9,
then

€ [£2., V4:0)| - VheEnelan(@ DB < G ve

t
g

2
2( f. L 8azo3+18a402+5a404
where C%(f;g) = ( 96 2 :

Proof. The Proposition 6.1 gives the following upper bound

2 4az03+9a402 ay 04—302 2
|E[£,(D£+£1Vf5(0)] Ve (Epieln (@I < (%0t + G 23 )

For simplicity, we can relax the upper bound to

t
9,§

8azo Ka. 0.2 aso 2
|E [Cg)“VfE(O)] _fo(EﬂK[gn(mt)])H% < #( 303+1 9?3 2+5a4 4) ‘

E.4.2 Convergence of BSGD

In this section, we reanalyze the BSGD algorithm of [Hu et al., 2020b| to obtain bounds on
bias and variance of its gradient estimates. Theorem E.3 shows that BSGD achieves an O(e~9)

sample complexity.

Lemma E.5 (Bias and Variance of BSGD). The bias and variance of BSGD are

2 2
t+1 Ohia t+1 o5 2
8bias < 'r;l,ag’ gvar < rlnn + Oout

2 _ 202 20272 2 _ 12 2 _ 20272
where 03, = (GCF +07C L%, 04y = Cf, and oy, = 0,CG LY.

Proof. Denote G**! = G4, (6.5) and denote E[] as the conditional expectation E“*![-[¢]
which conditions on all past randomness until time ¢. Note that the Vg; can be estimated

without bias, i.e.
Edle |m e Vgﬁ(w)] = Ej¢ [Vaa(@)],
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Then let’s first look at the bias of BSGD

&L = IVF (@) — EIG" |
— B¢ |Ese[Von(@)) T (Vfe(Epielon(@)]) — EnielV e X, on@))]) |13
< CF Be | IV Fe(Epelon(@)]) — Bl Ve Gl e, an@)]I]

< G213 ¢ [Ee [IE (@]~ & Syem, on(e)IE]
CQL

< L Ee [Epje [IIEyielgn(2")] — gy (2")13]]
202L2 0_2'
_ 99CoLy _ oha

For the first inequality, we take the expectation outside the norm and bound Vg5 with C,.
On the other hand, the variance of BSGD can be decomposed into inner variance and outer

variance

Etl = Ec[Epienel|G — E¢[Epje.ne[GT13]]
= Ee[Epieaell (G = Epeg G + (Epjeie[G] — Ee[Epjeae[G113]]
= Ee[Epeell G = EpeelGI3)] + EelllEpje e [GT] — Ee[Eyiee[GI13] -

Inner variance Outer variance

The inner variance is bounded as follows

Ec[Epie,iellG — Ec[Eyje ie[GTI13]]
— Ee [Enjeae [II(E Lien, V9a(@") — EnelVoa(@)) TV e (s S, 90(@)I3] |
+ Ee |Enie | EselVaa(@)) (Ve Xern 90(@") — Eyiel Vel & Y 90 (@)DIB]
< O2E¢ [Exie 14 S, Voa(a') — EqelVon()I3]]
+Cy Ee :Enlé [vas(m Yonene 0n(x) — EyelV (5 X e n, gn(x")] H%H
= O2E¢ [Exe [ Sger, Vor(a!) — EgelVos(IB]
+ C2Ee [Eye [I9e(E Soen, 90(@) = Vfe(Enlgn()IB]
— C2E¢ [V Fe(Eylga (@) — Eel Ve X enr, 9n@I3]

C2C2
S+ 2Ly Be |Egie |1 e, 9n(@) — Enielan(@)NI3] |

IN

CQ<2 CQL
< fng + inf E¢ [Enlé [Hgn(w ) — nlé[gn( )]H H
< (3CHHosCr L% _ o

m m "
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The outer variance is independent of the inner batch size and can be bounded by

EelllEy e ielG] — E¢lEpee[GTTII3] < EelllEyje,sie G713 < C3C: = CF =02

out

Therefore, the variance is bounded as follows

2
t+1 _ 0] 2
& <-4 ol

var — m

This completes the proof. O

Theorem E.3 (BSGD Convergence). Consider the (CSO) problem. Suppose Assumptions G, H, I
holds true. Let step size v < 1/(2Lp). Then for BSGD, x° picked uniformly at random

among {x'}_ ! satisfies: E[|VF(x*)||3] < €2, for nonconver F, if the inner batch size m =

Q (07,,5€ %) and the number of iterations T = Q ((F(x°) — F*)Lp(o%/m + 02,,)e "), where

o2 = CgC]% + aﬁCﬁL}, o2,=C% and o3, . = O'SC;L?.

Proof. Denote G**! = G, (6.1). Using descent lemma (Lemma E.4) and bias-variance
bounds of BSGD (Lemma E.5)

7 im0 EIVF@)3] + 57 X E [IET G #]|I3]

TN\ _ * o2
< MDD | gk 2

Then we can minimize the right-hand size by optimizing v to

_ [ aF@®)-F)
VTN Lr(h mto2 )T

1

s if T is greater than the following constant

which is smaller than the bound of step size 7 <

which does not rely on the target precision ¢

8Lp(F(x%)—F*)
> ———r
T - O-izn/m‘f'o'gut

Then the upper bound of gradient becomes

— 2(F 0 —F*)L JiQn m+ c2)u 2ias
%Z?:Ol E [HVF(CEt)H%] < \/ (F (=) )TF( [m+05ue) + Ufn .
By taking inner batch size of at least

(o
bias
m > =%
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and iteration T' greater than

T > 2AFE)-F)Lp(oh/mtod,)

= = )

we have that

Y EIVE(Y[E] < 262

By picking x* uniformly at random among {mt}tT:_Ol, we get the desired guarantee. O

The resulting sample complexity of BSGD to get to an e-stationary point is O(¢~).

E.4.3 Convergence of E-BSGD

In this section, we analyze the sample complexity of Algorithm 16 (E-BSGD) for the CSO

problem.

Lemma E.6 (Bias and Variance of E-BSGD). The bias and variance of E-BSGD are

t+1 _ hins t+1 0% | 2
EHL < Thge gl < 14T 4 52

bias — mi > var m

where o3, = CgCJ% + agCgQL?c, 02, =C%, and 63, = 092062 with C? defined in § E.4.1.

Proof. Denote G'*' = GE L . (6.7). Like previously (Lemma E.5), let E[-] denote the
conditional expectation E'™![-|{] which conditions on all past randomness until time . In
E-BSGD, we apply extrapolation to V f¢(-). The bias can be estimated with the help of § E.4.1

as
Eitl = |V F(!) — E[G™]3

bias
< C2E, |||V f(E ) —E | 2%,V £(0) ]2
< Cg B¢ |[IV fe(Epjelgn(2")]) pid Te(0) |12
g,
_ ez

= mi

2
Since the variance of BSGD in Lemma E.5 is upper bounded by Uﬁ + 02, then Lemma E.2

gives

e < 1A(R/m + 05us)-

var

This proves the claimed bounds. O

Theorem 6.2. [E-BSGD Convergence] Consider the (CSO) problem. Suppose Assumptions
~ 2
G, H, I, J hold true and Lp,Cp,LF,Cy, F* are constants and C.(f;g) := 8‘13034‘183%02-&-5@04

defined in § F.4.1 are associated with second order extrapolation in the CSO problem. Let step
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size v < 1/(2LF). Then the output x* of E-BSGD (Algorithm 16) satisfies: E[|VF(x*)|3] < €2,
v <1/(2LF) P 9 >

for nonconvex F, if the inner batch size m = Q(Cngefl/Q), and the number of iterations
T = Q(Lp(F(x%) — F*)(Lk/m + Cp)e ™).

Proof. The proof is very similar to Theorem E.3. Denote G**! = G4 Lo (6.7). Using descent
lemma (Lemma E.4) and bias-variance bounds of E-BSGD (Lemma E.6)

T 2o E[IVF@"IB] + 57 iy E [IET G |1]]13]
c2c?

2E[F(xT)]—F* T -
< 2EE@ IF) 4 14D py(5 + 02,) + it

Then we optimize v to

_ (F(z0)—F*)
V=N TLp(o? Jmr o2, )T

which is smaller than the bound of step size v < ﬁ if T is greater than the following constant

which does not rely on the target precision ¢

ALp(F(x)—F*)
> F
= 7(Ui2n/m+ggu:) '

Then the gradient norm has the following upper bound.

bR < 4y DT elohch) o o

In order to reach e-stationary point, i.e.

T s IVE(@)]3 < €,

we can enforce

4\/ —F* Lp(o-2 /m+0011t) < 62,

Smw
N
® N

4= < 2.
By taking inner batch size of at least

m = QG2 e /?),

bias

and iteration T' greater than

2
112(F(2°)~F*)Lp (St +02,,)

P 9

T>
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we have that

IS T HIVE@Y|3 < 362

By picking &* uniformly at random among {z*}7 "', we get the desired guarantee. O

E.4.4 Convergence of BSpiderBoost

In this section, we reanalyze the BSpiderBoost algorithm of [Hu et al., 2020b] to obtain bounds
on bias and variance of its gradient estimates. Theorem E.3 shows that BSpiderBoost achieves
an O(e~%) sample complexity.

Let GtB“LS% as the BSpiderBoost gradient estimate

t 1 t+1 t .
Ghrl — GBSB + By deBQ (GBSGD - GBSGD) with prob. 1 — pout
BSB — .
B% 2een, GtBngc;D with prob. pout.

Lemma E.7 (Bias and Variance of BSpiderBoost). If v < min{ﬁ, GT‘/B?}, then the bias and

variance of BSpiderBoost are

2

T-1 1« 205i0e | (1=pout)® 56LEN ~T—1 4(1—pout)® (02,
LT VE[ELEY) < 2hias y (opoa)® ST ST L ErL G 2] 4 (1 1) 0P’ (T g 52 )

T-1 28(1—pout) L%~? T-1 2
T 2o E[EL] < =25 150 ENE G AE] + (7 + Pout) 57 (52 + oour);

2 _ 202 2,272 _ 2 2 _ 2,272
where o3, = Cng + agC’gLf, oout = Cp, and oy, = agCgLf.

Proof. Denote G**! = GLLL (6.8). Like previously (Lemma E.5), let E[-] denote the conditional
expectation E“T1[[t] which conditions on all past randomness until time ¢. Denote GtLJrl and

Gg“ as the large batch and small batch in BSpiderBoost separately, i.e.,

G'}j‘1 = B% 25681 GEElGD with prob. pout
G?‘l =G+ BLQ 25632 (GgglGD — GtBSGD) with prob. 1 — poyt.

The bias of BSpiderBoost can be decomposed to its distance to BSGD and the distance from
BSGD to the full gradient, i.e.,

Ebns = [VF (") —E[G™]3
< 2|VF(z"™) - E[Ggsepllls + 2IIE[GEsep] — EIGII3 (E.3)

202,
< e 4 2||E[C36p] — EIGTIB.
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where the last inequality uses the bias of BSGD from Lemma E.5. Then the second term can

be bounded as follows

IE[GHEL L] — EIGTY 12 = (1 — pou)2[|E[GSek ) — EIGEH |12
= (1 — pout)?||IE[Ghsap) — GY13.

By taking the expectation of randomness of G*

IEIGESap] — EIGI3 = (1 = pow)” (IE[GEsen] — EIG']|3 + EIIG* — EIG1]3)
= (1~ pout)” (IE[Ghscp] — EIGI3 + &)

Note that ||E[GLsap] — EIGY||3 = 0 as the first iteration always chooses the large batch. Then

as we always use large batch at t = 0 we know that
1 ou
S G ] — E[GH|If < ot Lyt etdl. (E4)
Therefore combine (E.3) and (E.4) we can upper bound the bias

2
% ZtT 01 gt-‘,—l Jb,as + 2(1—pout)? L ZZ“ O1 5t+1' (ES)

bias — Pout var

Variance. Now we consider the variance,
Eoar = E[IG —E[G"|3]
< (1= pout) E |GG = E[GSHI3] + pout E [IGE — E[GE|3]
17 ou ou
= U E[|Gh5tp — Ghsap — ElCHseD — Chsanlll3] + 5 = 105560 ~ ElGHSapl I

1 ou ou ln
p tE [HGtB_ElGD — Ghsap — E[Gggl(}D - GtBSGD]H2] + 2 t( + 0oy

| /\

(E.6)

where the last equality is because the large batch in BSpiderBoost is similar to BSGD.

o2
Evar = E[IG! —E[GY3] =E[IGL —EIGLI3] = 5, E [IGhsep — ElGEsaplll3] < 5y (T+odu)-
(E.7)

Finally, we expand the variance at small batch size epoch

[IGE5ep — Ghsap — ElGEsap — Ghsanll13]

= E [||G5sap — Ghsap — EneelGasan — Gbsaplll3)

Inner variance Ti,

+ Ee [IEy .7 lGhsen — Ghsenl — EIGEsap — Ghsanlll3] -

Outer variance Tout
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The outer variance 7oy can be upper bounded as

Tous < Ee [[|Ene.nielGEsap — Ghsanll3]
= E¢ [H (Ene[Vga(@)) " EpelV el Xem, 9n(@)] = EqelVaa(@ )T EyelV fe (i e, 903
< 2E¢ [H(Emg[v%(wt)] — Ee[Van(z' )T E e Vel L >nen (@)

+2E¢ | (EqelVon(@' ™) T EnelVfe(& Loen, 90(2%) = Vel X e, n(@=)II3]
< 2L§Cj2c|]:z:t —x 2+ 2C§L%Hmt — '3
=20} |a’ — o'

Il
The inner variance can be bounded by
T < 4E [ Sy (Von(a) — Van(a') — EyelVas(at) - Vag(a' ) TV fe(L T, a0(at)3]
+4E [|(EqelVan(e") = Van(a ™) (Ve S, 90(2") — EyelV el S, gl 2]
48 || e Vonla DT (Ve Syem @) = Ve Syerm @)
2
)

+4EW;2%QWMf1wfmw%@“mvvm;z%&%mm—vm;z%&%w1m%]

B [Vl e 0(e) = VIelh e (e )] )

202
AL2C

4C? _ _ _
< S E [V gyla!) - Vaala'™) - EyelVgn(a’) - Vool 1] + 55 ot - 213
HAGE ||l e (@)~ Vel e @)
2
~ £yl VI Sy, (=) = VIelk Sy (e |
4C4 L2 _
)
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Then we have that

412C? L2C? _
— e’ — 24 2 —2 Lzt — 23

Tin <

+MgEMV&GEZ%mﬂA$D—Vﬁﬁiz%mﬂﬂf4”—(V&Embﬂﬁﬂ%—V&ﬁmbdw

+4C3E [|(VAeEpelan@)]) ~ Ve Epelna D)

]

a E”K[vf&(% ZWEHs gn(x')) — Vf&(% ZneHg gy(x'™1))]

4C4L2

+ =2 at — a2t
8L Cc? 8C4L2 4C4 L2 _
< —lat —at 3 + 2L |2’ — a3 + =2 |2’ — a3
< 2|zt — a3
= 6

To sum up, the variance is bounded by

gixl < 2re LR () 4 6 G2 4 B (T 4 02,,)
< OIS + B (S + 02)
= LUpelEY B3]t — 1] + B3 (%2 + 0%,)-
Then averaging over time and now we redefine E[-] = ET ... [E°[]]
LT Elet] < MOpelen LS T e G 3] 4 S+ Bt (T + 02)

14(1— out L2 out in
= DUz BB L5 (ELEL] + ENIETGH IR + S + 23 (% + 02,).

B var

2 52
If we take v < F , then (lpjé—“;)Lﬂ < %, therefore

T_1 28(1—pous ) L2 T-1 var 2pout (%in
LTV Efet] < BUmrondlin® 1~ Ve[| EL G [3) + S + 208 (T 4 62,)
(E7) 98(1—poue ) L2 T—1 2
< BUpew) L 1 ST VEEH G 1]2) + (% + pout) 22 (22 + 02,

Then with (E.5), we can bound the bias by

T-1 207, ias 1—pou 56LE~* T-1 4(1—pou ° i2n
LT ElELL) < Phine oy (opouZSOLLT ST ENEGH1][3] + (ol + 1) 2020 (T 4 52 )

O]

Theorem E.4 (BSpiderBoost Convergence). Consider the (CSO) problem. Suppose Assump-
tions G, H, I holds true. Let step size v < 1/(13Lp). Then for BSpiderBoost, x*® picked

o))
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uniformly at random among {x'}1_ b satisfies: E[|VF(x*)||3] < €2, for nonconver F, if the
mmner batch size m = Q(Ugmsefz), the hyperparameters of the outer loop of BSpiderBoost
are By = (02 /m + 02,)e 2, By = O(e 1), pow = 1/Ba, and the number of iterations

T =Q(Lp(F(2x%) — F*)e ?), where 02, = CgC’? + agCQQL%, 02,=C% and 0%, = JSC?L?C.

Proof. Denote G'1 = G5, (6.8). Using descent lemma (Lemma E.4) and bias-variance bounds
of BSpiderBoost (Lemma E.7)

T 2oz ENVF@)3] + 97 X/ ElIE G [1]]]3]
2(F(x%)—F* T—1 T-1
% + Lyt Yoo EIEG + 7 20120 ElEh]
2(F(x0)—F* T-1 202, T—1
ME@ D o Ly g Sy EEGEY) + s 4 2 L So LEIELEY

2(F(x%)—F*) 2Ut2>i 3 1 T-1 t4-1
T + mas + Dout T Zt:O E[gvar ]

IN

IN

IN

where the last inequality use v < ﬁ Use the variance estimation of G'*!' and choose

B2pout =1

7 Lizo EINVE(@")IE] + 77 X ENE G 4]3]

2(F(x%)—F*
< ( (vT) )

2 2ias T-1 Uizn
+ Zpes 4 841 1 32,2y ElIEIGHH IB] + (g + 1)y (52 + 02ue)-

Now we can let v < ﬁ such that 84L2F72 < %

T-1 2(F(x%)—F* 208 50s Tin
) ENVE ()3 < 2EE)ED 4 B (L 1) 8 (T 402,

In order for the right-hand side to be €2, the inner batch size

203
bias
2 T2

and the outer batch size

ol /m+0‘2 1
Bl = - 2 out7 B2 = Bl7 Pout = Bo*

2

The step size ~ is upper bounded by min{ﬁ, GT‘/B:?, ﬁ} As By > 1, we can take v = ﬁ

So we need iteration T' greater than

T > 26LF(F£2wO)—F*) .

By picking «* uniformly at random among {z'}1 "', we get the desired guarantee. O

The resulting sample complexity of BSpiderBoost to get to an e-stationary point is O(e?).
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E.4.5 Convergence of E-BSpiderBoost

In this section, we analyze the sample complexity of Algorithm 17 (E-BSpiderBoost) for the CSO

problem.

Lemma E.8 (Bias and Variance of E-BSpiderBoost). The bias and variance of E-BSpiderBoost

are

28(1—pout) L2 out [ Tin
Ly T Vet < ol Li0® LT [ EGH (2] 4 (ke + 1) 2550 (T 4 62,)

var B Tpout By
LTS Eleft]) < Zhpe 4 2 (el YT gl

bias

Pout
where 02, 1= Cng + agCgQLfc, oout = C%, and 512m8 = C’gQCe2 with C? defined in § E.4.1.

Proof. Denote G*+! = GLL (6.9). Like previously (Lemma E.5), let E[] denote the conditional
expectation E'[-|¢] which conditions on all past randomness until time ¢. Let G**! = GiLp be
the E-BSpiderBoost update. We expand the bias as follows

gt—H ‘|VF(93t+1) _ E[GtJrl]H%

bias T

< 2|VF(z"™") - E[GEpsapl3] + 2/E[GE psep] — EIGII3-

From Lemma E.6, we know that

=2
IVF (@) — E[GE ssplllz < 7.

m

The distance between E[GY toqp] and E[G*+!] can be bounded as follows.

HE[GI}S’-_]%SGD] - E[Gt-H]Hg = (1 - pOUt)2HE[GtE4-_]§SGD] - (Gt + E[Gg-_éSGD - G%}—BSGD])H%

= (1~ pout)*|E[GE-pscp] — G'l3
Taking expectation with respect to G*
IE[GEBsap] — EIGI3 < (1 = pout)*(IE[GE msep] — EIG]II3 + IG* — E[G]3)-
where ||[E[GL gsap) — EIGY]||3 = 0. By averaging over time we have
1 out
S IEIG  bsan) — EIGH]|13 < 1 U ST Bl
Then the bias is bounded by

TZT 1E[5t+1] < 2%1% + -2 (1=pout)® Pout ZT 1E[8\t&1].

bias Pout
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Variance. Since the extrapolation only gives a constant overhead given Lemma E.2

2

T_1 28(1—pout) LL~? T-1 in
2 E[IGH, — EGHs,II13] < ZUp et LT BB GHSLII3] + (5 + pow) 2 (22 + 02,).

Then the variance is bounded by

T_1 28(1—pout) L2~2 T-1 28pout (Tin
T 2o EEG] < =51 57 o ENEG 3] + (gpe + D Z5 (52 + 05u)-

O

Theorem 6.3. [E-BSpiderBoost Convergence] Consider the (CSO) problem under the same
assumptions as Theorem 6.2. Let step sizey < 1/(13Lp). Then the output «° of E-BSpiderBoost
(Algorithm 17) satisfies: E[||VF(x*)||3] < €2, for nonconvex F, if the inner batch size m =
O(CeCye5), the hyperparameters of the outer loop of E-BSpiderBoost By = (i%/m+0%)e_2, By =
VBi, pout = 1/Bs, and the number of iterations

T = QLp(F(x®) — F*)e?).

Proof. Denote G**! = Giffep (6.9). Using descent lemma (Lemma E.4) and bias-variance
bounds of E-BSpiderBoost (Lemma E.8)

30 ElIVE@)3] + 55 (=g ENE G [))13]
:BU _ I _ —
AP@NF) 4 Loy STV EESY + £ ST EERY

bias

2(F(x0)—F* T—1 262, T—1
MEEDE) 1 Loy Sty EIEGH + 2 4+ .24 ST ElESY

x
¥ var

AP FY) | 2. | 3 1Tl eril
T + milas + Dout T Zt:O E[gvar ]

IN

IN

IN

where the last inequality use v < ﬁ Use the variance estimation of G'*! and choose

B2pout =1

7 2z ENVF@)3] + 77 X1 ElIE' (G [1]]13]
2(F(x%)—F™*)

252, T-1 o
< SIS o T 84152 1 30 EEN G E] + (e + D) B (T 00u)-
Now we can let v < ﬁ such that 84L%~? < %
T-1 2(F 0 —F* 2~2iaq O-iQY‘
+ XL EIVE() 3] < 2HEIED 4 Zoe (Pl 4 1) B (% 4 02,).  (ES)

In order to make the right-hand side €2, the inner batch size

m = Q(a—%iase_o.g))’
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and the outer batch size

J— (U?n/m-‘y-dgu) R — 1
Bl - 2 £ ) B2 — Bla Pout = By*

The step size « is upper bounded by min{ﬁ, %/LB?, 131Lp }. As By > 1, we can take 7 = ﬁ
So we need iteration T' greater than

Lp(F(x%)—F*
T > BLe(FE)-F)

By picking «® uniformly at random among {ar:t}z:ol, we get the desired guarantee. O

E.5 Stationary Point Convergence Proofs from § 6.5 (FCCO)

In this section, we provide the convergence proofs for the FCCO problem. We start by analyzing
a variant of BSpiderBoost (Algorithm 17) for this case in § E.5.1. In § E.5.2, we present a
multi-level variance reduction approach (called NestedVR) that applies variance reduction in
both outer (over the random variable 7) and inner (over the random variable 7n|i) loops. In § E.5.3,
we analyze E-NestedVR. As in the case of CSO analyses, our proofs go via bounds on bias and

variance terms of these algorithms.

E.5.1 E-BSpiderBoost for FCCO problem

Theorem E.5. Consider the (FCCO) problem. Suppose Assumptions G, H, I, J holds true.
Let step size v = O(1/Lg). Then the output of E-BSpiderBoost (Algorithm 17) satisfies:
E[|VE(x*)|3] < €2, for nonconvex F, if the inner batch size m = Q(max{C.Cye~ /2 o2 n=1e2}),
the hyperparameters of the outer loop of E-BSpiderBoost B = n, Ba = \/n, pout = 1/Ba, and
the number of iterations T = ) (LF(F($O) — F*)6_2). The resulting sample complexity is

O (LF(F(:BO) — F*)max { Ve, }TQ}) .

Remark 9. The sample complezity depends on the relation between n and €

o Whenn = O(1), we have a complexity of O(e~*). This happens because we did not apply

variance reduction for the inner loop.

o When n = @(6_2/3), E-BSpiderBoost has same performance as MSVR-V2 [Jiang et al.,

2022] of O(ne=3) = O(e~11/3).
o When n = ©(e~'%), E-BSpiderBoost achicves a better sample complezity of O(e32%)

than O(e=*5) from MSVR-V?2 [Jiang et al., 2022].

e When n = O(e~2), we recover O(e=3) sample complezity as in Theorem 6.3.
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Proof. Denote G+ = GtEJ_“éSB (6.9). As we are using the finite-sum variant of SpiderBoost for

the outer loop of the CSO problem, we only need to change the (E.6) and (E.7) to reflect that
2

the outer variance is 0 now instead of U]g,—‘it in the general CSO case. More concretely, we update

(E.6) to
e = E[|GH — E[GY|3]
< (1 — pout) E[|GS™ — E[GL](13] + pous E[|GE™ — E[GLT|I3]
= Ubow) B[ GE L o) — Ghpsep — ElG4 Bsap — Ghnsapl 3] + 52 EllGEsep — ElG4 Ssaplll3]

1— 1 1 2 2
< et B[ G ssap — Grsap — ElGE Bsap — Ghpsanlll3] + B 2o

(E.9)
and change (E.7) to
o2
Evar = E[IG" — E[GM3] = E[IGL, — E[GL]II3] = 5; EllGEpsap — ElGEmsenl 3] < 5 -
(E.10)

Then our analysis only has to start from the updated version of (E.8)

T-1 2(F(z0)—F* 252, 2
LT VEVE(Y|3) < X (wﬂ)u ) | Zu (g + 1) 3%,

=2

207,
bias < ¢2 we know
m

We would like all terms on the right-hand side to be bounded by €2. From
that

5_1/2
m = Q(FE).

2
Tin

i < €2, we know that

From (TplOut + 1)%

< €2, we can choose that

y=0(4), T=0(LeE)=rn)

F €

Now the total sample complexity for E-BSpiderBoost for the FCCO problem becomes

52 52
BomT =0 <L%(F(m0) — F*) max { \/Zglas, \}%24 }) .

By picking «® uniformly at random among {:L't}tT;Ol, we get the desired guarantee. O
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E.5.2 Convergence of NestedVR

NestedVR Algorithm. We start by describing the NestedVR construction. We maintain

states yf“ and zf“ to approximate

nyrl ~ En|i[g7](mt)]v Z?l ~ En\z[VQﬁ(wt)]'

In iteration ¢ + 1, if ¢ is selected, then the state yf“ is updated as follows

t+1 _ S% 2 nen; gn(x') with prob. piy
yf + s% ZneHi (gn(wt) - gn(¢§)) with prob. 1 — pi,,

where ¢! is the last time node i is visited. If i is not selected, then

t+1 _ .t
yz - yl .

In this case, yf+ was never used to compute V f;(y t“) because ¢ is not selected at the time

t + 1. We use the following quantities

A7 =EilVen(@)],  ZT = 5 Egen, Voala'). (E1D)

We use G R as the actual updates,

Gt B%Zle&( tH)Tsz( t—H) with prob. pout
NVR — _ )
Ghvr + B; 2oies, (20D TV iyl — (D) TV fi(gh)  with prob. 1 — pout.

We can also use the following quantity G?\}R as an auxiliary
B%Zzelﬁl( tH)Tsz( t+1) with prob. pout

GT\I—F\}R =3\ A
Ghve + 5 Lies, (B VA = (2)TV(g))  with prob. 1 — pou.
Here we use g! to represent an i.i.d. copy of y! where i is selected at time ¢.

The iterate x!*! is therefore updated

t+1 t+4-1

t
" =x" — vG\yr-

Lemma E.10. The error between G?\JIFX}R and G VR can be upper bounded as follows

T-1 Ciog (1=pout)
F Y E |64 — GRRI3] < 3 =52 + sk Ly (ElllGH - GUB)
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Proof. In this proof, we ignore the subscript in G?Q}R and @?\}R, we bound the error between

Gt and associated G't! where

GHl (* ZnEH Vgn( ))vai(nyrl)a
G = (EqulVaa(@)) "V iy ™).

Let’s only consider the expectation over the randomness of Vgj,

IGE = GEUB) < B 1 e, V9a(@) — BV an@)IF] NNV iy I3)
02

< L Eipi [IVga(z) — Egi[ Vi ())]13]
C?ag

m

<

Then we can bound the error as follows

E [En, [ll6™t! = G 3]] = e E [Ea, [l = G|
+ (1= pout) (IG" = G5 + 4 E [, [lGiH — 61— G+ = G13] ])

< M% 1— Gt — Gt 2
>B Tm + Pout)|| 12
4+ (—pout) pout ( [HGHI GtHZ])

C 2
< BT o (1= pow) |G — G5 + Ut (ELIGE = GHIR))

— B m " Bam

Unroll the recursion gives

C00  4(1—pou 71
1%  lpew) L 2 TLETGEHL — GY3).

T-1 A
ULV E[le - a3 < 4
]

. . —t .1
Lemma E.11 (Staleness). Define the staleness of iterates at time t as Z* := * Z;L:lﬂmt - (bEH%
and let Gt be the gradient estimate, then

QN R— 2 T-1
%tho E[Z] <3 on ’72% t=0 E[HGtHH%]- (E.12)

Proof. Like previously (Lemma E.5), let E[-] denote the expectation conditioned on all previous
randomness until t — 1. It is clear that Z° = 0, so we only consider ¢t > 0. We upper bound

E[Z!] as follows,

n

1
E[ ] - 1 — Pout ﬁZE Hw ¢J”2 +pout ZE Hw d)tHQ
7=1

if time ¢ takes Ba if time t takes By (¢i=at"1)
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Then we can expand E[Z!] as follows

—_ 1~ Pout pou _
E[='] = ! ZE lz* — @3] + == ZE " — &3]

n

1 — Pou - -
< S (A + HEMle ™ = @13 + 1+ B2~ = 2'I13) + pour EING)
j=1
1 n
< ﬁ (L+ 5) Eilll2"" = @513+ 1+ ElIG]3]

where we use Cauchy-Schwarz inequality with coefficient 5 > 0. By the definition of ¢§-,

m
[
|/\

n — BQ _ _ BQ — _
1 Z +3) (22t -1+ 2t - 2B 4 (LRI
= (1 D)1 - B4 (L A ENIGY)
By taking 3 = 2n/Bs, we have that (1 + %)(1 - %) <1l- Tz and thus
E[E] < (1 - )= + (1 + 22 )2 E[|IGY3].

Note that E[Z°] = 0.

LS EE < 21+ 2k Y ElGT 3

T t=0
< §7° 1 T ENGT 3
O
The following lemma describes how the inner variable changes inside the variance.
Lemma E.12. Denote 55“ = [||ytJrl E,jilgn(x")]|13] to be the error from inner variance

and pou < 1. Then

T-1 ot+1 - 1=Pin)Cq 1 ~T—1=¢ , 205
T im0 & S st Dm0 B 5

Meanwhile, 53} = E[||y} — En\i[gn(wo)”@] — ‘L?z
Proof.
EF < i + (1= pin) EilEyilllyl — Eyilon(D]12]]
+ L BB, illlgn (=) — gn () [3]

1 1nC o
< (1 —pin)€} + T2 EE, T2t — dLI3]] + pin -

N
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2
As t = 0 always uses the large batch, &) = E[[|y} — E,j;lgy(x°)][|3] = 2. Then

T—1 (1—pin)C2 T—1
T 20 &5 S e T Yo EilEgplllzt — @131 +

(]- pm)Cg 1 T-1 =t + 203
— PinS2 T t=0 — St

Lemma E.13. The error E;[Ep,, [E W[Hyt+1 — g!||3]]] satisfies

T-1 _ 40242 71 4(1—pin)C2 T-1—
T 2ot BB Bl ™ = 9Bl < = 30,50 ENIGT 3] + =2 . 5 B!

So T
6(1—pin) N~T—1 ot+1
+ 2T 0 &y

Note that when py, = 1 and S; = S2 = m, we recover the following

7 it EilEp, Elllyl ™ = gl = 7 220 EilEp, [Eqilll iz Xe, n(2) = g (=M I3]]

4C
< G ST E(lCH3)

Proof. For t > 2, E[E,, [E 77|1[HytJr1 — 9!/13]]] can be upper bounded as follows

Ei[Ep,, [yl — GL13])) = pin E: [ it (12 S, on(@) — gy (= ))3]]

(1 i) Es [Eyp [Ilyf —y T Coen, (90() — 90(00) — (gn(@ ) = gy(1 7)) 3] ]
< pnC2la! — @'+ 15 Ex (B [1(90(2) — gn(@) — (90(="") = g (™)) 3]

30— ) E: Iyt~ E,ilgn (@3] + B [ly! ™" = Eplon(el DIIE) + C2lla — 2 3)
< pinCillz’ — '3 + M E+E2Y)+3(1—pw) (EL+ &7+ Cola’ — a'13)

_ —pin)C2 /. —f— _
< (pm + 31— pu)) O ' — a3+ 2 (2 271) 301 - pua) (€] + €57
For t = 1, we choose g} = y}

B4 Epy, [Ellly? — 521310 = pin B [Exps [ e, (90(@Y) = 0@

+ (1 —pin) Ei [EW |:Hyz ZUEH (gn (") — gn(?)) - :&}II%”

< Cgllzt — 5.
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Then for summing upt =1to 7T —1

1= EilEp, [Enilllyi ™ — GHIEN + Ei[Ep, [Eppilly? — g 13]]

_ 2(1—pin _ -
< (pin +3(1 = pin))C2 05 ot — 13+ 2 (STt = 4 T =)

+3(1 — pin) (Zf:‘zl g+ 5{3*1) +Collz! — 2|3
T— — (1 m)C ]. —
<4CI Y et — G 4+ S S B 4 6(1 — pin) Yo £

Finally, the error has the following upper bound

LS T BB [Eyulllyitt — 911311

< 405 7 T-1 4(1—pin)C3 T-1— 6(1—pin) ~T—1
Sy ENIGT ) + =g Sy B ) S
O
Lemma E.14 (Bias and Variance of NestedVR). If the step size y satisfies,
2 (1_pin) 18 1— out (1_pin) 18 2 (1_pou ) 1 1
LF maX{ pinS2 B2’ gz : PinS2 B% » B : } <166
then the variance and bias of NestedVR are
ou 1— ou 1- in 1— ou 2L2 T-1
=+ Z gf}:lf—rl < 32 ((% + 52 t> (pin]?S'Z) 1%75 + ( P t)) ’YTF Zt:O ||E[Gt+1]H%
ou | (1=pin)(1=pour) | L | (1=pow) 8L
+ 96 (Bt 4 (el pent) ) %Ti
T—1 1 _ 12(1—pin) n2 L2A?
T o €y < T i T LG EIGTIB +
12(1—pin 2 2 2(1=pout T-1 1
+ (g L+ e ) e
Proof. Notations. Let us define the following terms,
Gih= (2 VA, GE=(20) Vi)
Note that the G computed at time ¢ 4+ 1 has same expectation as G*
Etﬂ[ét\t] = E'[GYt — 1]. (E.13)

Computing the bias. First consider the two cases in the outer loop

Eins = [VF (") — BTG A3
< 2| VF(a') — ETGT |3 +2 )[BT G ] — BTG )5 -

TV
t+1 t+1
Aj Ay
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We expand Aé“ as follows

A = BTG ] - BTG
= [[ETHGT ] — pout TG ] = (1= pout) (G" + TG — Gil))II3
= (1~ pour)’||G* — EH[GII1]]13
= (1= pour)*|G" — E'[G][t — 1]]|3

where we use (E.13) in the last equality. Now we take expectation with respect to randomness

at t such that G' is a random variable, then

AGT = (1 — pout)*E" |G — E'GEt = 1] 3]t — 1]
= (1= pow)” (|[E[G"[t = 1] = E"[Gi|t = 1]]13 + Edar)
= (1 7pout) (A + 55ar)

while at initialization we always use large batch
A3 = |E'G;] - ENGY3 = |E'Gi] - ENGiIE = 0.
Therefore, when we average over time ¢

TZT lAt+1 (1—=pout)® TZT 1gt+1‘ (E14)

— Pout var

On the other hand, let us consider the upper bound on Aﬁ“
AT < CILTE(|lyit — Eppalgn (23] = CFL7ET.
From Lemma E.12 we know that

1 ~T—1 4t41 272 ((1=pin)Cs 1 ~T—1—¢ , 205
thzo A SCgLf< PinS2 T £at=0 — "’ST

A=pin)Lf 1 Tt | 2L
=T pnS: T Za=0 = T 5

From Lemma E.11 we know that

T-1 1 _ (1=pin)L3 2 T-1 212
Pl At < ogle (a2 L ST VE(IGE ) + BE

- pmS2 B2
6(1— 22 6(1— T—1
= S0pu) o B T E[GHHY I3 + 25E + Sopud o LB ST g
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Therefore, the bias has the following bound

T—1 1 12(1—pin 4L2
Iy el < Mgl ey z '|E [Gt“]H“rSTF -
12(1—pin 2(1—pou T 1 '

Note that when p;, = 1 and S; = S2 = m, then this bias recovers BSpiderBoost in (E.5)

T-1 2(1—pou T-1
+ Z gt+1 F + 2(1—pout)” t T Z 5t+1‘

bias — Pout var

Computing the variance. Let us decompose the variance into 3 parts:

gt+1 —E [HGH—I o E[GH_I]H%]

var

— B[ & G Byl G — BBl GG
—E[IG"! = G| + ElIEuG) - Bl (G I + ENIG! — Byl G 3)
€t+1 g\i;rllout g\t/:r%in

gtJrl

t+
where gvar out and var,in

are the variance of outer loop and inner loop.

Inner Variance. For t > 1, we expand the inner variance

£ttt = Pout E [l 87 e[V aa(@)) T (V iyl ™) — Eyal Vi) 3]
(1= pow) E |1 TG = G — EyilGy™ — GG
< Bt C2E [IV iyl ™) — Enal VAWEDIE] + 2 B By 161 =GB
< BRRACILRELT + 1 B By, [Egy |16 - GHIB) ||

(E.16)

We bound the outer variance as

E: [Ep, (B [I1G5 = GHIB) ]| = E: [Ep, [Eas [ + (E5ilVgn(a' ™) T hitui ™) - G|
< 2E; [Epy, [Egp [IGH = Eqs[Von( DTV filwl 1B |
+2E; [Epy, By [I1Eqi Vst )TV ity ™) - G| ||

<2037 ||la" — "3 + 205 L BBy, [Epalllyi ' — GE13]1)-
(E.17)
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For t = 0, as we only use large and small batch in the

g\}ar in — =E ||BL1 Zz(Ef)\z[v.gﬁ(wo)])—r(vfz(yzl) - En|l[vfz(yzl)])”g]

5-ChElIV filyd) — Bl V fi(y)I3)

L4CQL251 (E.18)
; 402Lf 51

4[3J
B1S1

I/\ IN

| /\

IN

Therefore, average over time ¢t = 0,...7T — 1 gives

T-1 o T—1 1—pou T—1 ~ Elarin
T 2i0 Eomrin < BACTLG 4 Y 1 EFTY 4+ e 15 BBy (Bl G — GEIBN) + =

var,iln —

__ Pou 2 T-1 1, 1=pous 1 x~T—1 t+1 At 112 (1=Pout)Evar in
= B ACT L Yoy T+ 1 Y B [Epin [Enli [HGi _Gﬂb}” T

ou 2 2 1 T 1 1 (1_p0‘1t)53ar,in
2(1—pou — T—1 ~
+7( 7 < ! QZ et — 23+ CRL 7 3 EilEp [Epilllyy ™ yfl%ﬂ])

1
p t 2 T-1 t+1 (1_p0ut)gvar,in
ou 40 LfT il 0 gy + ——F=

2(1—pou 242 T—
- 20=pew) G Tt g e 3
2(1—pou T—1 ~
+ ( p t)CQLfT =1 E; [Epm[ n|z[||yt+1 yf”%“]

IN

Let us first apply Lemma E.13

T—1 ot+1 out A 2 T-1 (1=pout)€4arin | 2(1—pous) C7LaT° —T—1

T i < BgrACH LY g Y €t 4 e 2w Sr ST (|G )
2(1=pout)CL% (4C24% ~T-1 (1—pin)C2 T-1—=t , 6(1—pm) ~T—1

Gl (5 ST G 3] 4 SpIGE L T =ty Szpa) T ot

—n: _ 120212 2
< (pgiult"_ (1 Pm)é; pout)> 9 f ZT 1gt+1 (1 pogg)LFW % ?Ol E[||Gt+1H%]

8(1*Pout)(1*pm)chf 1 T—1 =t (1—Pout)5\}ar71n
+ B35S T £it=0 = + T
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Then we apply Lemma E.12 on the bound of % ;‘r’:_ol 55“

—Din 12 1 — EQ
%Z? 01 5t+1 < 924 (pout + (1 pm)B(l pout)) ((1 p ) F% ?:Ol -::t‘i_Si};)

var,in — 2 PinS2

8(1— L2 T
(1—=pout) F'Y 1 s 01 E[HGt+1H%]

+ Ba T
+ 8(1_p0Ut)(1_pin)CgLf 1 T-1 =t + (]‘_po‘lt)g\}ar,in
B2 S2 T t=0 — T
Pout (1 pm)(l pout) pm(l pout) (1_pin)L%~ 1 T—1 =t
S 24 ( + Bo + Bs PinS2 T t=0 —
8(1 pout)LF"/ 1 T-1 t+112
+ =5, 1 2i=0 E[IGT[3]
Pout (1 pm)(l_pout) L (1 pOUt)Svar in
+24 ( + Ba 51 T

pout 1_pout (17pin)L%‘ 1 T—1 =t
PinS2 T t=0 —

8(1 L7 T-1
7]3‘}2 Yo E[HGmHzl

_l’_
+ 24 (%‘it + (l_pin)éi_pout)> + (1 pout)g&ar ln
From Lemma E.11, we plug in the upper bound of % tT:_Ol =t

T2
%Z? 01 gt—l—l < < 924 (pout + 1 pout> (1—pin) L% (671 ,)/211_’ ?01 E[HGtJrlH%])

var,in PinS2 B2

8(1—pout)L? T—1
+7p°§§ B3 Yo ElIGHHE]

+ 24 (pout (l_pin)(l_pout)> % MEI

Bo var,in

ou 1—pou 1—piy 2 1=pou L3 T-1
<8 (B + e ) Gt 4 (o)) 37k 5T G

ou 1 in 1 out
4+ 24 <:0 by %)

(1 pout)gl

S1 var,in*

Finally, we add the upper bound on with &} with (E.18)

var, in

- _ 212 _
%ZtT O1 gl < g <<pout i 1—]§out) (1—pin) 12@2 e pout)) YLy ZZLOI E[|| G |2]

var,im — 2 DinS2 Ba

E.19
4+ 24 (pout + (1—pin) (1 pout)) + (1 pout) 4L ( )

Bo 3151

Outer Variance. Now we consider the outer variance for t > 1

_ 2
Et—i-l (1 go;t) Ei |:”En|z[Gf+1] nll[Gt]H ]

Varout
1— 'ou 2 ~
< Ul [ |GH - GHB |-

Compared to (E.16) we know that the upper bound of is smaller than that of EHL . Besides,

var,in"*

= 0 as we use large batch at ¢t = 0. Therefore, the upper bound of 5”1 is upper

Wherea’b g var,out — var

bounded by 2*(E.19).
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Variance of Vg;. From Lemma E.10, we know that

T—1 C3o (1—pou ~
PO el < 4 S Mo LT (e (60 - GH3))
1 Cjo t+1
S B {ng + mgvar
Finally, we use E[||G**1||3] = |[E[G"]||5 + €41

pmS2
+ 16 ((% + 1_5011‘5) (l_pm) 18n2 + (1 pout)> 'Y’II:F ZZ—‘ 01 gt—‘,-l

2 PinS2 B% var

T-1 ou 1—pou 1-— in 1—pou L
B et < u6 ( (e o+ ) G + U)o S el

. _ 72 _ 72
_|_48 (pout + (1_pm)5£i~ pout)) Lsilf + (1 gout) gig‘l

By taking step size v to satisfy

2 Pout (17pin) 18n2 1—pout (17pin) 18n2 (17pout) < 1 .
LFmaX{ By pinS2 B3’ B2 pinS2 B’ B =

which can be simplified to

2712 (17pin)178 1_pout (17pin) 18712 (17pout) L .
v LE max{ pinS2 B2’ B2 pinS2 B’ B < 16

=

var

Then the coefficient of % ET ! £ is bounded by %

16 ((pout + 1—§;ut> (L;fsl';) lg’g + (1 pout)) 72[/%‘ S

The the variance has the following bound

- —Pi ou L
B et <o ((te o+ o) AR + U ) SRR S IEG IS

pinSZ
Pout (1_pin)(1—Pout) pr (1_pout) 8LF
+ 96 ( B S1 T B1S1°

O

Theorem E.6. Consider the (FCCO) problem. Suppose Assumptions G, H, I holds true.
Let step size v = O(\/ﬁlLF>‘ Then for NestedVR, x° picked uniformly at random among
{x!}]o) satisfies: E[||VF(x*)|3] < €2, for nonconvex F, if the hyperparameters of the inner
loop S1 = O(E%E_Q),Sg = O(Lpe™), pin = O(1/8S,), the hyperparameters of the outer loop
B1 =n, By = \/n,pout = 1/Ba, and the number of iterations

7= (LLeEr),
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The resulting sample complezity is

o (nLF£F<F§zO>fF*>) .

€
In fact, it reaches this sample complexity for all \I}ZM <.

Pin

Proof. Using descent lemma (Lemma E.4) and bias-variance bounds of NestedVR (Lemma E.14)

T ico HVF( 2')II3 + 27 Yoo EIGI13

2(F( ) LF’y T—1 t+1 T-1 pt+1
< T Z gvar T Z gblas

2(F( )7F*) 4L2 12(17Pm ’7 t+171112
N R ﬁ s yrand |-l Hl

—_——

7 T s
12(1 —Pin 2 2 2 1—p0u 2 t+1
+ ( plnSQ ) EQL + (po#t) + 7LF> Z SV;_I' N
T3

Compute Ty. In order to let T < €2, we require that
AT > €2, (E.20)
Compute 7;. In order to let 7; to be smaller than €2, we need

4L2
S| = =

Compute 75. In order to let the coefficient of Z HE[GHI]H2 in 73 to be less than 1, i.e.

12(1—pin) n2
sl )%H 2< L (E.21)
which requires
Bg vpmSQ __ _DPou pinf/
f}/ - 7LFTL\/1 Pin 7€LFf\/1_§‘in ' (E22)
_ 2
Compute T3. Let us now focus on 73 and notice that the middle term 2(1[)#‘“)

2 1— pout T—-1 pt+1
Pout T Zt =0 gva'r :
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Using Lemma E.14 we have that

2(17p0ut) 1 gt—‘,—]_
Pout T t 0 var

2(1— ou ou —Pou 1-— in 1 ou -
gggu ((p ¢ _1_152 t)( p )121; +( —p. t)),yQL%‘% Z“:OIHE[GIE-H}”%

Pout PinS2
T3,1
1 9620=pow)? (pout 4O Pm)(l—Pout)) L | 2(1=pout)® (1=pow) 8LF
Pout By S1 Pout T  BiS1
Ts.2 73,3

e Compute T33: As we already know that S = O(e72) and T > 1 and Bipoyt > 1. This

imposes no more constraints, i.e.
2
S1=0 <2F .
€

e Compute T32: As S; = O(e72) and By = n and By = Bipous, then it requires

—p: _ 3
(]- pln)(21 pout) g n.
Pout

e Compute 73 1: In order to satisfy the following

L1
12

2(1—pou 2 ou —Pou 1—pin 1—pou
32 ( pfmt) ((P £ 1 é)z :> (pinlfgz)l%g +( P t)),y2L%7 <

we need to enforce _
pinpoutLF

< .
- 6LF(l - pin)l/z(l - pout)3/2

(E.23)

Now we go back to 73 and compare the other two coeflicients

12(1_pin) LQ 2 2 2(1_pout)2
PinS2 B% LF’Y + Pout + "}/LF

As yLp < % < 20=pout)® (o cap safely ignore yLp. On the other hand, from (E.21) we know

~ Pout

that the first term is also have

12(1 pln) n 2 2 <
plDS2 B2L -

Constraints from the Bias-Variance Lemma (Lemma E.14). By setting B; = n and

2
S; = (’)(Le—g), this constraint translates to

2L2 { (1_pin) €2 1—pout (1_pin)€2 1 (1_pout) } <
max = —5— 1
Biatd py, B2’ B2 Ph Pow’ B2 ~

which is weaker than (E.22).
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Summary on the Limit on . Combine (E.22) and (E.23) and v < ﬁ, we have a final

limit on step size ~

3 ou in-Z/
vﬁmln{wﬁ,ﬁ} (E.24)

Then the total sample complexity of NestedVR can be computed as
(# of iters T') x (Avg. outer batch size By = B1pout) X (Avg. inner batch size Sy = S1pin).

This sample complexity has the following requirement

BoSy(Tr) 20 BoSy  me? i P20
Y T ey e 7 '

By ST =

3

The lower bound ne~* is reached when in (E.24) we have

PoutPin L < 1

eLrpy/1—pin ~ Lr*

That is, \p/%% <e

In particular, we can choose the following hyperparameters to reach O(ne=?) sample com-

plexity
By =n, Bay=+/n, pou= ﬁ, S1=0(Lype?), Sp=0(Lpe"), pm=0(Lg'e)

The step size v can be chosen as

~ VnLp’

and the iteration complexity

€2

7= (LLeEr),

Putting these together gives the claimed sample complexity bound. By picking x® uniformly at

random among {mt}z:ol, we get the desired guarantee. O
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E.5.3 Convergence of E-NestedVR

In this section, we analyze the sample complexity of Algorithm 7 (E-NestedVR) for the FCCO
problem with

i Bll > (ZfH)T'CDQt)vaz( ) with prob. pout
GENvR =
Ghnvr + 75 2 <(t+UT£;L4VfAO)—(zDTZ%?.fom> with prob. 1 — pout.
Y, Y,
(E.25)

Lemma E.15 (Bias and Variance of E-NestedVR). If the step size vy satisfies

212 (lfp'm,) E 1*pout (17p1n) 18n2 (17pout) i . l
v L max{ pinS2 B2’ B2 pipnS2 BZ ' B <1676

then the variance and bias of E-NestedVR are

- — P ou L
TZT 1gt+1 <14- 32((%_’_ 1 g;m) (1—pin) 1%7; + (1- p t ) v FZ HE[GHl}HQ

var DPinS2

1 14-96 (u n (1—pm§1—pm,,t)> L5 (1—g01,,t) ;ngl

T-1 1 _ (I-pi 2 2 2(1—pin)?L%
}yL e < Gpeptbom2l s EfGH B + X tE 4 G

1—pin 2 1 ou
(Ot ) h e
Proof. Note that this proof is very similar to NestedVR so we highlight the differences. Let
G = GH g (E.25) be the E-NestedVR update and define

GItl = (20T LY), V £i(0)
Y,

We expand the bias by inserting E; Pins W[GE‘H]

Ebns = IIVF (x1) — E[G"]|3

bias —

< 2|VF(z!*) — E

i aliGi I3 +2 |IE; G - EGT|5

e Vv
t+1 t+1
Aq Ay

%,Pin,7; 77|1[
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Consider A", The term A!T! captures the difference between full gradient and extrapolated
1 1 g
gradient

A ||E; [(EW[Vgﬁ(a:t)])TVfi(E[gn(m‘t)]) — Epouli [( ililV 95 (@ )])Tﬁ( t“vfl( )” L

< CEE: IV A(Epulon(@) ~ Epu | €, V10|

< 207 E; [V fi(Eyilgn(x")]) — Ep, [V fi(Eppilyrf ]3]

ot
=:A

+2C2E, [uEmefx nily “J)}—Epw[ Dmvfz ﬂ Hz}

—.pttl
=AY,

The first term Aﬁl can be upper bounded through smoothness of f¢, for ¢ > 1

AT = i [[IV fiEqilan(®")]) — pinV fi(Bypilgn(®")]) — (1 — pin) V fi(} + Epjilgn (") — gn(oD))13]
=(1—p)*Es [||sz'(E[ (@) = V fi(y} + Eypilgn (') — gn ()] 3]
< (1= pin) L3 E; [|[Eypilgn(2)] — (yf + Epjilgn(®") — g4(89)])13]
= (1—pw)°L [”yz Eyyiilgn(oD)]13]
( )2L

= (1 — pin
For t =0, Ail =0, then
T— T—
T im0 AT < (1 —p)?L3C2 3 055 €Lt (E.26)
On the other hand, with Lemma E.6
2
A < e IV F(Egilon(@))  Egi | £, VO]
y,S

(1= pin) Es [ IV (! + Epplon(@') = ga(@D]) = Egps [ £5) . VFHO)] 1]

< pince + (1 pm)c

S —e
where DITL s the distribution of & 5 D nes, In(T x!) and D'YS s the distribution of

Yy,51,8 y,52,i

y; + s% 2 ness (gn(x") — Elgy(9)])-
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Thus the A'i“ has the following upper bound

2
1 ZT lAt+1 <1 —pin)2L202% Z gt+1 %g‘ (E.27)
Consider A;Jrl. Let us expand Ag“ through recursion
AH—l HE 5,Din 7, n|z[G§+1] - E[GtJrl]”g

= (1 = pout)*|G* — Es[Ey 5, GHNI3
= (1= pou)? (IEIG"] — BilEy [ GANI3 + &L
= (1 _pout) (At + g\iar) .

For t = 0, we have that Al = 0, then average over time gives
1 \~T-1 t+1 (1—pout) T-1 gt+1
T 2—0 A2 poutt T Y e 0 Evar -
Therefore, the bias has the following bound

02 — Mou
P L < (1= pin)2L3C2 4 Y £t 4 G 4 (spend L L gt

bias Sg Pout

Using Lemma E.12

1 2722 ((1=pin)C} T-1—¢ , 202
LS tett <(1_pin)Lc (79% t:0:t+silg>

blaS = PinS2
(]- pout T-1 t+1
+ + Pout T Et 0 5var
(17pin) LF 1 ~T—1=¢ , 2(1— pm) Ly (1=pout)® 1 t+1
S DinS2 T =0 — + + S4 + Pout T t 0 gvar .

Using Lemma E.11 we have that

T—1 1-pin)3 L3 2 T-1 (1-pin)?L% | C2 1—pou -1
TZ gt+l « (1=pin) F(GL,YZI toE[HGHl]HQ)“‘ —pin)? E Ce | (1=pow)” TE gt+1

bias — DinS2 B2 T S1 S% Pout var
(1—pin)?® 2 2 2(1—pin)*L% | C2
< Uopmple o2 ) ST EIGH ) + 2t 4 &

(1_pm) LF 6TL2 2 (1 pout T—1 t+1
+ ( PinS2 B% v + Pout Zt gvar '

Variance. Combine the variance of NestedVR in Lemma E.14 and Lemma E.2 gives

out —Pout 1—pin n 1—pou L3
Ly lgtl < 1. 32((%+1§2 )( Pin) 18n +( —p t)'V £y T E[GE )2

var pinS2 B2

+ 14 - 96 <% + (l—pin)B(;_pout)> F + (1 pout) gfgl .
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Theorem 6.4. [E-NestedVR Convergence] Consider the (FCCO) problem. Under the same

assumptions as Theorem 6.2.
o Ifn=0(e2/3), then we choose the hyperaparameters of E-NestedVR (Algorithm 7) as
By =By =n,pout = 1,51 = E%E_Q,SQ = ipe_l,pm = fzgle,’y = O(ﬁ)
e Ifn= Q(e_2/3), then we choose the hyperaparameters of E-NestedVR as By = n, By =
V1 Dout = 1/y/n, 81 = Sy = max {Cnge‘W, i%/(nez)} pin = 1,7 = O(£%).
Then the output x° of E-Nested VR satisfies: E[|VF(x®)|3] < €2, for nonconver F with iterations

T=Q(Lp(F(z®) — F*)e?).

Proof. Denote. Gt*! = GEl i (E.25). Using descent lemma (Lemma E.3) and bias-variance
of E-NestedVR (Lemma E.15)

T—1 T-1
T 2o IVE(@)3 + o7 >0 IE[G]113
2(F(z%)—F* L T-1 1 ~T—1 pt+1
< M) TD 4 b sl et + F 2 €
2F 0 _F* 1— in 3Z2 2 2 T—1 2(1— in 2i/2 062
< AR Lopnflb o2 d ST EIGH I + 202 tE 1 &

(1=pin)3L% 6n2 2 | (1—pout)? 1 ~T—1 ott1
+ (271117523737 + Pout + LF’Y T Zt:O gvar .

As we would like the right-hand side to be bounded by either # ST SIEIGE]]3 or €2,

(F(z0)—F*)
~T

¢ Bound on 2 with €2 | ie.

AT > (F(x¥) — F*)e? (E.28)

o Coefficient of = >"[_'|[E[G**!]||3 is bounded by 1, i.e.

(17Pin)3if%@ 2 S

1
pinS2 B% 4

which can be achieved by choosing the following step size

poutpin\/sil
VS S opm)i (E.29)
V2] 2
e Bound on % with €2

2<1—zg¥>2L% < e (E.30)

e Bound g—; with e2. This leads to
2

Sy > /%=, (E.31)
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e Bound on the variance. First notice from (E.29) and v < %,
F

(1_pin)gi%@ 2 < 1 < (1_pout)2
pnS2 B3 ' — 4~ pout
1—pout)?
< l < ( Pout .
LF,Y — 2~ Pout

Therefore, we only need to consider the upper bound on

]- pout T-1 t-‘rl
Pout T Et 0 gvar

1— ou ou 1— ou 1— in 2 1— ou L
< 14.32( plc))utt) ((p b 52 c) (1-p )1%7; +( gz t ) T LE Z ||E[Gt+1]H2

pinSZ

(1 pout)2 Pout (17pin)(1 pout) (17pout)3 8L2
+14-96°= 75 Pout ( + Bs ) T Pout’’ 3151'

We impose the constraints for each term

(1 pout) Pout (1 pln) 18n2 12 2 <
Pout B1  pinS2 B2 L ~ 1
(1_pout) 1—pout (1 pln) 18n2 12 2 <
Pout B> pmSQ B2 L ~ 1
(l_pout) 1_pout 2.2 <
Pout Ba LF’Y ~ 1
(l_pout)2 DPout & < 62
Pout By S1 ~
(1*pout)2 (17pin)(17pout) & < 62
Pout BQ Sl ~

(1=pour)® 8L% 2
poutT Blsl ~ :

These can be simplified as

v < PnpouVBIvSL VB1vS 1
~ (1 pout)\/ 1— —Pin LF

< pmpout vVB1vVS 1
’7 ~ (1 pout)3/2\/1 —Pin LF

vBi 1
'7 ~ (1—pout)3/2 LF

1—pou 21~/2
B1S: 27( E;) =

BlSl Z (17pout)3(17pin)i%'

Pout

1— )3L2
> (1=Pout I
B1S1 ~ T€2pout :

e Constraints from Lemma E.15

VL2 maX{(l_pin)LS 1—pout (1—pin) 18n2 (l—pout)} < % _

pinS2 B2’ B2 pinS2 B’ B

D=
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which can be translated to

P nen (E.38)
inpouty/S1V/B3
VS Iy open (E.39)

F
v S Lpv/T=pout (E40)

e Constraint from sufficient decrease lemma:
1
v < 555 (E.41)

We simplify the conditions noticing that 1) (E.37) is weaker than (E.35); 2) (E.34) and (E.40)
are weaker than (E.41). Combine all the constraints on v, i.e. (E.32), (E.33), (E.38), (E.39),
(E.41)

< 1 in {min{ Pout } PinPoutVB1vS1 1 min {1 Pout } PinVS1V B2 1 PoutPin V51 } )
7 ~ Lp \/1 Pout (l_pout)\/l_pin Lp> ’ \/l_pout \/l_pin ’ 5LF(1—Pin)3/2

This can be simplified as an upper bound

~ < Lm {pmpoutfl PmPoutf1\/ 1 Pmpoutv 1vVB 1}
~ Lp VI=pin ’ VI=pout > VI=pinvVI—pout’ ’

Now we consider two sets of hyperparameters depending on the size of n Case 1: For n =

(9(6_2/ 3), we choose the following set of hyperparameters
B, - _ _ 72 -2 _F o1 _ 71
BI_B2—n7 pout—la ‘5‘1_-[/F6 ) SQ—LFG ’ pin—LF‘ €.

Then we have v < L mln{ PinvoL “’r ,1} = #=, we have the total sample complexity of

E.28 0y_ 0y_ p*\p f
BySoT = BQS;/QT'Y (E.28) F(me)z F 32732 _ (F=" 1:3 nLpLp

Case 2: For n = 9(6*2/ 3), we choose the following set of hyperparameters

Bi=n, B;= \/ﬁ, Pout = \/15
2
In this case, (E.35) is stronger than (E.36) which requires S; 2 %

2
S1 = S = max {Ubl/as —1/2 L’é}y pin =1

’ ne
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Then we have v < ﬁ min{w, 1} = ﬁ, we have the total sample complexity of

\% 1_pout

~1/2 2
_ B3SoTy (E28) F(a0)—F* Bys, 0 * AL
BQSQT—% — 672%f(}7‘(w>—F)HlaX 52,2 P net

By picking &* uniformly at random among {z*}1 "', we get the desired guarantee. O

E.6 Missing Details from Section 2.7

E.6.1 Application of First-order MAML

Over the past few years, the MAML framework [Finn et al., 2017] has become quite popular
for few-shot supervised learning and meta reinforcement learning tasks. The first-order Model-

Agnostic Meta-Learning (MAML) can be formulated mathematically as follows:

Inwin Eirvp,Di ¢ (EDgupp (a: — aVy; (.’13, Déupp))? Déuery)

query

where « is the step size, Dgupp and Déuery are meta-training and meta-testing data respectively

and ¢; being the loss function of task i. Stated in the CSO framework, fe(x) := €i(x, D! yery)

query
and g,(z,€) := & — aV/l(x, DL,,,) where £ = (i, Dl ery) and n = Dl .

In this context, lots of popular choices for fe are smooth. For illustration purposes, we
now discuss a widely used sine-wave few-shot regression task as appearing from the work of
Finn et al. [2017], where the goal is to do a few-shot learning of a sine wave, Asin(t — ¢),
using a neural network ®,(¢) with smooth activations, where A and ¢ represent the unknown
amplitude and phase, and @ denotes the model weight. FEach task i is characterized by

(A ¢i,Déuery). In the first-order MAML training process, we randomly select a task i, and

draw training data n = Déupp. Define the loss function for a given dataset D as {;(®,; D) =

S Eip||Alsin(t — ¢') — 4 (t)]|3. We then establish the outer function fi(z) = £;(®y; Dl ery)

i on). As fi is smooth, our results are applicable.

supp
In Figure E.1, we show the results of BSGD and E-BSGD applied to this problem. In this

experiment, the amplitude A is drawn from a uniform distribution ¢(0.1,5) and the phase ¢

and inner function g,(x) = x — aVyl;(Py; D

is drawn from (0, 7). Both Dgypp and Dgyery are independently drawn from U(—5,5). The
step size is set to a = 0.01. The batch size is fixed to 10. The performances of BSGD and
E-BSGD are very close. This is not surprising because finetuning step size « is chosen to be
small which significantly reduces the variance of g,, making the bias of meta gradient to be
very small (O(a?)). Therefore, we observe similar performance of BSGD and E-BSGD. Similar
trend also holds for BSpiderBoost and NestedVR compared to their extrapolated variants.
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Fig. E.1 Performance of BSGD vs. E-BSGD on the few-shot sinsuoid regression task.

E.6.2 Application of Deep Average Precision Maximization

The areas under precision-recall curve (AUPRC) has an unbiased point estimator that maximizes
average precision (AP) [Qi et al., 2021a; Wang et al., 2022a]. Let S; and S— be the set of
positive and negative samples and S = S_ US. Let hqy(+) be a classifier parameterized with w
and ¢ be a surrogate function, such as logistic or sigmoid. A smooth surrogate objective for

maximizing average precision can be formulated as [Wang and Yang, 2022]:

1 Zz€S+ U(hw () — haw ()

Flw) =~ S5 (@) — g (7))

S+ mica,

This problem can be seen as a conditional stochastic optimization problem with g;(w) =

[er& C(hy () — hw(mi))vaes l(hy () — hew(x;))] and f; : R x R\{0} — R is defined as
fily) = —% where [y]i denotes the kth coordinate of a vector y € R x R\{0}. During the
stochastic optimization of this objective, we draw uniformly at random & := @; (drawn from the
set Sy ) as a positive sample and n|§ = [Fg, , Fz,] where set 1 is drawn uniformly at random from
S; and x is drawn uniformly at random from § and functional Fyp(w) := €(hy(x) — hy(x;)).

Note that f; € C*° is smooth with gradient

_ 1
Vi) = [ [5132] |
([y]2)?

Therefore, our results from Sections 6.4 and 6.5 again apply.
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E.6.3 Necessity of Additional Smoothness Conditions

Throughout the paper, we assume bounded moments (Assumption B) and a smoothness
condition (Assumption C) to derive our extrapolation technique. However, it is worth noting
that the technique itself does not explicitly depend on higher-order derivatives. Our theoretical
framework does not address the behavior of extrapolation in the absence of these smoothness
constraints. In this section, we investigate the application of extrapolation to two non-smooth

functions:
e ReLU function given by ¢(z) = max{z,0};

e Perturbed quadratics represented as g(z) = x2?/2 + TriangleWave(x) + 1. The function
TriangleWave(z) has a period of 2 and spans the range [-1,1|, defined as:

. T z 1
TriangleWave(z) = 2 ’2 <2 - {2 + 2J ) ’ -1

Visual representations of these functions can be found in Figure E.2c. We set s = 0 and
consider a random variable § ~ N(10,100) with m = 1. We then apply first-, second-, and
third-order extrapolation. The outcomes are depicted in Figure E.2. Remarkably, both the
ReLU and the perturbed quadratic functions do not conform to the differentiability assumptions
inherent to our stochastic extrapolation schemes. Nonetheless, as indicated by Figure E.2a and
Figure E.2b, our proposed second- and third-order extrapolation techniques yield a superior
approximation of ¢(E[d]).

3 RelLU — Perturbed quadratics
10 m q
(1) = (1) 15
— Lpy,,q(s) :%103 — £p,,,4(s) — Perturbed quad.
102 [j,(ngmq(s) g — [‘Ii)mq(s) L Quadratic
3) g 3) 10 ~ — ReLU
£5,9(s) Z 103 £p.a(s)
| —
10" S = =
210 5
10° 5 .
=10
100 10" 10" 10° b e R L T RS 0
Number of estimates Number of estimates g g g .
-50 -25 0.0 2.5 5.0
X
Fig. E.2a Fig. E.2b Fig. E.2c

Fig. E.2 (a) Fig. E.2a: Error in estimating ¢(s + E[d]) for our proposed first-, second-, and third-
order extrapolation schemes applied to ReLU ¢(x) = max{x,0}, s =0, § ~ N (10, 100), m = 1.
(b) Fig E.2b: Error in estimating ¢(s + E[d]) for our proposed first-, second-, and third-order
extrapolation schemes applied to a perturbed quadratic ¢(z) = x?/2 + TriangleWave(x) + 1,
s = 0,0 ~ N(10,100), m = 1. The TriangleWave(z) has a period of 2 and spans the range
[-1.1], ie. 22 (£ — |2+ 3]) | — 1. (c) Fig E.2c: The ReLU and perturbed quadratic used in the
Fig. ba and 5b along with quadratic curves.
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